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ANAKOINQZH vt apip. EME 1/2024
yia Tn ouvaywn ZYMBAZHZ MIZOQXHZ EPIOY oT1o TAdiolo Tou eupwIraikou £épyou
ENDURANCE

O NMpoedpog tou A.X. tou NMepidpepetakov Tapeiov Avantuéng Nepidpépetag Autikng EAAadag
‘Exovtag unoyn:

1. T Swatdagelg tou apBpou 6 tou N. 2527/1997 (DEK 206 A’) mepl cupfdocwv picbwong épyou,
OTIWG LOXUOUV.

2. T buatagelg tou apBpou 30 tou N. 4314/2014 (DEK 265 A’) mepl cuppacewv MicBwong Epyou
OE CUYXPNHUOTOSOTOUUEVEG TIPALELG, OTIWG LOXUOUV.

3. T blataelg tou N. 4765/2021 (DEK 6 A’), 6mwg LoxLouv.

4. T Swartagelg tou MN.A.. 85/2022 «KaBoplopog npoodviwv Stoplopol o popeic tou Anpoaciou
(MpooovtoAoylo - KhadoAoylo)» (DEK 232 A').

5. T datdéelg twv apBpwv 53-56 tou Nopou 2218/1994 (DEK 90A) «16pucn Nopapxlakng
Autodloiknong, tpomomoinon &Swatdaéewv yla tnv mpwtofabula avtodloiknon Kat TNV
MNepudépeta kal AAAEG SLATAEELGY.

6. Tic dlatdelc twv apBpwv 190-193 tou N.3852/2010 (DEK 87A/07-06-2010) mepi «NEag
Apxitektovikng tn¢ Autobloiknong kat tng Amokevipwpévng Awoiknong — Mpdypappa
KaAAwpatne» kat elbikotepa 1o apBpo 193 nepi Opydvwonc — Kavoviopwyv kot Mpoowrikou
Twv Nepudpepelakwyv Tapeiwv Avamntuéng.

7. Tnv um. opOp. 4683/1998 (MEK 140B) Anodaon YM.EZ.A.A.A mou adopd otov Kavoviopod
MpoowrikoU twv Nepldpepelakwy Tapeiwv Avantuéng, OTwg Tpomomnolionke Kot LoXUEL.

8. Tnv um. aptB. 287493/19 (DEK 384 B’/10-2-2020) Antddaon Tou IUVTOVLOTH ATIOKEVTPWHEVNG

Awoiknong Melomovvioou, Autikig EAAaSag Kat loviou pe B€épa «Tpomomnoinon tng 93394/14-
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5-2019 (B 2368) amodoaong tou Juvtoviot ATMOKevipwHéVNG Awoiknong MeAomovvricou,
Autikng EANGSag kal loviou mepi Eykplong Kavoviopou MpoowrtikoU tou NTA/MAE», onmwg autn
TpomomnolOnke pe tnv utt. aptb. 207815/21-12-2020 (OEK 5608 B’) opoia anodaon.

Tig Swataelg tou N.4727/2020 (OEK A' 184/23.09.2020) «Wnowok AwakuBépvnon
(Evowpatwon otnv EAAnvikr) NopoBeoia tng O8nyiag (EE) 2016/2102 kat tng Odnyiag (EE)
2019/1024) - HAektpovikeég Emikowvwvieg (Evowpdtwaon oto EAANvIKO Aikato thg O6nylag (EE)
2018/1972) ko GAAeg Slatatelc.

10. To N.4412/2016 (DEK 147 A’) «Anuodoleg ZuuBaocels Epywv, MNpounBewwv kat Ymnpeowwv

11.

12,

13.

14.

15.

16.

17.

(mpocappoyn ot Odnyieg 2014/24/EE kot 2014/25/EE)».

To N.4622/2019 (DEK 133 A’) «EmteAikd Kpdtog: opydvwaon, Asttoupyia kat Stadavela tng
KuBépvnong, Twv KUBEPVNTIKWY 0pyAVWY KOL TNG KEVIPLKAG SNUOCLAG SLoiknong».

Tov Kavoviopo (EE) 2016/679 tou Eupwraikol KowvoBouAiou kat tou Iuppouliou yla tnv
TPOOTAGCIO TWV GUCLKWV TIPOCWNWYV EVavTL TnN¢ enefepyaoiag Twv Se50UEVWV TTIPOCWTTILKOU
XOPAKT PO KaL yla TNV eAeVBepn kKukAodopia Twv S€SOUEVWV OUTWV KAL TNV KOTAPYNON TG
odnylag 95/46/EK (M'evikog Kavoviopog yia tnv Mpootacio AeSopévwy).

To N.4624/2019 (DEK 137 A") pe titAho «Apxn Npootaociag Asdopévwy MNpoowrikol XapaKtrpa,
HETpa epappoyng tou Kavoviopol (EE) 2016/679 tou Eupwmaikol KowvoPouAiou kot tou
JupBouAiou tng 27n¢ Antpidiou 2016 yla TNV TPOOTOCIA TwWV PUCLKWY TIPOCWIIWV EVAVTL TNG
enefepyaociag Se60UEVWV TIPOOWTILKOU XAPOKTAPA KOL EVOWUATWON otnv €0vikr vopoBeaia
¢ Oénylag (EE) 2016/680 tou Eupwrmaikol KowoBouliou kal tou ZupBouliou g 27n¢
Anplhiou 2016 kot GAAeG Stataelg», omwc kaBe popd LoXUEL.

Tig dratatelg tou v. 4914/2022 (DEK 61 A') «Ataxeiplon, EAeyxog kot edapUoyr AVATTTUELOKWY
napepBacewv yla tnv MNpoypappatiky Nepiodo 2021-2027, cvotacn Avwvuung Etaipeiog
“EBviko Mntpwo Neoduwv Emixelpioswv A.E.” kat dAAeg SLatagelg».

Tig Swatagelg tng urt’ ap. 114947/2022 Yroupyikng Anodaonc (DEK 6132 B’) mepl EBvikwv
KaVOVWV eMAEELLOTNTOG Samavwy yLa Ta poypappata tou EXMA 2021-2027.

Tig Stataéelg tou N.4387/16 (DEK 85/A/12-05-2016) «Eviaio Uotnua Kowwvikng AodaisLag -
MetappuBuilon aocdaAlotikol - ouvtaélodotikoU ouothuatog - PuBuioslg dopoloyiag
£1008ATOC KoL TUXEPWV TTOLYVIWV Kal AAAEC SLaTAEELS», OTWCE LoXUOUV.

Tnv 21/2014 Anodoaon tou AY tou NTA/MAE (AAA BIPNOPEB-IM4) niept mpoodloplopol tou
wPOULoOiou TOU EKTOKTOU TPOOWTILKOU Ttou TpocAapPavetal pe IME ylwa tv eKTéAEon
Evpwrnaikwv Mpoypappdtwy, Omwe auth Tpomonotionke pe tnv um. aptd. 45/2017 Anodaon

tou A.Z. tou MTA-NMAE (AAA 70=KOPEB-AWQ).
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18. To eykekpluévo TeXVIKO SeAtio Tou €pyou ENDURANCE (kwdikog €pyou 101168007 — HORIZON-
CL3-2023-INFRA-01).

19. Tov nmpoUmoloylopo tou €touc 2024 tou NTA/MAE (AAA 6IAOOPEB-6A0).

20. Tnv urt’ ap. 39/2024 anodaon tou A.Z. tou NTA/MAE (AAA 6YYZOPEB-613).

AVOKOLWWVEL

Tn ocuvayn ovpBaong pioBwong €pyou He OUVOALKA €va (1) dtopo yla TNV KAAun avaykwyv Tou
MNepipepeltakol Tapeiou Avamrtuéng Mepidpépelag Autikng EANGdag (MTA/MAE), mou edpelel otnv
Matpa, KoL CUYKEKPLUEVA yLa TNV UAOToinon tou eupwrnaikol €pyou ENDURANCE (Strategies and
Tools for Enhanced Disruption Resilience and Cooperation in Europe) mou €xeL eykplBel yla

Xxpnuatodotnon oto mAaiolo Tou nmpoypappatog HORIZON EUROPE.

To £€pyo ENDURANCE £xeL xpovoSiaypappo vAomoinong 36 pnvwy, amno 1/10/2024 ¢wg 30/9/2027.
21O ETALPLKO OXN L0 CUUUETEXOUV SnUoaLoL Kat LBLwTikol opyaviopol ano Aofevia, Italia, Poupavia
kat EAAada. Evdeiktika avadépovral amd EANada to MTA Attkng, n EYAAN kat to Epeuvntiko
Mavemotnulako lvotitolto Zuotnuatwy Emkovwviwy kat YroAoylotwy tou EMIM, amnod IAofevia o
Opyaviopog Alktuwv Kat Yrinpeowwv Emikowvwviag tng Anpokpatiag tng ZAofeviag, to KuBepvntiko
lpadeio Aodpaietag MAnpodoplwv tng Anpokpatiog tng TAoBeviag kal n Telecom XAoBeviag, ano
mAeupdg ItaAiag n avtovoun Mepudpépela Friuli Venezia Giulia kat to INSIEL, kot and Poupavia n
EOvikn AlevBuvon yla tnv KuBepvoaodadaleia kat n etatpia EVIDEN TECHNOLOGIES n omola givat kot

0 OUVTOVLOTHG £TALPOG TOU €pyou.

O okoTmog Tou €pyou eival va avaAuoel og BaBocg T aAAnAefaptroels Stadpopwv BacLKwY UTINPECLWV
OTIC OUMMETEXOUOEG TIEPLOXEG KOL TIGC OXETIKEC OMEWEC Kol KwwdUvVoug, avamtlooovTog
oAokAnpwuéveg peBodoloyieg, SLaAelToupylkd epyodeia Kol PEQALOTIKEG OTPATNYLKEG yloL TNV

gvioxuon tnG avOEKTLKOTNTAC TOUG.

210 mAaiolo Tou €pyou mpoPAEnETAL N TUAOTIKY SOKLUN TWV TPOTEWVOUEVWY PeBodoloylwy, oxediwv
Kol epyaAeiwv oe emAeyuévoug TOUElG yla va SlaocdpaAloTel N AMOTEAECUOTIKOTNTA TOUG OTOV
TPAYUATIKO KOOMO. Xtnv EAAGSa n mdotikn edpappoyn Ba adopd otov topéa tng Slaxeiplong

LVSATWVWY TTOPWV KAl UYPWV aoBARTWV.

Ito €pyo mpoPAémetal emiong KalL n ovantuén OoAOKANPWUEVOU €eKTTALOEUTIKOU UALKOU Kol

KATEUOUVTAPLWY YPOUUWY YO TNV EVOUVAUWON TWV EVOLOPEPOUEVWV HEPWV HE YVWOELC KOl
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Oe€LOTNTEC Yyl TNV ATMOTEAECUATIKOTEPN TIPOETOLUACIO TOUG OTNV QVILUETWILON SlaTtapayxwy Kot

KLWOUVWV.
H uAomoinon tou €pyou SlakpilveTtal o€ cuVOALKA Swdeka (12) MakETa epyaciag e TOUuG EENG TiTAouG:

WP1 - COOPERATION: Strategic Collaboration & Cooperation (Phase 1), pue nmapadotéa: D1.1 —
European Disruption Resilience Snapshot

WP2 - COOPERATION: Strategic Collaboration & Cooperation (Phase 2), ue napadotéa: D2.1 — Draft
- European Disruption Resilience Strategy, D2.2 — European Disruption Resilience Strategy

WP3 - ROADMAP: Technical & Strategic Oversight (Phase 1), pe mapadotéa: D3.1 — Data
Management Plan, D3.2 — Roadmap Towards TRL5

WP4 - ROADMAP: Technical & Strategic Oversight (Phase 2), pe napodotéa: D4.1 — Roadmap
Towards TRL6, D4.2 — Roadmap Towards TRL7

WP5 - ENABLERS: Disruption Resilience Enablers (Phase 1), pe mapadotéa: D5.1 — Enablers
Prototypes

WP6 - ENABLERS: Disruption Resilience Enablers (Phase 2), pue nopadotéa: D6.1 — ENDURANCE
Enablers

WP7 - SERVICES: Disruption Resilience Services (Phase 1), ue napadotéa: D7.1 — Service Prototypes

WPS8 - SERVICES: Disruption Resilience Services (Phase 2), pue nmapadotéa: D8.1 — ENDURANCE
Services, D8.2 — ENDURANCE Services (Sensitive)

WP - PILOTS: Large-Scale & Cross-X Exercises (Phase 1 - reaching TRL5), pe napadotéa: D9.1 — Test
Designs and Plans, D9.2 — First Pilot Report, D9.3 — First Pilot Report (Sensitive)

WP10 - PILOTS: Large-Scale & Cross-X Exercises (Phase 2 - reaching TRL7), pe napadotéa: D10.1 —
Second Pilot Report, D10.2 — Second Pilot Report (Sensitive), D10.3 — Final Pilot Report, D10.4 — Final
Pilot Report (Sensitive)

WP11 - IMPACT: Impact Generation, pe mapadotéa: D11.1 — Brand, Website, and Social Media
Channels, D11.2 — Impact Generation Strategy, D11.3 — Impact Assessment Methodology, D11.4 —
Impact Assessment, Business Plan, and Sustainability Roadmap

WP12 - MANAGEMENT: Project Coordination, pe napadotéa: D12.1 — Project Handbook, D12.2 —
Compliance Analysis and Guidelines, D12.3 — Compliance Assessment and Policy Recommendations

WP13 - Ethics requirements, pe napadotéa: D13.1 — OEl - Requirement No. 1, D13.2 — OEl -
Requirement No. 2, D13.3 — OEIl - Requirement No. 3, D13.4 — OEl - Requirement No. 4

To NTA-NAE €xeL evepyd CUUUETOXN Kal ouvelodopd ota makéta epyacia¢ WP1, WP2, WP3, WP4,
WP9, WP10, WP11 & WP12, evw AapPavel yvwon Kal mopakoAouBel kat tnv uAomoinon twv
UTtoAOLTIWVY TTAKETWV epyaciag, kaBotL eivat dppnkta cuvdedepéva pe TNV eEEALEN KaL UAoTOlnoN Tou
€pyou (WP5, WP6, WP7, WP8), eite adopolv oe opl{ovtieg SeOUEVOELC Yl OAOUG TOUC £TAlpOUC
(WP13).
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AvaAutikotepa, to oxeSlo vAomoinong Tou €pyou, N TEplypadr TWV TOKETWY £PYACLOG KAl TWV

Spacewv ava taipo neplypddovtal aVaAUTIKA 0TO CUVNUUEVO TEXVLKO SeAtio Tou €pyou (DoA).

310 mAaiclo tou €pyou autou Ba amacxoAnBel avda TOMo eKTEAEONC, €L6IKOTNTA Kol SLAPKELA
ouuBaong o €€N¢ aplBpog atopwy (BA. MINAKA A), He Ta avTIOTOLXO OTTOULTOUEVA (TUTILKA KOl TUXOV

npocBeta) nmpoaoovta (BA. MINAKA B):

A) éva atopo katnyopioag ME mou Ba avaldaBel tnv kaBnuepvy mapakoAolBOnon tng mMopeiog
EKTEAEONC TOU €PYOU KOLL TNV UTIOOTNPLEN TNG opadag €pyou tou NTA-MNAE otnv uAomoinon OAwv Twv
apadOTEWV TOU £PYOU OTA OTOL0l CUMHETEXEL evepyd To NTA-NAE, péxptL tnv oAokApwaon Tou £pyou
(AToL €wg 30/9/2027). EWb1kOTEPQ, TO ATOUO AUTO Bat £XxEL GUUPBOAN GTNV UAOTIOLNGCN TWV MAPASOTEWV
D1.1,D.2,1,D.2.2,D3.1,D3.2,0.4.1,D.4.2,D.9.1,D.9.2,D.9.3,D.10.1, D.10.2, D.10.3, D.10.4, D.11.1,
D.11.2, D.11.3, D.11.4, D.12.1, D.12.2, kat D.12.3. H avwtatn npoBAenopevn apolpn yio oAn t
SLAPKELD TOU £pyou QVEPXETAL OTO TIOCO Twv 54.000€ cupneplthapPBavopévou tou OMA Kal Twv
VOULUWY KPATAOEWV Kol €l0popwv, wotoco N ouvoAwkn apolBry Ba mpoodloploBel katd tnv
urnoypadr tn¢ cvuPaong pe Baon To wPouicOlo Tou anaoxoAoUUeEVOU CUUPWVA HUE TG AroPACELG
tou A.Z. tou MTA-NMAE KoL TO OUVOAIKO 0plOUO WPWV amMaoXOANONG TOU QVILOTOLXOUV OTO
TIaPayOUEVO €pyo, 0 omolog Sev Suvatatl va uttepBaivel Tig 1720 wpeg o€ etrola Bacn, KL OxL TAEoV

¢ avapepOUEVNC AVWTATNG apoLBAG.

ITa OVWTEPW TooA cupnepllappavovtal ol elodopég Tou epyalopévou KaBwE Kal oL EpYOSOTLKEG
elodopég tou apBpou 38 tou N. 4387/2016, Ti¢ omoieg Oa kataBalel o epyodOTNG, o€ EPIMTWON TTIOU

0 amnaoyxoAoUuevog «Avadoxog» UTIAyeTal otn puBuwon tou v. 4387/2016, apbpo 39, map. 9.

Ta €€0ba petakivnong kat Slapovhg Tou amaoXoAoUpeVOU TTou adopoUlv oTo €pyo SV KaAUTTovTal
anmoe ™V avwtépw apolfr kat Ba koatafdailovial eMUMPOCHETWG KATOMV €KS0OoNG EVIOAWV
uetakivnong tou MTA/NAE, cuudwva pe tnv Loxvouoa vopoBeoia mepl HETOKWVOUUEVWV TOU

dnuooiovu.

H apolBn katafdaAAetol TUNUATIKA avaloya PE TNV Tpdodo twv epyociwv. Mpog touto o
amooxoAoUpevoc Ba cupmAnpwvel kat Ba uTtoypadeL pnviaia meplypadn Twv EpyocLwV Tou (€kBeon
TMeENpayuévwy) ava napadotéo. Ze autr Ba cuvunoypddouv o Mpoiotdpevog TuRuatog MNoldtntag
kat HAektpovikn ¢ AlakuBépvnong, o Mpoilotapsvog Movadacg A’ tou MTA/NAE kot o AteuBuvtig Tou
dopéa ulomoinong, oL omoiol BeBalwvouy TNV MPOCAKOUCA EKTEAECH TOU £PYOU KATA TO AVTLOTOLXO

TUAUO TOU.
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H kataBoAn tng apolpng Ba mpayuatomnoleitatl otnv €dpa tou MTA/MAE cUpdwva pe Tnv Loxvouoa
NopoBeoia. H apolfry Ba kataBdaAAetal PeTd TNV €KS00N KAl TNV UTIOBOAR TWV OXETIKWV

TIAPOLOTATIKWY KAl SIKALOAOYNTIKWYV TTANPWHNC OO TOV AnacOAOUEVO.

To NTA/NAE Siatnpei To SIKalwpo va v eYKpIVeL TO €Tl HEPOUC £pyo TTOU N eKTEAEDH ToU Bewpeital

1N armodeKTn Kal ot SLAKPLTLKN TOU EUXEPELA lval va INTAOEL TNV emavaAnyn r amokataoTacor) Tou.

O tomo¢ mopoxnNg Twv UTtnpectwy sivat n €dpa tou NTA/MAE r 6mou anattnBel yLo T avAayKeg Tou

€pyou.

Ye mepimtwon mou mapatabsl o xpdvog uAomoinong tou €pyou eival duvartr n mapdtacn Tng
ouuBaong piobwong €pyou €wg Tou 50% TG apXLKAG SLAPKELOC AUTNC, Kal n LeTaBoAn (avénaon) tou
OLKOVOULKOU TNG aVTIKELWWEVOU edpOooV udloTatal avénon Tou GpuoKoU AVTIKELLEVOU, KOl €WG TOU

50% ToU apXLKOU OLKOVOULKOU TNG OVTLKELUEVOU.

Y& KOs mepinmtwon oL CUMUPBATIKEG UTIOXPEWOELG Tou uTtoPndiou oAoKANPWVOVTAL E TNV OPLOTLKNA
urtoBoAn OAwv Twv mpoPAenopevwy nopadotéwv tou NTA/MAE mpog Tov cUVTOVLOTH €TAipO TOu

€PYOU KOL TNV £YKPLON QUTWV ATIO TNV apUOSLa UTINPECLA TOU MPOYPAUUATOC.

MINAKAZ A: ENIAOTEZ AMAZXOAHZHZ (ava kwdiko anacyoAnong)
K . , , . Ao A .
w6'l Kos Tonog ektéAeon EldikotnTaL ,laszla ptlep.oq
anacxoAnong oUuBaong ATOUWV
. MEXPL TNV
. . Nnea - ,
101 MNatpa (¢5pa tou MTA) LOLKnuKOl,) oAokAnpwaon Tou 1
OwovopLLkou £pyou

NINAKAZ B: ANAITOYMENA NMPOZONTA (ava Kwdiwko anaoxoAnong)

Kwéikag TitAog omouvdwv
anacyoAnon KoL
C Aound anottovpeva (Turikad & Tuxov npocbeta) npooovia
KYPIA MPOIONTA

a) Ntuxio N SimAwpa MNtuyio A SimAwpa onotoodimote TuAuatogA.E.l. tng nuedamng
101 N akadnuaikd .ooduvapog f LooTIUOC TITAoG oXoAwv TG aAlodarng

B) Katoxog petamtuxtakoU TitAou omoudwv ot Ofpoata ouvadry Ue avaAluon
nieplBaArovTkKwY SeSopEVWY
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MINAKAZ B: AMAITOYMENA NMPOZONTA (avéd kw8iké anacx6Anong)

Kwéikag TitAog otouvdwv
anacxoAnon Kol
C Aowuna anowtovpeva (Tunka & Tuxov npocbeta) npooovia

v) Tvwoelg oe Béupata Slaxeipiong/afloddoynong kwduvwv amd PuokEG N
avBpwroyeveig kataotpodEg n/kal o BEpata avantuéng oxediwv mpootaciag Kat
aodalelag umodopwv f/kat TAnpodopLAKWY CUCTNUATWY

8) Aplotn yvwon tng ayyAlkng yA\wooog.
g) lvwon xewplopol H/Y ota avtkeipeva (i) emnefepyaciag kewévwy, (i)

urtoAoyloTikwv GUAAwV Kal (iii) umnpeotwv Stadiktuou

MNPOZONTA A’ ENIKOYPIAZ:
(Edooov dev kataotel Suvatn n cuvapn cupBaocng LicBwaong €pyou pe ATOUO WE Ta
AVWTEPW TIPOCOVTA)

Ta avwTEPW KUPLO TTPOCOVTA HE aplBuo a, B, € KAl TTOAU KOAR yvwaon ayyALKAG.

ANOAEIKTIKA NPOZONTQN EZEIAIKEYMENHZ INQ3HZ i EMMEIPIAZ

To mpooov ¢ €eLSIKEVEVNC YVWOoNC Ttou {NTeltal Katd el6ikotnTa otov Mivaka B amodeikvuetatl
w¢ akoAoLBwWG:

KQAIKOZ AMNMAZXOAHZHZ TPONOZ AMOAEI=HZ

MoTtonmonNTkOe empopdwong SNUOCLOU N AVOYVWPLOUEVOU LOLWTIKOU
dopéa oe Bfpata Siaxeipiong/afloAoynong kwdlvwv amd UoIKEC N
avBpwroyevel¢ kataotpodeg n/kal oe BOfépatra avamtuéng oxediwv
npootacioag kot oaodpaieag umodouwv n/kat  mMAnpodopLOKWY
oUOTNUATWV.

101

BAOMOAOIHZH KPITHPIQN
H oepa katataénc petalv twv unoPnoiwv kabopiletal pe Baon ta akoAouBa kpltripla:

NINAKAZ BAOMOAOIHzZHZ KPITHPIQN

1. BAOMOZ AOMHMENHZ SYNENTEYZHZ (éw¢ 500 povéaseg )
1" Bepatikn evotnTa 1-250

2" BTk EVOTNTA 1-250

2. BAOMOZ BAZIKOY TITAOY (yia MNE ot povadeg tou Baoikou titAou pe 2 dekadika Pndio moAAamAaciaovrot pe to 40)
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BaBpdg 5 .55 . 6 . 65 . 7 . 75 . 8 . 85 .. 9 .. 95

10

povadeg 200 .. 220 .. 240 .. 260 .. 280 .. 300 .. 320 .. 340 .. 360 .. 380 .. 400

3. EMNEIPIA (7 povAdeg ava priva epnetpiag Kot £wg 36 HAVEC)

MNVes 1 2 3 4 s 6 7 8 9 10 11 12 13 14 . 35 ox«
eumelpiog avw
HOVGBEC 7 14 21 28 35 42 49 56 63 70 77 84 91 98 .. 245 252
EMMNEIPIA

BAOGMOAOIOYMENH EMNEIPIA YNOWH®IQN KATHIOPIQN NE

Q¢ BaBuoloyoupevn eumelpia voeital n amaoxoAnon Ue oxéon epyaciag p cupBaon €pyou oto
SNUOoLo N WOLWTIKO TopEd Ot KOOKovTa OXETIKA ME TNV Saxeipion/afloAdynon KwdUvwv kot

avantuén oxediwv npootaociog Kot aodaieiag urtodopwv /Kot TANPODHOPLOKWY CUGTNHATWVY.

KQAIKOZ ANAZXOAHZHZ EMMEIPIA KAI TPONOZ ANOAEI=ZHZ

omoudwv e tov omoio ot urtoPrdlot petéxouv otn Stadikaocio emAoynG.

101 Mo tnv anoddetén tng epmelpiag autng BA. Sikatoloyntikad nepintwon B f
EWSIkéEC TmepMTWOoel omodel§ng epnepiag Tou  MapopPTAMATOS
avakowwoewv uppdacswv MicBwong Epyou (IME) - KEDAAAIO I,

otolxeio 7. MotomolnTika anddeléng eunelpiag.

H eumepia Aappavetat unmodn petd t AQPn tou Boaoikou TtitAou

OLTpOMOL UTTOAOYLOHOU TNG ERMeLpiag eptypadovtal avaAuTika oto « MopApTnHo OVOKOWVWOEWY
TupBacswv MicOwong Epyov (EME)», pe onuavon €kéoong «ZME.1.2024» (BA. KEQAAAIO |.,
evotnta E., unogvatnta « TPOMNOI YIIOAOIMZMOY EMNEIPIAZ »).

ANAPAITHTA AIKAIOAOIHTIKA

Ot untoyndiot ya tnv anodelen twv ANAITOYMENQN MPOIONTQN (BA. MINAKA B), twv Aoumwv
OLOTATWVY TOUC KOl NG eUnelpiag toug odeilouv va TPOoKOUIooUV OAO TO ATALTOUEVA OO TNV
mapovoa avakoivwon Kot to «Mapdptnua avakowwoswyv Zuppacswv Micbwong Epyou (IME)», ue
onuavon €kdoong «XME.1.2024» O&waloloyntikd, oUpdwva Pe Ta opl{OPeEVA OTnV evotnta
«MPOZKOMIZH TITAQN, MNIZTONOIHTIKQON KAI BEBAIQIEQN» tou Kedalaiou Il Tou avwtépw
Mapaptipatog, He TNV EmMA£oV  UTOXPEwWoN UTIOBOANC  Twv  SIKALlOAOYNTIKWY _armodeLEng
e€elOIKEVUEVNC umELlplac Tou ovwiépw Tivoka «AMOAEIKTIKA MPOIONTQON EZEIAIKEYMENHZ
TNQIH> ) EMOEIPIAY».

KEDAAAIO NPQTO: Ahpoocisuon ThE ovoKolvwong

NepiAnyn ™ mapovoag avakoivwong va dnupooteuBel oto kataotnua tng MNepldpépelag AUTKNG
EAAGSag kal o 6U0 (2) Tomikég epnuepideg nuepnolag f eBdopadiaiag kukAodopiag.
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Avaptnon oAokAnpng tng avakoivwong [pall pe to «Mapdptnua AVOKOWWOEWV JUUPBACEWV
MiocBwong Epyou (ZME)» pe onuavon ékdoong «XME.1.2024», kat ta Eldika Napaptipota: Al pe
TitAo «AmodelEn Nvwaong MAnpodopikng i XelplopoL H/Y», A2 pe titho «Anddelen NMwoocopdbelag»
kat A3 «Description of the Action (DoA)»] va yivelL 0TO KATAOTNMO TNG UNMNPECLOG HAG KoL OTNV
lotooeAiba Tou dpopéa pag. Oa cuvtaybel kal OXETIKO MPAKTIKO avaptnong oto popea.

KEQDAAAIO AEYTEPO: YrtoBoAn altiGEWV CUUUETOXAC

OL evbladepopevol KAAOUVTOL VA CUUTTANPWOOUV TNV aitnon pe kwdikd IME.1.2024 kot va v
uTtoBaAouv amokAELOTIKA NAeKTpOVIKA o€ popdn pdf péow email otn dtevBuvon ptapde@ptapde.gr
kat Bépa «YmoPBoAn aitnong ywa tnv IME ................ Avakoivwon tou MN.T.A./MN.A.E.

KaBe umoynodloc Sikatoutol va umoBAAel pia HOVO aitnon, ME MOWHR QNMOKAELGHOU amod Tn
Stadkaocia emloyng o€ nepintwon UNMoBoAng avw tng piag attioewv. H aitnon cupUETOXAG IOV
Ba UToPANBEel NAEKTPOVIKA TPETEL AMAPALTATWS va eudavileTal UMOyEYpAUUEVN, UE GUOLKA N
Pnodlakn umoypadn. Avunoypadeg altnoelg Sev yivovral SKTEC.

Emwonuaivetat: otL cupdwva Ue To vEo Eupwmnaikd MNeviko Kavoviopo Npootaociag Aedopévwy (EE)
2016/679 yvwoto wg GDPR, mou €1€0n oe edpappoyr tov Mdwo 2018, kaBlepwveTal EVIALO VOULIKO
TAQOL0 yla TNV TPOOTOCIA TWV MPOCWTIKWY Se80UEVWY Og OAa Ta KpAtn UEAN tng EE. MNa to Adyo
QUTO, N CUHKETOXN TwV uTIoPndlwv otn dtadikacia mpdoAnPng e TNV olkeloBeArn untofoAr aitnong
HUE TO OUVNUUEVA O auth OikatoAoyntikd mpog tov Dopéa, CUVEMAYETOL TN CUVALVECH TOU
uroyndiou yia t ocuMloyn Kal enegepyacia Twv SeSOUEVWVY TTIPOCWTILKOU XOPOKTAPA TTOU TOUG
adopoulv, kabwg kat ywa tnv acdaln dwatipnon toug oe apxeio (duowkd i Yndlakd) yla
OUYKEKPLUEVO OKOTIO KOl Yyl 000 XPOVO QTALTE(TAL, TIPOKELUEVOU VO OAOKANPWOOUV Ol VOULUEC
Stadkaoieg mpooAnyng. Ou dopeic odellouv va TPOOTATEVOUV TA TIPOCWTILKA OTOLXElA TwV
vrioPndiwv amd TuXOV UTOKAOT TIPOKELEVOU va ETLTUYXAVETOL N acdalng emefepyacia Twv
6ebopévwv mpoowrikol xapaktipa. Ou umoyndlol datnpolv 1o Skalwpa avakAnong tng
OUVALVEDNC TOUG VA TTACA OTLYHI KoL KATOTLY UTIOBOANG OXETIKNG aitnong tpog to Dopéa.

H npoBeopia untoBoAng Twv atnoewv eivat Swdeka (12) nuépeg (utoAoyL{OUEVEG NUEPOAOYLOKA)
Kol apXilel amod TNV EMOUEVN NUEPA TNC TEAEUTALOC AVAPTNONG TNG OVAPTNONC TNG OTNV LOTOooEAISa
ToU popéa pag. H avwtépw mpobeopia AnyeL pe tnv mapéAeuon oAOKANPNG TNE TEAsUTALAC NUEPQAC
KOl €AV aUTA €lval, katd vopo, eCalpetéa (dnuoota apyla) i pn €pyaciyn, tote n AREn tng
MpoBeopiag LETATIOETAL TNV EMOUEVN EPYACLUN NUEPQ.

Ot untoyndplol pmopouv va avalnTrioouv To EVIUTIA TWV OLTIOEWV: A) OTNV UNNpecia pag otnv
61evBuvon-N.E.O. Noatpwv-ABnvwv 32 & Apepikng (1°¢ opodocg) katomv pavrefol kal B) oto
SIKTUOKO TOTIO TNC UTnpeaiag pag (www.ptapde.gr).

KEDAAAIO TPITO: Katdtaén vroyndiwv

AdoU n umnpeoio pag emefepyactel T autioel twv unoPndiwv, emAéyel KaTapxdg TOUG
urtoidloug oL omoiol StaBEtouv ta KUPLO TpocovTa TG el8IKOTNTAG, KAl edpooov dev udlotavtal,
TOUG €XOVTEG TA ETLKOUPLKA. 2T CUVEXELX TOUG KaAeL yla T Sopnuévn ouvevteuén tou Kedpaiaiou Il
TOU TapapTApatog evtog Séka (10) nuepwv oMo TNV KATAANKTIKI NUEpopnvia UToBOANRC Twv
atnoswv. H akplBng nuepopunvia Kot o TpOMOC EKTEAEONC TwV oUVeEVTELEEWY Bal avakolvwOel otnv
lotooeAiba tou Ppopéa (www.ptapde.gr). Katomwv tng die€aywynsg Twv ouvevteUEewv n apuodla
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gmtpon mou Ba cuotabel yia TV afloAdynon Twv QUTAOEWV KOTOTAOOEL BACEL TWV KPLTNPlwv
afloAdynong OmMwe autd avaAuTtikd avadEépovial otnv mapoloa avakoivwon. H katdatagn twv
vroPnoiwv, Baocel tng omoiag Ba yivel n teAkA emthoyn yla tn cuvayn tn¢ oupBaong picbwaong
€pyou, Tpaypatonoleital wg e€AC:

1. Nponyouvrtat otnv katataén oL urmoPrdlot mou StabEtouy Ta KUPLA MPOCOVTA TNG ELGLKOTNTAC KOl
0KOAoUBOUV oL £XOVTEC TA ETILKOUPLKA.

2. H katataén petalt twv vnoPndiwv mou €xouv ta (Sla mpooovta (kUpla 1 EMIKOUPLKA) YIVETAL
katd ¢Bivouoca oewpd pe PBaon t™n ouvoAiky PBabupoAoyic TOU CUYKEVIPWVOUV QMO TA
BaBuoAoyoupeva kpLtripla KATATOENC.

3. Ztnv nepintwon wopabpiag urtoPndiwv otn cuvolikr Babuoloyia mponyeital autog mou EXELTIC
TIEPLOCOTEPEC POVASECG 0TO TTPWTO BaBUOAOYOUHEVO KPLTHPLO KOL, AV OLUTEG CUUTIITTOUV, AUTOG TTOU
EXEL TIG MEPLOOOTEPEG HOVASEG O0TO SeUTEPO KPLTNPLO Kal oUTw KaBe€nc. Av e€avtAnBoulv OAa ta
KpLtipla, n oelpd petafl twv untoPndiwv kabopiletal pe dnuooia kKAnpwaon.

KEQDAAAIO TETAPTO: Avdptnon Mvakwv Kot UrntoBoAr) EVOTAGEWV

META TNV KOTAPTLON TWV TILVAKWY, N UTNPECLa Log Oa avapTtioEL, To apyotepo péoa o eikoot (20)
NUEPEG amno tn ARéN TG poOecpiog UTTOBOANG TWV QLT CEWV CUMLETOXN G, TOUG TTIVAKEG KOTATAENG
Twv unoPndiwv oTo KATACTNHA TwV ypadeiwv HO¢ KAl oTnV LoTooeAiba TNG umnpeoiag
(www.ptapde.gr), evw Ba cuvtaxbel KoL GXETIKO MPAKTLKO avaptnong to omnoio Ba umoypadel anod
600 (2) umaAAnAoug tng unnpeoiag.

Katd twv MVAKWV auTwv EMLTPEMETOL OTOUG evdladepOUEVOUC N AoKNon €votaong HECA OE
amokA£LoTIK) mpoBeopia déka (10) nuepwv (urtoAoyl{Opeveg nuepoAoylakd) n omola apxilel anod
TNV €MOUEVN NUEPQ TNG AvVAPTNONG Toug. H évotaon KatatiBetal amoKAELOTIKA NAEKTPOVIKA OTN
SlevBuvon ptapde@ptapde.gr kat e¢etaletal ano to apuodlo dpyavo.

KEMDAAAIO NEMNTO: Artaocx6Anon

H unnpeoia duvatal va mpofet otn ovvapn ocvpPaocng picBwong €pyou e TOUG ETUAEYEVIEG
uroPndious APEOWE META TNV KOTAPTLON TWV TIVAKWYV KATATAENG. TUXOV avapdpdwaon Twy VAKwWY
KOTOTILV €VOTAONG, CUVETAYETAL avakatataén Twv unoPndiwv, eKTEAEITAL UMOXPEWTIKA Ao TO
dopéa, evw AVetal n cvpPacn picBwong €pyou pe toug unmoPndioug oL omoiot ev Sikatovuvtal
amaoxoAnong Bacel tng véag katataing. Ot umoyrndlot autol Aappdavouv T amodoxEG mou
poBAETOVTAL YLA TNV AAGYXOANGCT) TOUC £WC TNV NUEPA TNG AVONC TNG oL UPAONC, XWPLG omoladnote
amolnuiwaon ano v attio auth.

ATaoXOAOUEVOL TTOU ATIOXWPEOUV TIPLV oo tn ARén tng cupBaong Toug, avikadiotavrat pe GAAOUG
OO TOUC EYYEYPUUUEVOUC Kal SLaOECIHOUG OTOV TIivaKA TNG OWKELaG L6IKOTNTAG, KOTA TN OElpd
gyypadng Toug o€ QUTOV.

Ye kKaBe mepimtwon, ol urmoYPndloL Tou ETAEYOVTAL EITE KATOTILV AVOUOPdWONG TWV TIVAKWY £(TE
AOYW OVTIKATACTOONG amoxwpoLvVIwy urtoPndiwy, amaoXoAoUVTaL yla TO UTTOAELIOMEVO, KOTA
TLEPLITTWOT, XPOVLKO SLACTNHA KoL LEXPL CUUTTANPWOEWG TNG EYKEKPLUEVNG SLAPKELAG TNG CUBAONG
uicbwong £pyou.

ANANOZINAITO TMHMA ¢ mapoloag avakoivwong omotedei kot to «[flapaptnua

avakowwoswv fuuBacswv Miodwonc Epyou (XME)» pe onpoavon £€kdoong «XME.1.2024», to
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omoio mepAapBAveL: i) 0dnyleg yia T CURMARPWON TG altnong — uteBUVNG SHAWONG HE KWELKO
ZME.1.2024, o€ OUVSUQOHO ME ETLONUAVOELG OXETLKA HE TO MPOCSOvVTA Kol ta BadpoAoyolpueva
Kpltipla Katatagng twv vnoPndiwv cupdpwva pe Tig LoXUOUOEG KAVOVIOTIKEG puBuiosLs, ii) Ta
SLKALOAOYNTLKA TIOU QITALLTOUVTOL YLOL TNV £YKUPN CUUHUETOXA TOUG oTn Sladikaoia emtAoyng Ko iii)

otolxeia yia tn Sounuévn cuveévteuén.

O Npoedpog tou MTA-NMAE

Nektaplog Qappakng
Nepidepeldpyng Aut. EAAGSag
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3/1/2024

EIAIKO NMAPAPTHMA (A1)
AMNOAEI=ZHZ 'NQZHZ NAHPO®OPIKHZ 'H XEIPIZMOY H/Y

e [1a 6Aoug Toug KAGdoug Kal 1BIKOTNTEG TwV KaTnyopiwv MNE kai TE Kal yia Toug KAGdoug Kal
eidIkOTNTEG AE  Aloikntikou—-AoyioTikoUu, AE AnpoTtikig Aotuvopiog, AE Metagpactwy —
Algpunvéwy, AE MpoowTikou EAypwyv, AE ZtaBuapyxwyv cupewva pe 1o 11.0. 85/2022 (A'232)
ATTAITEITAI, WG TTPOCOETO TTPOCdV dlopicuoU A TTPAGCANYNG, N yvwaon TTANPOQPOPIKAG A XEIPICKOU
H/Y oTa avTikeiyeva:

(a) eTe€epyaaiag KeEIPEVWY,
(B) UTTOAOYIOTIKWYV QUAAWY,
(y) uttnpeciwy d1adikTUoU.

o [1a Aoirtoug kAGdoug kai €1dIk6TNTEG AE, ptropei, ye Tnv mpoknpuén TARpwaong Béocwy, va
opifeTal wg TTPOOBETO TTPOCOV BIOPICHOU, N yvwan TTANPOYOPIKNG N xelpiouou H/Y petd ammod
aiTnua Tou Qopéa Kal aUPewvn yvwun tou AZETT.

€ TTEPITITWON TTOU ATTAITEITAI TTEPAV TWV AVWTEPW KAl YVWOTN OUYKEKPIMEVOU TTPOYPANMATOS N
QVTIKEIMEVOU TTANPOPOPIKAG, OXETIKOU PE TNV KATA TTEPITITWON €I8IKOTNTA, auTr KaBopilstal KAbe
QOopa PE TNV TTPOKAPUEN Kal aTTOSEIKVUETAI UE TOUG TPOTTOUG TTOU OpPifovTal O QUTAV.

H yvwon mAnpo@opikAg i xeipiopou H/Y Kal oTa wg dvw TPio aVTIKEIMEVA SIATTICTWVETAI WG
€gne:
1. Mg mMOoTOTTOINTIKA YVWOoNG TTANPOYOPIKAG i XeIpiopou HYY.

2. Mg Tithoug otroudwv, TpIToPAOuIaG, ueTadeutepofdBuiag 1 deuTtepofdduiag ekTTaideuong,
eI0IKOTNTAG MMANPOPOPIKAG 1 yvwong Xelpiopyou H/Y o6mmwg autoi Trpoacdiopifovral yia TOug
KAGdoug MNME MAnpogopikAg, TE MNMAnpogopikig kai AE TMAnpoopikng otoug lMivakeg 1, 2 kai 3
avrtioToixa Tou Mapaptiuarog A" Tou MNM.A. 85/2022 (A"232).

3. Mg TitAoug oOTTOUBWY, TTPOTITUXIAKOUG n/kal  PETATTTUXIOKOUG  f/kal  SIDAKTOPIKOUG,
MavemoTtnuIakng f/kal TexvoAoyiKAg ektTaideuong atrd Tnv avaAuTiky] BaBuoloyia Twv oTToiwv
TTPOKUTITEl OTI Ol UTTOWR®IOl €XOUV TTaPAKOAOUBroEl TEOOEPa TOUAAXIOTOV PaBAuaTa,
UTTOXPEWTIKA A KaT €tmAoyr, MANPo@opIKAG 1 yvwaong Xeipiopou HYY.

4. Mg Kpartikoé MatotroinTikd MAnpogopikng (apbpo 28 v. 4653/2020).

5. Me moTotrointiké armo@oitnong amd tnv EBvikr ZxoAr} Anuooiag Aioiknong kai Autodioiknong
(EZAAA).

Ei1dikoTepa:

(1) Me moToTroINTIKA yvWong TTANPOQopIKAG 1 xelpiopgou H/Y Ttrou ekdidovTal amd @opeig NG
NUESATTNG 01 OTTOIOI TTIOTOTTOI0UVTAI PE aTToPdaoelg Tou A.Z. Tou EBvikou Opyaviopou MoTotroinong
Mpooodvtwy kal ETayyeApaTtikou MNpocavatohiopou (EOMMENM), 4 EOMM A tov pwnv Opyavioud
EmayyeApaTikig Ekmaideuong kai Katdptiong (OEEK) r) éxouv ekdoBei atod Tov idio Tov OEEK.

O1 mioTotroinuévol gopeig atrd Tov OEEK A Tov EOIM ) tov EOMMENN, pe OXETIKEG TTPAEEIG, JE TNV
avaypag@opevn yia KABe @opéa nUEPONVIa TTIOTOTTOINCONG, ME TNV ETTIPUAAEN Twv ap. 28 kai 40 TnG Pe
apiBud 121929/H/31.07.2014 K.Y.A (PEK 2123/B’/01.08.2014) kai Tng KYA 33198/K6/22.03.2023
(PEK 1961/B’/27.03.2023) kai Ta TTIOTOTTOINTIKA TTOU €KdidOUV €ival:

a) ACTA AE. (APISTOTEAEIES KATAPTISEIS AZIOAOTHSEIS MISTOMOIHIEIE A.E.)
(17.5.2006)

MoTotroiNTiKA:

Certified Computer User (CCU)
Certification Proficiency in IT Skills, CPIT
Microsoft Office Specialist Syllabus 1.0
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Microsoft Office Specialist Expert Syllabus 1.0
IC3-Internet and Computing Core Certification Syllabus 1.0
ICBU-Informatics Certified Basic User Syllabus 1.0

B) ACTA-INFOTEST MIXTOMOIHZEIX E.E. (AN 54083/16.7.2015 amégacn Tou EOMMEIT)
MoTtotroinTik&:

Internet and Computing Core Certification (IC3)

Microsoft Office Specialist

Infotest Certified Basic User

Microsoft Certified Application Specialist

y) DIPLOMA (POPEAZ MIZTOMOIHZHZ ANOPQITINOY AYNAMIKQOY) (30.9.2009)
MoTtotroinTik&:

Basic Office

Business Office

0) ECDL EAANGG AE. (1.2.2006 €wg 30.11.2012 Bdaoel Tng api. B/22578/30.11.2012 amdpaong
Tou EOITMEM) r} PeopleCert EANGG AE (30.11.2012 pe Tnv apiB. B/22579/30.11.2012 amrdégacn Tou
EOMMNENM)

MaoToTroInTIKA:

ECDL Core Certificate

ECDL Start Certificate

ECDL Progress Certificate

ECDL Profile Certificate

ECDL Profile Certificate (Office Essentials/Bacikég Ae€16TNTEG YTTOAOYIOTH)
People Cert Computer Skills Level 1

€) EMnvikd Ivomitouto MoTtommoioewv IKE «EA.IN.M.» (Al/38566/3.9.2018 amdégacn ToU
EOMMNENM)

MoToTroInTiKA:

MAnpogopikng/Certified Computer User

CROSS CCU (Certified Computer User) BASIC 1
CROSS CCU (Certified Computer User) BASIC 2

o1) ESOL EXAMS A.E. «<ESOL EXAMS» (Al1/60239/05.12.2019 atmégeacn Tou EOTMEIM)
MoTtotroinTik&:

STANDARD COMPUTER SKILLS

STANDARD COMPUTER SKILLS FAST

EXCELLENT COMPUTER SKILLS

() «EUROPEAN QUALIFICATIONS CERTIFICATIONS — EQcert — M. MITZIAKAZ-K. MNPITZAZ
IKE ®opéag MaoTotroinang AvBpwTrivou Auvapikou» (Alr/2997/17.02.2020 amrdégacn tou EOIMEN)

MoTtoTtroinTikA:
EQcert BASIC
EQcert BASIC - LV1
EQcert BASIC - LV2

n) EXAMS CERT IKE «EXAMS CERT» (Al1/56579/26.10.2018 atmrégacn Tou EOMMMEN)
MoTotroiNTIKA:
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EXAMS CERT BASIC
EXAMS CERT BASIC MS
EXAMS CERT PROGRESSIVE EXTRA

0) GLOBAL CERT (MIZTOMOIHIH ANOPQMINOY AYNAMIKOY ANQNYMH ETAIPEIA)
(10.4.2014)

MoTtoTtroinTiK&:

Global Intermediate

Global Intermediate A
Global Intermediate B
Global Intermediate C
Global Basic Office

Global Advanced Plus
Global Intermediate Express
Global Office Expert

1) ICT Hellas A.E. (22.2.2006) i ICT Europe (18.7.2007 aAAayr) ovouaciag 1ng ICT Hellas A.E.)
MoTtotroinTik&:

ICT Intermediate A

ICT Intermediate B

ICT Intermediate C

1a) Infotest (APISTOTEAEIES KATAPTISEIZ A=IOAOMHZEIS MIZTOMOIHZEIZ AE & SIA E.E.)
(22.2.2006)

MoToTroInTIKA:

Internet and Computing Core Certification (IC3)

Microsoft Office Specialist (MOS)

Microsoft Office Specialist Expert (MOS Expert)

Infotest Certified Basic User (ICBU)

Infotest Microsoft Certified Application Specialist

IB) «INNOV-INK ®OPEAZ MIZTOMNOIHZHZ MPOZONTQN IKE» pe diakpitiké 1iTho PROGRAMS
QUALIFICATION READ-PQR (Al/12126/12.04.2021 amégacn tou EOMMEM) A «INNOV-INK
O®OPEAZ TNZTOMNOIHZHZ IKE» pe Oiakpimké TiTAo Programs Qualification Read-PQR
(27020/17.11.2023 amégeacn Tou EOTIMEM)

MoToTroInTIKA:

ELIC Professional Certificate
ELIC Professional Certificate Plus
ELIC Professional Certificate 360

1y) | SKILLS A.E. (I SKILLS ANQNYMH ETAIPEIA MIZTOMNOIHZHE AEZIOTHTQN) (14.9.2007)
MoTtoTtroinTikA:

Basic I.T. Standard

Basic I.T. Thematic

Basic I.T. Core

Advanced I.T. Core syllabus version:1 (an/27661/22.07.2021 awégaon Tou EOMNMEM)

Advanced I.T. Standard syllabus version:1 (An/27661/22.07.2021 amépacn Tou EOMMEN)

Advanced I.T. Thematic syllabus version:1 (aAn/27661/22.07.2021 amégacn Tou EOMMEM)
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10) KEY-CERT (2YIT'XPONEZ EYPQIMAIKEZ MIZTOMOIHZEIZ E.MN.E.) (5.4.2006)
MoTtoTtroinTiKA:

Key Cert IT Basic

Key Cert IT Initial

KeyCERT IT Basic Plus

i) PROCERT IdiwTiky KepaAaiouxiky Etaipeia «PROCERT» (Al1/20516/4.5.2018 amégacn Tou
EOMMEM)

MoTtotroinTik&:
PRO-Cert IT User

10T) TEAE®QZX TPEININ - TELEFOS TRAINING ErlME (18-12-2007) n TEAE®QX EPT - TELEFOS
CERT ENE (Mg tnv apiB./12485/21.5.2009 1rpdén petovopaciag tng TEAE®QE TPEININ -
TELEFOS TRAINING ENE) 4 INOGOZEPT-INFOCERT EMNE (MIZTOMOIHZEIZ TNQZEQN KAI
AE=ZIOTHTQN ETAIPEIA TEPIOPIZMENHZ EYOYNHZ) (Me Tnv apiB. B/18216/24.9.2012
atrépacn tou EONMMEN tepi petovopaoiag Tng TEAEPQZ YEPT - TELEFOS CERT EINE)

MaoToTroInTIKA:

Basic Skills i Infocert Basic Skills (25.6.2008 aA\ayr} ovopaaciag TiTAou)

Basic 1} Infocert Basic (25.6.2008 aAAayr) ovouaagiag TiTAou)

Integration Skills rj Infocert Integration Skills (25.6.2008 aAAayr} ovouaaiag TiTAou)
Infocert Unities

1) «UCERT» MONOIMPOZQIMH IAIQTIKH KEPANAIOYXIKH ETAIPEIA (AM/30357/03.08.2020
atmoégaon Tou EOTMEM)

MoToTroInTIKA:

STANDARD OFFICE USER

STANDARD OFFICE USER (UPPER LEVEL)
STANDARD OFFICE USER -BLENDED-1
STANDARD OFFICE USER -BLENDED-2

i) UNICERT (UNIVERSAL CERTIFICATION SOLUTIONS ®OPEAS MIETOMOIHZHE
ANOPQIMINOY AYNAMIKOY) (21.01.2015)

MoTtotroinTik&:

Unicert Primary

Unicert Primary AlaBepaTiko

Unicert Advanced Plus

PRIMARY AiaBepatiko (AloBepaTikod-2)

18) Vellum Global Educational Services S.A. (BEAAOYM AIEONEIZ YIMNHPEZIEZ MIZTOMNOIHZHE
A.E.) (22.2.2006), BEAAOYM AIEONEIZ YMHPEZIEEX MIEZETOMOIHZHZ kai Vellum Global
Educational Services (Al 35945/28.7.2017 amépacn Ttou EOIMME), BEAAOYM YIHPEZIEZ
MXETOMOIHEHZ E.E. (Al 4768/6.3.2023 amégacn Tou EOTTMENM)

MoTotroiNTiKA:

Cambridge International Diploma in IT Skills
Cambridge International Diploma in IT Skills Proficiency
Vellum Diploma in IT Skills

Vellum Diploma in IT Skills Proficiency

Vellum Diploma in IT Skills Essential Standard Level
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K) «PROFESSIONAL AWARDING SERVICES SOLUTIONS MONOIMPOZQIMH IAIQTIKH
KEDPANAIOYXIKH ETAIPEIA» pe diakpimikd TiThAo «PASS MON IKE (P.A.S.S.) » (AlN/16690/25-11-
2022 amégacon tou EOIMEM)

MoTtotroinTik&:
PASS-PORT
PASS-PORT FAST-B
PASS-PORT FAST-X

ka) «TUV-AUSTRIA EAANAL MONOIMPOZQIMH ETAIPEIA TEPIOPIZMENHZ EYOYNHZ» ue
OI1aKPITIKO TiTAO « TUV AUSTRIA-HELLAS LTD» (Al1/6314/24-03-2023 amégacon tou EOITENM)

MoTtotroinTik&:

TUV AUSTRIA Certification for basic Computer Skills

FINONTAI EMIZHZ AEKTA:

. MoTotroiNTik& yvwong TANPOPOoPIKNG 1 Xelpioyou H/Y Ta omoia xopnynénkav amd Toug
TTOPATTAVW QOPEIS (B, 1, 10 Kal 18) PEXPI Kal TRV NUEpoUnvia ToToTToinot g Toug atd Tov OEEK e
TNV €€N¢ ovouaaia:

a) ECDL am6 v etaipeia ECDL-GREEK COMPUTER SOCIETY-E.T.Y.

B) Cambridge International Examinations ammé UNIVERSITY OF CAMBRIDGE (etaipgia Vellum
Global Educational Services).

y) IC3 4 MOS amé CERTIPORT (Microsoft), etaipeia Infotest (trpwnv TECHNOPLUS) kai

0) BTEC in ICT ) Online Award in ICT armé LONDON LEARNING (etaipeia ICT Hellas A.E.).

Il. ThoToTrOINTIKG YyvWong TTANPOPOPIKAS N Xelpiopgou H/Y tou €xouv ekdoBei amd Tov OEEK,
KATOTTIV ETTITUXOUG CUMMPETOXAG TOU uTTown@iou o€ €€eTaoelg moToTroinong MNvwoeswv Xeipiopou HY
QUOIKWY TTPOCWTTWYV TTou dlopydvwaoe o Opyaviouog.

Znueiwon: H 1oxUG TwV TTICTOTTOINTIKWY YVWOoNG XeipIopgou H/Y trou ekddOnkav amd Tov OEEK, atrd
Qopeig moTotroinuévoug ato Tov katapynBévia OEEK péxpl kal Tnv nueEpouNvia TTIOTOTTOINOTG TOUG
Kal atré @opeig moToTroinuévoug amd tov OEEK, tov EOMMM kai Tov EOMMEN petd tTnv nuepounvia
TMIOTOTTOINCNAG TOUug gival adploTng Sidpkelag [Tap. 6 Tou dp. 12 Tou N. 4283/2014 (PEK 189 A'/10-
9-2014) 6mrou avagépeTal 0TI TTpooTiBeTal TTAP. 5 0710 Ap. 38 Tou N.4186/2013].

lll. ThoToTroINTIKG 1} TiTAOI YVWONG TTANPOYOPIKNAG A XEIpIoHoU H/Y TTou XopnyouvTal ammd Qopeig NG
aAANOBaTTNG TTOU £Xouv avayvwploTei pe amoégaon Tou A.2. Tou EOTMENM. O 1itAoI auTtoi yivovTal
OTTOOEKTOI UTTO TNV TTPOoUTTO08ean OTI cuvodelovTal atrd OXeTIKA amdeacn Tou A.Z. tou EOMMEN
TTEPI TNG QVTIOTOIXIONG TOUG ME TTIOTOTTOINTIKA YVWong TTANPOYOPIKAG A Xeipiopou H/Y 1ng
NUEdATTAG.

AT Ta AVWTEPW TICTOTTOINTIKA TIPETTEl VA ATTOSEIKVUETAI N yVWOoN Kol TwV TPIWV
EVOTATWYV: o) emedepyaciag KeEINEVWY, B) UTTOAOYIOTIKWY QUAAWV KAl Y) UTTNPECIWV
S1adIKTUOU (Ta TMOTOTTOINTIKA PTTOPOUV VA TTEPIEXOUV OTTOIOVORTTOTE CUVOUAOHO TWV EVOTHTWY
«Eme€epyaania Keipévour, «YTToAoyioTiké PUANa», «YTTNpeaieg AlIadIKTUOUY).

2€ TTEPITITWON TTOU O UTTOWNPIOG €XEI OAOKANPWOEI PE ETITUXIO TIG £CETACEIS OTIG OPICOPEVES ATTO
TNV TTPOKAPUEN evOTNTEG OAAG TO OXETIKO TTIOTOTTOINTIKO Bev €X&l aKOUN €kS00BEi, utTopei va yivel
oTTO0EKTA OXETIKA TTEPI TOUTOU BERaiwon Tou KATA TA AVWTEPW TTIOTOTTOINPEVOU QOpEa EKBOONG
auToUu. Av o uTToWwn@Iog eTmIAeyel oTnv €IdIKOTATA TTOU ETTIOIWKEI, TTPETTEI VO TTPOCKOMIOEI TO
TNIOTOTTOINTIKO OTO QOopéa TTPOCANWNG 1 avdBeong Tou £pyou.

Aoird TrapaocTatikG (BeBaIWOEIG ESETACTIKWY KEVTIPWY, KAPTEG OEgIOTATWV K.AT.) Ogv
yivovral S&KTd.
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(2) Me TitAoug oTTOUBWYV, TPITORAOUIOG, peTadeuTEPOBABUIag 1 deutepoBabuiag ekmaideuong,
€1I0IKOTNTAG MANPOoPOpPIKAGS 1 yvwong xelpiopou H/Y, 6mmwg autoi TpoodiopiovTal yia Toug KAGdoug
ME MNAnpo@opikAg, TE MAnpogopikng kai AE MNAnpogopikig otoug lMivakes 1, 2 kai 3 avTioToixa Tou
Mapaptiuatog A" tou TMA 85/2022 (A'232) kai avo@épovTal KATWTEPW [l METATITUXIOKOUG A
016aKTOPIKOUG TiTAOUG aTNV MNANPOPOPIKA.

(3) Me TtiTAoug oTroudwy, TTpoTITUXIaKoUG MavemoTnuiakAg ri/kalr TexvoAoyiKAg ekTTaideuong ry/kai
METATTTUXIOKOUG f/Kal dIDAKTOPIKOUG, atTd TNV avaAuTiky BaBuoloyia Twv oTroiwv TTPOoKUTITEl OTI Ol
UTTOWNR@IOI £XOUV TTAPAKOAOUBRCEl TEOOEPA TOUAGXIOTOV PABAMATA, UTTOXPEWTIKA i KAt €TTIAOYN,
MAnpo@opIkng 1 yvwong xeipiopgou H/Y. KaBéva atrd Ta T€é0oepa autd paBriuata UTTopEi va €xel
TTpaypaToTToINBel O0TO TTAQICIO TNG ATTOKTNONG €iTE TTPOTITUXIaKOU TiTAou [MavemoTtnuiakng (ME), n
TexvoloyikAg (TE) Ektraideuong] e€ite PETATITUXIOKOU TiTAOU €iTe OIDAKTOPIKOU JITTAWPATOG KAl
uttoAoyifovTtal aBpoIoTIKA.

O1 utrowA@iol Tng MavemmoTtnuiakng, TexvoAoyikAg Kal AsutepoBaBuiag Exmraideuong amodeikviouv
ETTAPKWG TN yvWon TTANPOYOPIKAG 1 Xelipiopou H/Y, TTpookoyifovtag pévo BEBAIWOEIG TUNHATWY
AEl xai TEl pe 11 oTroieg mOTOTIOIEITAI OTI TTAPAKOAOUBNCAV ETTITUXWG, OFE TTPOTITUXIAKO I
METATTTUXIOKO €TTITTEDO, TEOOEPQ (4) e€apnviaia paBApaTa Ta OoTToia KATd TNV EKTIUNON TOU OIKEIOU
TuAuaTog gptriTrTouv TRV TrEpioxn TnNG NMANPo@opIkig R Tou Xeipiouou HIY.

AleukpiviCetal o1 TITAOI OTTOUDWYV AVWTEPNG OAAG KO KOTWTEPNG KATNYOPIaG atmd TNV KaTnyopia yia
TNv omroia uTToBAAAEl aitnon O uTTOWNQIOG, €QPOCGOV TTANPOUV Kal TIG AOITTEG TTPOUTTOBETEIG
EYKUPOTNTAG, YivovTal OekToi, OEOOMEVOU OTI APeVOS o1 eV Adyw TPOTTOI ATTOBEIENG TTPORAETTOVTAI
aT1TO TO TTPOCOVTOAOYIO, QPETEPOU Ol OXETIKOI TiTAOI KaI BERaloelg uTToBAAAOVTAI yIa TV aTTOOEIEN
NG yvWwong TTANPOYPOPIKNG N Xelpiopou H/Y kai ox1 yia Tn diekdiknon B£ong avwTtepng 1 KATWTEPNS
KATnyopiag Tng TTpoKNpucoouEvnG.

(4) Me Kpariké MotomoinTiké TMAnpogopikng (KMM) Tou Ymoupyeciou Maideiag kai
OpPNOKEUUATWY.

2€ TTEPITITWON TTOU O UTTOWNQIOG €XEl OAOKANPWOEl PE ETMITUXIO TIG €CETACEIC OAAA TO OXETIKO
TMOTOTTOINTIKO Bev €X€El akKOMN £KB00¢&i, yiveTal ammodekTr) n BeBaiwon emiTuyiog oTIg £§ETAOEIG
Tou KpaTikoU MioTtotrointikou NMAnpo@opIikAg Tou xopnyeital amrd 1o Ymroupyeio Maidsiag kai
OpnokeupdTwy. Av 0 UTTOYWRQIOG TTIAEYEI OTNV €IOIKOTNTA TTOU ETTISIWKEI, TTPETTEI VA TTPOCKOUIOEI
TO TMOTOTTOINTIKO OTO QPopéa TTPOCANYWNG 1 avABeong Tou £pyou.

(5) Mg moTotroInTikG i BeRaiwon atmogoitnong amoé Tnv EBvikA ZxoAR Anupdoiag Aloiknong
Kail Autodioiknong (EZAAA).

H yvwon xeipiopov H/Y ota avrikeigeva: a) Tapouoidocwy Kal B) Baocewv dedopévwv
ATTOBEIKVUETAI [E TTIOTOTTOINTIKA YVWaoNg TTANPOPOPIKAG i Xelpiopou H/Y TTou ekdidovTal atrd Toug
TNIOTOTTOINUEVOUG POPEIC TNG avwTépw TTapaypdou (1), epéoov ¢’ autd TTepIAapBdvovTal Ta v
AOYw avTikeipeva.

H yvwon mTAnpo@opikig 1 xeipiopou H/Y oTa avTikeigeva: a) emeSepyaciag KEINEVWY,
B) utroAoyIoTIKWV @UAAWYV, Y) utTnpeociwv OB1adIKTUOU, &) TTAPOUCIACEWV Kal §)
Baoewv OedOPEVWV ATTOBEIKVUETAI, TTEPAV TWV TTPOAVAPEPOHUEVWY, KOl ME TiTAOUG
omoudwyv, TpIToRABuIag, peTadeuTEPORABMIOG 1 OeutepofdBuiag ekTTraideuong,
ad1kotTnTag lMAnpo@opikAg i yvwong Xxeipiopou H/Y, 6mwg autoi avagépovral
TTOAPAKATW:

TITAOI ZMOYAQN
TPITOBAOMIAZ — METAA/BAOMIAZ & AEYTEPOBAOMIAX EKIMAIAEYZHZ
FA THN AMNOAEI=H 'NQXHZ NMAHPO®OPIKHZ 'H XEIPIZMOY H/Y
6TTwg auTtoi TrpoodiopiovTal yia Toug KAddoug MNE MAnpogopikig, TE MAnpogopikig ka1 AE
MAnpo@opikig otoug Mivakeg 1, 2 kau 3 avrioToixa Tou MapapTiparog A’ Tou MNMA 85/2022 (A'232)
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A) NTANENMIZTHMIAKHZ EKMNAIAEYZHZ
Mruxio N diTTAwpa:

- TAnpogopikrg

- E@appoopévng MANpo@opIKig

- Eg@apuoopévng MNAnpo@opikng pe kateuBuvon: i) E@appoopévng MAnpo@opiknig 1 i) Aioiknong
Texvoloyiag

- E@appoopévng NMAnpo@opIkng - eicaywyiki kateuBuvon EmoTtiung kai TexvoAoyiag YTToAoyIoTWY

- E@appoopévng NMAnpopoplikng - eicaywyiki kateuBuvon MAnpogopiakd ZuoTruaTa

- [TAnpo@opIKAG Kal TNAEUATIKAG

- Emotmiung YmoAoyioTwv

- [TANPo@opIKAG Kal TNAETTIKOIVWVIWY

- EmotAiung kai TexvoAoyiag YTToAOyIoTWV

- Emotmiung kai TexvoAloyiag TnAETIKOIVWVIWY

- TTANpo@OpPIKAG HE EPapuoyEG oTnv BloiaTpikni

- NidakTikAG TNG Texvoloyiag kal Wneiokwyv ZuoTnudtwy

- WYnolokwv ZuoTnudtwy

- Emotnuwv kai MoAimopou — KateuBuvon H/Y

- MnxavikoU HAektpovikwv YTToAoyioTwy Kal MANpo@opIkAg

- MnxavikoU MNMAnpo@opIKAG Kal TNAETTIKOIVWVIWY

- HAekTpoAdyou Mnxavikou kai MnxavikoU YTToAoyIioTwv

- HAektpoAdyou Mnxavikou kal TexvoAoyiag YTToAOyIoTwWY

- HAektpoAdyou Mnxavikou kal Mnxavikou H/Y

- HAekTpoVvIKAG Kal Mnxavikwv YTTOAOYIOTWY

- HAektpovikoUu Mnxavikou kai MnxavikoU YTToAoyioTwv

- Mnxavikwv MNMAnpo@opIakwyV Kal ETTIKOIVWVIOKWY ZucTNUATWY

- MnxavikoU H/Y TnAetmikoivwviwy Kai AIKTOwV

- Mnxavikwv NAnNpo@opIkng Kal YTToAoyIoTWV

- MnxavikoU MAnpo@opikig, YTTOAOYIOTWY Kal TNAETTIKOIVWVIWY

- Mnxavikwv MNMAnpo@opikig Kal HAEKTPOVIKWY ZuoThUdATWwyY

- Texvoloyiwv Wnolakig Biounxaviag

A.E.l. TG nuedattAg fj akadnuaikd 1I00d0UvVaPOG 1 I00TINOG TITAOG avTioToIXNG EI0IKOTNTAG OXOAWYV TNG
aAAodartrnG.

B) TEXNOAOIKHZ EKMNAIAEYZHZ
Mruyio A diTTAwA:

- TAnpogopiknig

- E@appoopévng NMAnpogopikng kal MoAupéowv

- TnAemAnpogopikAg Kal Aloiknong

- Alaxeipiong NAnpogopiwv

- Emyeipnuatikou Zxediacpou kai MAnpo@opiakwy ZuoTnudtwy
- Eg@apuoywyv NMAnpogopikng atn Aloiknon kai atnv Oikovouia

- Biounxavikig NMAnpo@opikng

- [ewtrAnpo@opIknig kai Totroypagiag

- [TAnpo@opIKAg Kal ETTIKOIVWVIWV

- [Anpo@opikig kal TexvoAoyiag YTroAoyioTwv

- HAekTpoVIKWY YTTOAOYIOTIKWYV ZUCTNUATWY

- Texvoloyiag NMANpo@opIkng Kai TAAETTIKOIVWVIWY

- TnAemkoivwviwy kal AiIkTowv HY

- TnAemKOIVWVIOKWY ZUCTNPATWY Kal AIKTUwY

- Emyeipnoiakng MAnpo@opikng

- Mnxavikwv MNAnpogopikng T.E.

- Mnyxavikwv HAekTpovikwv YTToAoyIoTIKWV ZuoTnudtwy T.E.

- Aloiknong Emxeipricewv pe kateuBuvon Aloiknon MNAnpo@opiakwy ZucTnudTwy
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- MoAmkwv Mnyavikwv T.E. kai Mnxavikwv Totroypagiag kai MewtrAnpoopikAg T.E. e karelBuvon
Mnyavikwv Totroypagiag kai 'ewtrAnpo@opikrg T.E.

- T.E.l. Ing nuedaTTAG A 100TINOG TITAOG avTioToiXNg €101KOTNTAG OXOAWY TNG AAAOSATTIAG.

N METAAEYTEPOBAOMIAZ & AEYTEPOBAOMIAXZ EKMAIAEYZHZ
Mruxio ) SiTAwua A aTTOAUTAPIOG TITAOG EIOIKOTNTAG:

- Texvikdg AIKTOWV Kal TNAETTIKOIVWVIWY

- Texvikég HIY

- Texvikég Aoyiopikou HIY

- Texvikog E@apuoywv MNAnpogopikng (MoAupéoa/Web Designer — Developer/Video Games)

- E1dIk6g E@apuoywy MNMANpo@opIKig

- TpoypapuaTtiotig H/Y

- [Mpoypauuatiotig BonBdg AvaAuti H/Y

- [Mpoypaupatiotg Baoewv Aedouévwy

- [Mpoypapuatio ¢ Egapuoywy

- TAnpo@opikns Epapuoywv MoAupéowyv

- Texvikdg Biounyavikou Aoyigpikou

- Texvikdg TnAeTTANPOYOPIKAG

- Texvikdg AIKTUwyY

- Texvikdg E@apuoywv latpikAg MNAnpo@opIknig

- Texvikdg E@apuoywv MNMAnpogopikng ue MoAupéoa (Multimedia)

- EidiIk6g E@apuoywv MAnpo@opikig pe NMoAupéoa — multimedia

- TMpoypapuaTtiotig H/Y- MAnpogopikAg MNMoAupéowy

- Texvikdg Alaxeipiong Zuotnudatwy Kai Mapoxrg Ynpeoiwy Intranet-Internet

- Texvikdg AIKTUWV YTTOAOYIOTWVY

- Texvikdég E@apuoywv MNMANpo@opikAg

- Texvikdg E@apuoywv MNMANpo@opikAg, AIKTUwV Kal AuTopaTiopou Ipageiwv

- Texvikdg HYY, Emkoivwviwv kal AIKTUwvV

- Texvikdg ZuoTnUdTwyY YTTOAOYIOTWY

- Texvikdg Texvoloyiag Internet

- Texvikdg ZuotnudTtwy AvoikTtou AoyiodIKoU

- Texvikédg Mpoypauuatiopou Maixvidiwy kal Wuxaywyikwy E@apuoywyv (Video Games)

- HAekTpOVIKWY YTTOAOYIOTIKWY ZUCTNUATWY

- Ymootpigng ZuaTnudtwy & AIKTUWY YTTOAOYIOTWY

- YmooTtpigng ZuoTtnudtwy Kal Egapuoywv YTToAoyioTwy

- YmooTtpign ZuoTnudtwyv-E@apuoywyv kar AIKTOwV YTTOAOYIoTWY

- YmooTtpign ZuoTnuaTtwv-Egapuoywy kai AIKTUwvY

- YmooTtipign Zuotnudtwv-E@apuoywyv kai AIKTUwyv HIY

- YmooTtnpigng ZuoTnudtwy YTTOAOYIOTWV

- HAeKTPOVIKOG YTTOAOYIOTIKWY 2ZuoTnUATWY Kal AIKTUOU

- HAekTpovIKWYV YTTOAOYIOTIKWY ZUCTNPATWY Kal AIKTUWV

- [Mpoypapuatiotwyv Acutepofdaduiag ExkTraideuong

- [MpoypaupatioTwv HAekTpoviKwV YTTOAOYIOTWV

- Texvikdg HY kai Aiktowv HY

- Texvikdg E@apuoywv Aoyiopikou

- Texvikdg HAekTpoviKWwy Kal YTTOAOYIOTIKWY ZuoTnUaTwy, Eykataoctdoswy

- Texvikdg HAeKTpoVIKWY Kal YTTOAOYIOTIKWY ZuoTnuaTwy, Eykatactdoswy, AIKTOWV Kal
TNAETTIKOIVWVIWV

- Texvikwv HAekTpoVIKWY YTTOAOYIOTWY

- HAektpovikwv EykataoTtdoswyv kal Autopatiopou Texvikwyv H/Y

- Texvikwv HAekTpovikwyv YtroAoyioTwv (Texvikwy H/Y)

- Texvikdg HIY kai HAekTpovikwy Mnxavwy I"pageiou

- Texvikdg HAekTpovIKWYV YTTOAOYIOTIKWY ZuoTnudtwy Kal Autopartotroinong Mpageiou

EmayyeAuaTikAg EidikéTnTag, Exmaideuong kai Kardptiong emrédou 5 (1.E.K. 1 MetaAukeiakou ‘EToug -
Tagn Mabnteiag EMA.A.) i ETTayyeAuaTikig KarapTtiong emmmédou pueTadeuTepoBAOuIag eTTayyEAUATIKAG
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ektraideuong L.LE.K. n EmayyeAuarikoU Aukeiou (EMA.A.) A EmayyeApaTtikig EidikéTnTag, Ekmaideuong
kai Kataptiong emmédou 4 EMAA. 1 Texvikou EmrayyeAparikol Exmraideutnpiou (T.E.E.) B® kUkAou
otoudwv A Texvikou EtrayyeApatikol Aukeiou (T.E.A.) A TuAuatog Eidikeuong Eviaiou MNMoAukAadikou
Aukeiou (E.NM.A) R Méong TexvikAg EmayyeAuatikig ZxoAng Epyodnywv (N.A. 580/1970) 3 &AAog
I00TINOG TITAOG OXOAIKAG HOVAdag TNG NUESATTAGS 1} AAAOBATTNG, aVTIOTOIXNG EIBIKOTNTOG.

n

Mruxio f SiTTAwPA A ATTOAUTAPIOG TITAOG EIBIKOTNTAG:

- Texvitwv YTTooTAPIENG ZUCTNUATWY YTTOAOYIOTWY

- YmooTtpigng ZuoTnudTwy YTTOAOYIOTWV

- YmaAAqAwv Xepiotwyv HY

- HAektpovikwy YTTOAOYIOTIKWY ZUCTNUATWY

- HAektpovikdg YTroAoyioTikwv Movadwyv

- HAekTpovikdg Zuokeuwv-Eykataotdoewy kai YTToAoyioTiKwv Movadwv

- Texvirwv HAekTpovikwv Zuokeuwyv, EykataoTdoewv Kal YTToAoyioTIKWwy Movadwyv
- AuTopOTIONOU-HAEKTPOVIKWYV UTTOAOYIOTWV

EtmayyeApaTtikAg ZxoAig (EMA.X.) v.3475/2006 4 EtrayyeAuaTtikng ZxoAng (EMA.Z.) Mabnteiag OAEA
v.3475/2006 3 EmrayyeAuatikig ZxoAng OAEA (v.4763/2020) 3 EmayyeApaTtikng ZxoAng Kardptiong
E.Z.K. (v.4763/2020) 1 XxoAig EmayyeAuatikig Koatdptiong 2.E.K. (v.4186/2013) 1 Texvikou
EtrayyeApaTtikou Ekmaideutnpiou T.E.E. A" kUkAou atroudwv ) TexvikAg ETrayyeApaTikAg ZxoAng T.E.Z.
(v.1566/1985 ) v.576/1997) 1 xoAng Mabnteiag OAEA (v.1346/1983 1 v.1566/1985) A GAAOG 106TIHOG
TiTAOG OXOAIKNG povadag TnG nUedATTNG 1] aAAodaTTAG, avTioToixng €1I8IKOTATAG.
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EIAIKO NAPAPTHMA (A2)
AMNOAEIZHZ TANQzZ2OMAOGEIAZ

H yvwon ¢éEvwv yYAwoowv atmodeikvUETal E TOUG €ENG TPOTTOUG:

o TlioTOTrOINTIKA YAWOCOOUAOEING

13-06-2024

2TOV TTOPAKATW TTiVOKA QTTOTUTTWVOVTAl TA TTIOTOTToINTIKA YAWOoOoOoudbsiag TTou
yivovtal atmodekTd, avda emimedo yvwong TG Kabe &évng yAwooag kartd Ta
avagepopeva oto Koivd Eupwtraikd MAaioio Avagopdg yia Tig yAwoooeg (CEFR),
apioto N2 3 C2, oAU kaAé 1 A C1, kahdé B2 3 B2, pérpio B1 3 B1 kai @opéa
£KOOONG AUTWV.

NIZTOMOIHTIKA TANQZZOMAGEIAZ

=ENH rAQssA | EMINEAO C2 fn"érl'\'f{AlfAf\a EMINEAO B2 EMINEAO B1

- (APIZTH 'NQZH) NQZH) (KAAH T'NQZH) (METPIA 'NQZH)
AIM Awards Level 3 | AIM Awards Level 2 | AIM Awards Level 1 fe'}'\\fef"c"g:gfsicg:%
Certificate in ESOL | Certificate in ESOL Certificate in ESOL ESOL International
International (C2) International (C1) International (B2) (Entry 3) (B1)
(Evotnteg: (EvéTtnTeg: Listening, (EvotnTeg: Listening, (Evc')?ms - Listenin
Listening, Reading, | Reading, Writing, Reading, Writing, Readin gWritin 9
Writing, Speaking) Speaking) Speaking) Speakir?é) 9
AIM Qualifications AIM Qualifications I AIM Qualifications
Level 3 Certificate Level 2 Certificate in felz,\\jle?f %gﬁ?it::zrt]: in Entry Level Certificate
in ESOL ESOL International ESOL International in ESOL International
International (C2) (C1) (Anglia (B2) (Anglia (Entry 3) (B1) (Anglia
(Anglia Mastery) Proficiency) Ad % EV6 . | Intermediate)
(EvotnTeg: (Evétnteg: Listening, Li vance )R( v(;)_Tr]ng. (EvotnTeg: Listening,
Listening, Reading, | Reading, Writing, 'SFe.“'”Q' eaaing, Reading, Writing,

o ; . Writing, Speaking) :
Writing, Speaking) Speaking) Speaking)
Ascentis Level 3 Ascentis Level 2 Ascentis Level 1 Ascentis Entry Level
Certificate in ESOL | Certificate in ESOL Certificate in ESOL Certificate in ESOL
International (CEF International (CEF International (CEF International (Entry 3)
C2) C1) B2) CEF B1
ADVANCED LEVEL

AIrTAIKA CERTIFICATE IN
ADVANCED
LEVEL ENGLISH (ALCE)

CERTIFICATE IN
ENGLISH (ALCE)
Tou HELLENIC
AMERICAN
UNIVERSITY
(Nashua, New
Hampshire,USA) pe
OUVOAIKA
BaBuoAoyia 74-100

€wg 31/12/2021 A
ADVANCED LEVEL
CERTIFICATE IN
ENGLISH (ALCE) pe
ouvoAIKA BaBuoAoyia
55-73 amé 1/1/2022
Tou HELLENIC
AMERICAN
UNIVERSITY
(Nashua, New
Hampshire,USA)

Assessment Board
for Language
Examinations: Level
B2 (ABLE B2) Tou
Hellenic American
University (Nashua,
New Hampshire,
USA)
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BASIC
COMMUNICATION
CERTIFICATE IN
- - - ENGLISH (BCCE) Tou
HELLENIC AMERICAN
UNIVERSITY (Nashua,
New Hampshire,USA)
E:nLgﬁj;zeEgggfh BULATS English BULATS English BULATS English
Baduoloyia 90_'100 Language Test, Language Test, Language Test,
Tou MavemoTnyiou " | BaBuoAoyia 75-89, BaBuoAoyia 60-74, BaBuoAoyia 40-59, Tou
CAMBRIDGE f Tou Tou lMNavemoTnuiou Tou lMavemaoTnuiou MavetmoTnuiou
CAMBRIDGE CAMBRIDGE 1 Tou CAMBRIDGE 1 Tou CAMBRIDGE 1 Tou
ASSESSMENT CAMBRIDGE CAMBRIDGE CAMBRIDGE
ENGLISH ASSESSMENT ASSESSMENT ASSESSMENT
(Tia TOTOTIoINTIKG ENGLISH (Flg ENGLISH (Flg ENGLISH (Flg
TToU £xouv ekBoBEi TNIOTOTTOINTIKG TTOU TTNOTOTTOINTIKA TTOU TTNOTOTTOINTIKA TTOU
éwc Kal £XoUV €kd00OEi £wg Kal | €xouv ekd0BEi £wg Kal | éxouv ekd0BEi £wg Kal
19/11/2019) 19/11/2019) 19/11/2019) 19/11/2019)
BUSINESS ENGLISH | BUSINESS ENGLISH | BUSINESS ENGLISH
CERTIFICATE — CERTIFICATE — CERTIFICATE -
HIGHER (BEC VANTAGE (BEC PRELIMINARY (BEC
HIGHER) atré 10 VANTAGE) até 10 PRELIMINARY)
University of University of (UNIVERSITY OF
- Cambridge Local Cambridge Local CAMBRIDGE LOCAL
Examinations Examinations EXAMINATIONS
Syndicate (UCLES) r} | Syndicate (UCLES) i | SYNDICATE (UCLES)
10 CAMBRIDGE 10 CAMBRIDGE n CAMBRIDGE
ASSESSMENT ASSESSMENT ASSESSMENT
ENGLISH ENGLISH ENGLISH
BUSINESS
ATFFAIKA ENGLISH BUSINESS ENGLISH | BUSINESS ENGLISH | BUSINESS ENGLISH
CERTIFICATE CERTIFICATE CERTIFICATE CERTIFICATE
HIGHER T0U HIGHER ToU PRELIMINARY Tou PRELIMINARY ToU
CAMBRIDGE CAMBRIDGE CAMBRIDGE CAMBRIDGE
ASSESSMENT ASSESSMENT ASSESSMENT ASSESSMENT

ENGLISH overall
score 200-210

ENGLISH overall
score 180-199

ENGLISH overall
score 160-170

ENGLISH overall score
140-159.

BUSINESS ENGLISH
CERTIFICATE
VANTAGE T1oU
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 180-190

BUSINESS ENGLISH
CERTIFICATE
VANTAGE Tou
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 160-179

BUSINESS ENGLISH
CERTIFICATE
VANTAGE Ttou
CAMBRIDGE
ASSESSMENT
ENGLISH overall score
140-159

CERTIFICATE IN
ADVANCED
ENGLISH Tou
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 200-210

CERTIFICATE IN
ADVANCED
ENGLISH Ttou
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 180-199

CERTIFICATE IN
ADVANCED
ENGLISH Tou
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 160-179

CERTIFICATE OF
PROFICIENCY IN
ENGLISH Tou
CAMBRIDGE
ASSESSMENT
ENGLISH overall
score 200-230

CERTIFICATE OF
PROFICIENCY IN
ENGLISH ToU
CAMBRIDGE
ASSESSMENT
ENGLISH

overall score 180-199

CERTIFICATE OF
PROFICIENCY IN
ENGLISH Tou
MavemoTnuiou

CERTIFICATE IN
ADVANCED
ENGLISH 10U
MavemmoTnuiou

FIRST CERTIFICATE
IN ENGLISH Tou
MavemoTnuiou
CAMBRIDGE A 10U

PRELIMINARY
ENGLISH TEST (PET)
Tou MavemmoTnuiou
CAMBRIDGE A 10U
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CAMBRIDGE ry Tou | CAMBRIDGE 1 Tou CAMBRIDGE CAMBRIDGE
CAMBRIDGE CAMBRIDGE ASSESSMENT ASSESSMENT
ASSESSMENT ASSESSMENT ENGLISH ENGLISH
ENGLISH ENGLISH
FIRST CERTIFICATE | FIRST CERTIFICATE | FIRST CERTIFICATE
IN ENGLISH Tou IN ENGLISH Tou IN ENGLISH Tou
CAMBRIDGE CAMBRIDGE CAMBRIDGE
i ASSESSMENT ASSESSMENT ASSESSMENT
ENGLISH overall ENGLISH overall ENGLISH overall score
score 180-190 score 160-179 140-159
ISE IV
INTEGRATED
EEICIB_IIZISSLII\ILEVEL 3 CERTIFICATE IN CERTIFICATE IN CERTIFICATE IN
CERTIFICATE IN INTEGRATED INTEGRATED INTEGRATED SKILLS
ESOL SKILLS IN ENGLISH | SKILLS IN ENGLISH | IN ENGLISH ISE | Tou
INTERNATIONAL ISE Il Tou TRINITY ISE 1l Tou TRINITY TRINITY COLLEGE
COLLEGE LONDON | COLLEGE LONDON LONDON
Tou TRINITY
COLLEGE
LONDON
CITY & GUILDS CITY & GUILDS
LEVEL 3 CITY & GUILDS LEVEL 1 (IE::\-II-'I\'(RS\L(CIEILEJ\I/LIQDI_S
CERTIFICATE IN LEVEL 2 CERTIFICATE IN CERTIFICATE IN
ESOL CERTIFICATE IN ESOL ESOL
INTERNATIONAL ESOL INTERNATIONAL INTERNATIONAL
(reading, writing INTERNATIONAL (reading, writing and (reading, writing and
and listening) - (reading, writing and listening) - Iisteningi (ENTRY 3) -
AITAIKA MASTERY- kai listening) - EXPERT- COMMUNICATOR- ACHIEVER- kot CITY
CITY & GUILDS kai CITY & GUILDS kai CITY & GUILDS
& GUILDS ENTRY
LEVEL 3 LEVEL 2 LEVEL 1 LEVEL CERTIFICATE
CERTIFICATE IN CERTIFICATE IN CERTIFICATE IN IN ESOL
ESOL ESOL ESOL INTERNATIONAL
INTERNATIONAL INTERNATIONAL INTERNATIONAL (Spoken) (ENTRY 3) -
(Spoken) - (Spoken) - EXPERT- (Spoken) - ACHIEVER -
MASTERY- (ZuvutroBdAAovral COMMUNICATOR- (ZuvuTioBGAOVTa
(ZuvutrodaAAovral aBpoIoTIKG yIa TNV (ZuvuttoBdaAAovral

aBpoloTiKa yia Thv

ammédeign TG oAU

aBpoIoTIKa yia TRV

aBpoloTIKa yia Thv
amrodeIgn TnG YETpIag

aTrodeIgn NG KOANG yvwong) atrodeIgn NG KAARG YWoNng)
GpIoTNG YVWONG) yviong)
TV ESUoS o rcuos | SVESUES | arvacurns
CERTIFICATE IN CERTIFICATE IN
INTERNATIONAL INTERNATIONAL INTERNATIONAL INTERNATIONAL
ESOL-MASTERY | Ego| - EXPERT- kaen | E5O - ESOL - ACHIEVER -
Kat CITY & CITY & GUILDS COMMUNICATOR - | \ o CITY & GUILDS
GUILDS CERTIFICATE IN kai CITY & GUILDS CERTIFICATE IN
CERTIFICATE IN INTERNATIONAL CERTIFICATE IN INTERNATIONAL
INTERNATIONAL INTERNATIONAL
SPOKEN ESOL - SPOKEN ESOL -
SPOKEN ESOL - EXPERT - SPOKEN ESOL - ACHIEVER-
MASTERY- (ZuvuTroBdaAAovTal COMMUNICATOR - (ZuvutroBaMovrtal
(ZuvutroBdaAAovral (ZuvutroBdaAAovral

aBpoIoTIKA YIa TNV
ammédeign g
apioTNg yvwong)

aBpoloTIKG yia TNV
amddeign TG oAU
KaAg yvong)

0BpoICTIKA YIa TV
atroédeIn NG KAARG
yvwong)

aBpoIoTIKG yia TNV
amméoeIgn TG HETPIOG
yvwong)
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ECPE- (ECCE)-
CERTIFICATE OF CERTIFICATE OF
PROFICIENCY IN COMPETENCY IN
ENGLISH Tou ENGLISH Tou
MavemmoTnuiou MavemmoTnuiou
MICHIGAN MICHIGAN
(ENGLISH (ENGLISH
LANGUAGE - LANGUAGE -
INSTITUTE R INSTITUTE R
Cambridge Cambridge Michigan
Michigan Language Language
Assessments - Assessments -
CaMLA 1 Michigan CaMLA ) Michigan
Language Language
Assessment) Assessment)
EDI Level 3 EDI Entry Level
o - EDI Level 2 EDI Level 1 o :
certiicate I ESOL | Certificate in ESOL | Certificate in EsoL | Certificate I (EESmOr;
International JETSET | International JETSET
JETSET Level 7 Level 6 (CEF C1) Level 5 (CEF B2) Level 3) JETSET Level
(CEF C2) 4 (CEF B1)
ESB Level 3 ESB Level 2 ESB Level 1 ESB Entry Level
Certificate in ESOL | Certificate in ESOL Certificate in ESOL Certificate in ESOL
International All International All International All International All Modes
Modes (Council of Modes (Council of Modes (Council of (entry 3) (Council of
Europe Level C2) Europe Level C1) Europe Level B2) Europe Level B1)
INTERNATIONAL INTERNATIONAL INTERNATIONAL
ENGLISH
AFFAIKA LANGUAGE ENGLISH ENGLISH
LANGUAGE LANGUAGE

TESTING SYSTEM
(IELTS) a1 10
University of
Cambridge Local
Examinations
Syndicate (UCLES)
1 o CAMBRIDGE
ASSESSMENT
ENGLISH - The
British Council —
IDP Education
Australia IELTS

TESTING SYSTEM
(IELTS) a6 10
University of
Cambridge Local
Examinations
Syndicate (UCLES) n
10 CAMBRIDGE
ASSESSMENT
ENGLISH - The
British Council — IDP
Education Australia
IELTS Australia pe

TESTING SYSTEM
(IELTS) a16 10
University of
Cambridge Local
Examinations
Syndicate (UCLES) 1y
10 CAMBRIDGE
ASSESSMENT
ENGLISH - The
British Council — IDP
Education Australia
IELTS Australia pe

INTERNATIONAL
ENGLISH LANGUAGE
TESTING SYSTEM
(IELTS) a6 10
University of
Cambridge Local
Examinations
Syndicate (UCLES) —
The British Council-IDP
Education Australia pe
BaBuoAloyia atté 4 £wg
5

ég;ggkgv‘;; oo BaBuoAoyia amd 7 BaBuoAoyia amd 5,5
8,5 ka1 avw twe 8 £wg 6,5
GA Level 3 e o GA Entry Level
Certificate in ESOL .GA Level 2 Certn_‘lcate .GA Level 1 Certlflcate Certificate in ESOL

. in ESOL International | in ESOL International .
International — _CEFR: C1 _ CEFR: B2 International (Entry 3)
CEFR: C2 ) ) (CEFR: B1)
GA Level 3 . o GA Entry Level 1
Certificate in EsoL | CA Level 2 Certificate | GA Level 1 Certificate | o e ai0 in ESOL

. in ESOL International | in ESOL International . .
International (Classic C1) (Classic B2) International (Classic
(Classic C2) B1)

KEY ENGLISH TEST
Tou CAMBRIDGE
ASSESSMENT
ENGLISH overall score
140-150

C2- LanguageCert
Level 3 Certificate
in ESOL
International
(Listening, Reading,
Writing)

C1- LanguageCert
Level 2 Certificate in
ESOL International
(Listening, Reading,
Writing) (Expert C1)
Kai C1 -

B2- LanguageCert
Level 1 Certificate in
ESOL International
(Listening, Reading,
Writing)
(Communicator B2)

B1- LanguageCert
Entry Level Certificate
in ESOL International
(Entry 3) (Listening,
Reading, Writing)
(Achiever B1) ka1 B1-
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(MasteryC2) kai LanguageCert Level Kai B2 - LanguageCert Entry
C2- LanguageCert | 2 Certificate in ESOL | LanguageCert Level Level Certificate in
Level 3 Certificate International 1 Certificate in ESOL | ESOL International
in ESOL (Speaking) (Expert International (Entry 3) (Speaking)
International C1) (Speaking) (Achiever B1)
(Speaking) (ZuvuTtroBdaAdovtal (Communicator B2) (ZuvutropdaArovtal
(Mastery C2) aBpoIoTIKA yIa TV (ZuvutropdaAdovtal aBpoIoTIKG yIa TNV
(ZuvutroBdaAAlovtal amodeign TG TToAU aBpoIoTIKG yIa TNV atmédeIgn TG ETPIAG
aBpoloTIKa yia Tnv KOAAG yvwong) aTTodEIgn TNG KAANRG YVwong)
aTToédeIgn TNG Yyvwaong)
apIoTng yvong)
LanguageCert Test
of English (LTE) - LanguageCert Test of LanguageCert Test of LanguageCert Test of

English (LTE) - 4 English (LTE) -

LanguageCert L Cert Level English (LTE) - L Cert E
Level 3 Certificate anguageCert Leve LanguageCert Level anguagetert Entry
. 2 Certificate in ESOL e ; Level Certificate in
in ESOL . 1 Certificate in ESOL .

- International . ESOL International
International (Listening, Reading) International (Entry 3) (Listenin
(Listening, 9: 9 (Listening, Reading) ry 9

. (LanguageCert Test Reading)
Reading) - (LanguageCert Test
of English C1 . (LanguageCert Test of
(LanguageCert Test of English B2 ;

; English B1

of Enﬁllsh C2i

LONDON TESTS
OF ENGLISH
LEVEL 5 -
PROFICIENT
COMMUNICATION
- Tou EDEXCEL

LONDON TESTS OF
ENGLISH LEVEL 4 -
ADVANCED
COMMUNICATION-
Tou EDEXCEL

LONDON TESTS OF
ENGLISH LEVEL 3 -
UPPER
INTERMEDIATE
COMMUNICATION-
Tou EDEXCEL

LONDON TESTS OF
ENGLISH LEVEL 2 —
INTERMEDIATE
COMMUNICATION-Tou
EDEXCEL

EDEXCEL LEVEL 3

EDEXCEL LEVEL 2

EDEXCEL LEVEL |

EDEXCEL ENTRY

Certificate in ESOL
International (CEF
C2)

Certificate in ESOL
International (CEF
C1)

CERTIFICATE IN CERTIFICATE IN CERTIFICATE IN LEVEL CERTIFICATE
ESOL ESOL ESOL IN ESOL
INTERNATIONAL INTERNATIONAL INTERNATIONAL INTERNATIONAL
(CEF C2) (CEF C1) (CEF B2) (ENTRY 3) (CEF B1)
LRN Level 3 LRN Level 2 LRN Level 1 LRN Entry Level

Certificate in ESOL
International (CEF
B2)

Certificate in ESOL
International (Entry 3)
(CEF B1)
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MET - MICHIGAN MET - MICHIGAN
ENGLISH TEST ENGLISH TEST MET - MICHIGAN
; . . - . . ENGLISH TEST
(EvoTtnteg: Listening, (EvotnTeg: Listening, - L .
. - . . (EvotnTeg: Listening,
Reading, Speaking) Reading, Speaking) . -
Ny . . . Reading, Speaking)
BaBuoMoyia a6 190 | BaBpoAoyia atd 157 . .
£€wg 240 Tou Michigan | €éwg 189 Tou Michigan BaBuohoyia amd 120
L ¢wg 156 Tou Michigan
anguage Language
i Assessment 1 Assessment A Language Assessment
4 n 4 CAMBRIDGE
CAMBRIDGE CAMBRIDGE rl\]/IICHIGAN
MICHIGAN MICHIGAN LANGUAGE
LANGUAGE LANGUAGE ASSESSMENTS-
ASSESSMENTS- ASSESSMENTS-
CaMLA
CaMLA CaMLA (Léxp1 30.06.2024)*
(uéxpr 30.06.2024)* (uéxp! 30.06.2024)* e
MET- MICHIGAN MET - MICHIGAN MET - MICHIGAN
ENGLISH TEST ENGLISH TEST ENGLISH TEST
(EvoTtnTeg: Listening, (EvétnTeg: Listening, (EvotnTeg: Listening,
Reading, HEXPI Reading, HEXPI Reading, MEXPI
30.06.2024* 1) 30.06.2024* \ 30.06.2024* )
- Evérnreg: Listening, EvéTnreg: Listening, EvéTnreg: Listening,
Reading, Speaking, Reading, Speaking, Reading, Speaking,
Writing) BaBuoAoyia Writing) BaBuoAoyia Writing) BaBuoAoyia
atd 64 £wg 80 Tou amd 53 éwg 63 Tou atrd 40 éwg 52 Tou
Michigan Language Michigan Language Michigan Language
Assessment Assessment Assessment
FAﬁZISQGNEENGLISH MICHIGAN ENGLISH | MICHIGAN ENGLISH
ASSESSMENT LANGUAGE LANGUAGE
BATTERY (MELAB) ASSESSMENT ASSESSMENT
. . BATTERY (MELAB) BATTERY (MELAB)
AITAIKA BaBuoAoyia arrd 91 BLOAOVi < 80 BLOAOVi S 67
£wc 99 Tou [’Sq poAoyia atré [’Sq poAoyia atré
CAMBRIDGE €w¢ 90 Tou €wg 79 Tou
- MICHIGAN CAMBRIDGE CAMBRIDGE
LANGUAGE MICHIGAN MICHIGAN
ASSESSMENTS LANGUAGE LANGUAGE
(CaMLA) | Tou ASSESSMENTS i ASSESSMENTS 1 Tou
MICHIGA& Tou MICHIGAN MICHIGAN
LANGUAGE LANGUAGE LANGUAGE
ASSESSMENT ASSESSMENT ASSESSMENT
Michigan State Michigan State
University — University —
Certificate of ) Certificate of English )
English Language Language
Proficiency (MSU — Competency (MSU —
CELP): CEF C2 CELC): CEF B2
NOCN Level 3 NOCN Level 2 NOCN Level 1 NOCN Entry Level

Certificate in ESOL
International (C2)

Certificate in ESOL
International (C1)

Certificate in ESOL
International (B2)

Certificate in ESOL
International (Entry 3)
(B1)

NYLC -NEW NYLC -NEW YORK NYLC -NEW YORK
YORK LANGUAGE | LANGUAGE LANGUAGE NYLC —NEW YORK
LANGUAGE CENTER

CENTER CENTER CENTER CERTIFICATE Level

CERTIFICATE CERTIFICATE Level CERTIFICATE Level B1

Level C2 Cl B2

OCNLR LeVeL P | OCNLR Level 2| OCNLR Level 1|OCNLR Entry Level

International (CEFR Certlflce_lte in ESOL Certlflce_lte in ESOL Certlﬂce_lte in ESOL

C2) International (CEFR | International (CEFR | International (Entry 3)
C1) B2) (CEFR B1)
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OCNW Certificate
in ESOL OCNW Certificate in OCNW Certificate in OCNW Certificate in
International at ESOL International at | ESOL International at | ESOL International at
Level 3 (Common Level 2 (Common Level 1 (Common Entry Level 3 (Common
European European Framework | European Framework | European Framework
Framework equivalent level C1) equivalent level B2) equivalent level B1)
equivalent level C2) | (péxpr 31/8/2009) (néxpr 31/8/2009) (néxpr 31/8/2009)
(uéxpr 31/8/2009)
Open College Open College Open College
Network West Network West Network West \?Vpe('as? I\CjiodlllgggsNEert]\;\;ork
Midlands Level 3 Midlands Level 2 Midlands Level 1 Level Certificate in y
Certificate in ESOL | Certificate in ESOL Certificate in ESOL ESOL International
International (CEFR | International (CEFR International (CEFR (Entry 3) (CEFR B1)
C2) Cl1) B2)
PEARSON EDI
Level 3 Certificate ;%AR.SQN E.DI Level PEAR.S_ON E.DI Level PEARSON EDI Entry 3
. ertificate in ESOL | 1 Certificate in ESOL e :
in ESOL International (CEF International (CEF Certificate in ESOL
International (CEF International (CEF B1)

C1) B2)

C2)
PEARSON LCCI PEARSON LCCI PEARSON LCCI PEARSON LCCI
LEVEL 3 LEVEL 2 LEVEL 1 ENTRY 3
CERTIFICATE CERTIFICATE IN CERTIFICATE IN CERTIFICATE IN
IN ESOL ESOL ESOL ESOL
INTERNATIONAL INTERNATIONAL INTERNATIONAL INTERNATIONAL
(CEFR C2) (CEFR C1) (CEFR B2) (CEFR B1)
PEARSON TEST PEARSON TEST OF | PEARSON TEST OF | PEARSON TEST OF
OF ENGLISH ENGLISH GENERAL | ENGLISH GENERAL | ENGLISH GENERAL
GENERAL LEVEL LEVEL 4 - LEVEL 3 UPPER- LEVEL 2-
5 -PROFICIENT ADVANCED INTERMEDIATE INTERMEDIATE

AIrTAIKA COMMUNICATION | COMMUNICATION - | COMMUNICATION - | COMMUNICATION -

- Tou EDEXCEL

Tou EDEXCEL

Tou EDEXCEL

Tou EDEXCEL

PEARSON
EDEXCEL Level 3
Certificate in ESOL
International (CEF
C2) (ENGLISH
International
Certificate)

PEARSON
EDEXCEL LEVEL 2
CERTIFICATE IN
ESOL
INTERNATIONAL
(CEF C1) (ENGLISH
INTERNATIONAL
CERTIFICATE)

PEARSON
EDEXCEL LEVEL |
CERTIFICATE IN
ESOL
INTERNATIONAL
(CEF B2) (ENGLISH
INTERNATIONAL
CERTIFICATE)

PEARSON EDEXCEL
ENTRY LEVEL
CERTIFICATE IN
ESOL
INTERNATIONAL
(ENTRY 3) (CEF B1)
(ENGLISH
INTERNATIONAL
CERTIFICATE)

PEARSON LCCI
EFB LEVEL 4
(Evérnreg: Reading,
Writing, Listening,
Speaking, pe Babuo
“Distinction” n
“Credit”)

PEARSON LCCI EFB
LEVEL 4 (Evétnteg:
Reading, Writing,
Listening, Speaking,
g€ TTEPITITWAN TTOU N
Mia ek Twv evoTATWYV
gival ye Baduod
“Pass”)

PEARSON LCCI EFB
LEVEL 3 (Evétnteg:
Reading, Writing,
Listening, Speaking,
g€ TTEPITITWON TTOU N
Mia ek Twv evoTATWY
eival pe Babuod
“Pass”)

PEARSON LCCI EFB
LEVEL 2 (EvoTnreg:
Reading, Writing,
Listening, Speaking, o€
TTEPITITWON TTOU N Mia
€K TWV EVOTATWV Egival
pe Babud “Pass”)

PEARSON LCCI EFB
LEVEL 3 (EvotnTeg:
Reading, Writing,
Listening, Speaking,
ue BaBuo “Distinction”

PEARSON LCCI EFB
LEVEL 2 (Evotnreg:
Reading, Writing,
Listening, Speaking,
Me BaBuo “Distinction”

PEARSON LCCI EFB
Level 1 (EvotnTeg:
Reading, Writing,
Listening, Speaking, pe
Babuod “Distinction” i

A “Credit”) A “Credit’) “Credit”)
PRELIMINARY PRELIMINARY
ENGLISH TEST Tou ENGLISH TEST Tou
CAMBRIDGE CAMBRIDGE
) ) ASSESSMENT ASSESSMENT

ENGLISH overall
score 160-170

ENGLISH overall score
140-159
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TEST OF ENGLISH 'llz'(E)SRT OF ENGLISH
rh?FFéRNATIONAL INTERNATIONAL -II:—E)?{T OF ENGLISH TEST OF ENGLISH
COMMUNICATION FOR INTERNATIONAL
COMMUNICATION TOEIC INTERNATIONAL COMMUNICATION
TOEIC __ COMMUNICATION
) Tou ) Tou TOEIC TOEIC
EDUCATIONAL EDUCATIONAL Tou TOU
TESTING SERVICE/ EDUCATIONAL
TESTING EDUCATIONAL
CHAUNCEY, USA, TESTING SERVICE/
SERVICE/ BaBuoAoyia amrd 785 TESTING SERVICE/ CHAUNCEY, USA
CHAUNCEY, UsA, | PAvHOrOVIA dTro CHAUNCEY, USA, A
- . €wg 900 kai atrd . . BaBuoAoyia atd 405
BaBuoAoyia amd BaBuoAloyia amrdé 505 .
. 1/12/2019 . £€wg 500
1/12/2019 amd 925 . . £€wg 780
. BaBuoAoyia amrd 785
£wg 990 i
(o1 30.06.2024y° | £25 920
AFTAIKA - - - -
Test of Interactive Test of Interactive Test of Interactive Test of Interactive
English, C2 Level English, C1 Level English, B2 Level English, B1 Level
(ACELS) (ACELS) (ACELS) (ACELS)
Eﬁsﬁigﬁ,"gig\',\g Test of Interactive Test of Interactive Test of Interactive
(ngteh(;use English, C1 Level English, B2 Level English, B1 Level
Awards) (Gatehouse A wards). | (Gatehouse Awards) (Gatehouse Awards)
Test of Interactive Test of Interactive Test of Interactive
- English, C1 + Level English, B2 + Level English, B1 + Level
(ACELS) (ACELS) (ACELS)
TS TTEO el [ vicr (mec)awl2 | vicT reg) vl | V1] (TECT T
) Certificate in ESOL Certificate in ESOL .
ESOL International International (C1) International (B2) ESOL International
(C2) (Entry 3) (B1)
Kpatikd Kpartiké Kpatikd
TMOTOTTOINTIKO MoTotroinTiké MoTotroinTiké Kpartikd moTotToinTikéd
yAwooouabeiag F\wooopdbeiag Fwoooudbeiag yAwooouabeiag
emmédou M2 Tou emédou M1 Tou v. emmédou B2 Tou emmédou B1 Tou
v.2740/1999, 6Tmwg | 2740/1999, 61TTwg v.2740/1999, 6TTwg v.2740/1999, 6TTwg
QVTIKATAOTABNKE PE | AVTIKOTAOTAONKE PE QVTIKATAOTAONKE PE QVTIKATAOTAONKE PE TNV
v 1Tap.19 Tou Vv 1Tap.19 Tou Vv 1Tap.19 Tou Tmap.19 Tou dpbpou 13
dpB6pou 13 Tou GpBpou 13 ToU dpbpou 13 ToU Tou v.3149/2003
v.3149/2003 v.3149/2003 v.3149/2003
D.A.L.F. - OPTION | DELF 2ND DEGRE DELF 1ER DEGRE
LETTRES rj DALF (UNITES A5 ET A6) 1} | (UNITES A1, A2, A3, | DELF B1 l'aAAiko
C2 lraAAikd DALF C1 'aAAIkO A4) h DELF B2 YTmroupyeio MNaideiag -
YTmroupyeio MNaideiag | Ytroupyeio Maideiag - | FaAAikd YTToupyeio CIEP
- CIEP CIEP Maideiag - CIEP
FAAAIKA DIPLOME DE
LANGUE ET
LITTERATURE i ) i
FRANCAISES

(SORBONNE 1)
[Méxpi 10 1999 o
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TiTAOG TOU
SITTAWPATOG ATAV:
DIPLOME D’
ETUDES
FRANCAISES
(SORBONNE 1)
Paris-Sorbonne
Universite]
DIPLOME CERTIFICAT
SUPERIEUR D’ PRATIQUE DE SEEI:S'SQTDE CERTIFICAT
ETUDES LANGUE LANGUE INTERMEDIAIRE DE
FRANCAISES FRANCAISE FRANCAISE- LANGUE FRANCAISE-
(SORBONNE SORBONNE I A SORBONNE B2 PARIS- SORBONNE
3EME DEGRE) (Paris-Sorbonne C1) ) b B1 Paris-Sorbonne
Paris-Sorbonne Paris-Sorbonne P""T'S'S‘?r onne Universite
. - ) ; Universite
Universite Universite
DIPLOME D CERTIFICAT DE
ETUDES LANGUE
SUPERIEURES FRANCAISE (1o
- (DES) (xopnyeito . ; . -
. OTT0i0 XOPNYEITO PEXPI
uExp! 101996) - 10 1996) FaAIKG
FaAAIkO IvoTiTouTo IVGTITOUTO EMGBOC
EAAGSOG )
AiTAwpa
ALLIANCE - - -
FRANCAISE.
Certificat de
competences Certificat de Certificat de Certificat de
linguistiques Tou competences competences competences
Institut Superieur linguistiques Tou linguistiques Tou linguistiques Tou Institut
des Langues Institut Superieur des | Institut Superieur des | Superieur des Langues
FAAAIKA Vivantes (ISLV), Langues Vivantes Langues Vivantes Vivantes (ISLV),
Departement de (ISLV), Departement | (ISLV), Departement | Departement de
francais, Tou de francais, Tou de francais, Tou francais, Tou
MavetmoTnuiou NG MavetmoTnuiou TNG MavetmoTnuiou NG MavetmoTnuiou NG
Nigyng — ETriTredo Nigyng — Eriredo C1 | Aigyng — Emitredo B2 | Aigyng — Emritredo B1
Cc2
CERTIFICAT CERTIFICATV.B.L.T. CERTIFICAT V.B.L.T. | CERTIFICAT V.B.L.T.
VB.LT. NIVEAU NIVEAU NIVEAU SOCIAL Tou | NIVEAU SURVIE ToU
PROFESSIONNEL | OPERATIONNEL Tou n . ,
. . QVETTIOTNHIOU MavemoTnuiou Tng
Tou MavemaoTnuiou | MavemaoTnuiou Feved Feved
evelng [eveung EVEUNS EVEUNS
Kpartikd Kpartiké Kpatikd
MaoTotroinTikd MoToTtroiNTikO MaoTotroiNTIkO Kpartiké MiotomroinTiko
Mwoooudbeiag F\wooopdbeiag Fwoooudbeiag Fwoooudbeiag
emmrédou M2 Tou emmmédou 1 Tou v. emmédou B2 Tou emmédou B1 Tou
v.2740/1999, 6Trwg | 2740/1999, 6TTwg v.2740/1999, 6TTwg v.2740/1999, 6TTwg
QVTIKATAOTABNKE PE | AVTIKOTOOTAONKE UE QVTIKATAOTABNKE PE QvTIKATAOTABNKE PE TNV
v 1Tap.19 Tou Vv 1Tap.19 Tou TNV Tap.19 Tou map. 19 Tou dpBpou 13
dpB6pou 13 Tou GpBpou 13 ToU dpbpou 13 ToU Tou v.3149/2003.
v.3149/2003. v.3149/2003. v.3149/2003.
Mo Ta TMOTOTOINTIKA TTOAQIOTEPWY E€TWV TA oOTroia dev avaypd@ovTal, OTTAITEITAI
BeBaiwon, amd Tov oikeio @opéa (FaAAiké IvoTitouTto ABnvwyv-Ymnpeoia Egetdoswyv), yia
TO ETTITTE®O TOU TTICTOTTOINTIKOU.
Goethe-Zertifikat
C2: Grol3es GOETHE — g
Deutsches ZERTIFIKAT B2 Goethe-Zertifikat B
Sprachdiplom GOETHE — (EvoTtnTeg: Lesen (Evornrec: Lesen,
FEPMANIKA P P ZERTIFIKAT C1 Tou nres: ’ Héren, Schreiben,

(EvotnTeg: Lesen,
Hoéren, Schreiben,
Sprechen) Tou
IvaTitoutou Goethe.

IvaTitouTou Goethe.

Hoéren, Schreiben,
Sprechen) Tou
IvaTitoutou Goethe.

Sprechen) Tou
IvoTitoutou Goethe.
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GROSSES
DEUTSCHES
SPRACHDIPLOM
(GDS), Tou ZERTIFIKAT ZERTIFIKAT
MavemmoTnuiou DEUTSCH FUR DEN | DEUTSCH (ZD) Tou
Ludwig-Maximilian i BERUF (zZDfB) Tou IvoTiToutou Goethe
Tou Movayou kai IvoTitouTou Goethe (néxpr 31-7-2013)
Tou lvoTiTouTou
Goethe (uéxpr 31-
12-2011)
KLEINES
DEUTSCHES
SPRACHDIPLOM
(KDS), Tou
MavemmioTnuiou
Ludwig-Maximilian i ) i
Tou Movdayou Kai
Tou lvoTiTouToUu
Goethe (uéxpr 31-
12-2011)
ZENTRALE ZENTRALE
OBERSTUFENPR MITTELSTUFENPRU
UFUNG (ZOP) Tou FUNG (ZMP) (uéxpi - -
IvoTitoUtou Goethe | 2007) Tou IvaTitodTou
(éxpr 31-12-2011) | Goethe.
OSTERREICHISC ) )
HES OSTERREICHISCHE | OSTERREICHISCHE | x
SPRACHDIPLOM S SPRACHDIPLOM S SPRACHDIPLOM gggiEEE:SEgSA%HES
(OSD) ZERTIFIKAT | (OSD) C1 (OSD) B2 (OSD)B1 ZERTIFIKAT
C2. (Evotnrec: OBERSTUFE MITTELSTUFE DEUTSCH (uéxo!
Lesen, Horen, DEUTSCH (péxpt DEUTSCH (péxpt 31/12/2013)
Schreiben, 31/12/2014) 31/12/2014)
Sprechen)
(A6 1/1/2014)
(A6 1/1/2015) (A6 1/1/2015) OSTERREICHISCHES
OSTERREICHISCHE | OSTERREICHISCHE | SPRACHDIPLOM
FEPMANIKA - S SPRACHDIPLOM S SPRACHDIPLOM (OSD) ZERTIFIKAT B1

(OSD) ZERTIFIKAT
c1

(OSD) ZERTIFIKAT
B2

(EvotnTeg: Lesen,
Hoéren, Schreiben,

Sprechen)
(ATT6 1/1/2018) (A6 1/1/2018)
OSTERREICHISCHE | OSTERREICHISCHE
S SPRACHDIPLOM S SPRACHDIPLOM
(OSD) ZERTIFIKAT (OSD) ZERTIFIKAT
- C1 (ENOTHTA 1: B2 (ENOTHTA 1: -
LESEN, HOREN, LESEN, HOREN,
SCHREIBEN, SCHREIBEN,
ENOTHTA 2: ENOTHTA 2:
SPRECHEN) SPRECHEN)
PRUFUNG
WIRTSCHAFTSDEU
i TSCH (PWD) Tou ) i
IvoTitoutou Goethe.
ZERTIFIKAT
DEUTSCH ALS
FREMDSPRACHE

(ZDAF) Tou IvoTiToutou
GOETHE
[(AvTikaTaoTdBnke atmod
v 1-1-2000 (oTnVv
EAAGSa o116 TOV Mdio
Tou 2000)] pe T0
ZERTIFIKAT

10
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DEUTSCH (ZD).
ZERTIFIKAT
V.B.L.T. éléﬁ;ISF'll'iﬁlEI\éESLT ZERTIFIKAT V.B.L.T. | ZERTIFIKAT V.B.L.T.
PROFESSIONALE LEBEN Tou SOZIALES LEBEN ALTAGLICHES LEBEN
S LEBEN ToU n . Tou [MavetmioTnuiou Tou lMavetmoTnuiou TNG
] QVETTIOTNWIOU . .
MavetmoTnuiou evel levelng levelng
level EVEUnS
ne
Kpartiko Kpartiko Kpartiké
MoToTtroINTIKG MoToTtroinTiké MoToTtroInTiKG Kpartikd MoTotroinTiko
woooudbeiag Fwooopdbeiag Fwooopdbeiag Fwooopdbeiag
emmmédou M2 Tou emTédou M1 Tou v. emTédou B2 Tou emTédou B1 Tou
v.2740/1999, é1rwg | 2740/1999, 6TTwg v.2740/1999, é1rwg v.2740/1999, é1rwg
QVTIKATAOTAONKE PE | QVTIKOTOOTAONKE PE QAVTIKATAOTAONKE PE QAVTIKATAOTAONKE PE TNV
TNV Map.19 Tou TNV TTap.19 Tou TNV TTap.19 Tou map. 19 Tou dpBpou 13
dapBpou 13 Tou GpBpou 13 ToU dapBpou 13 ToU Tou v.3149/2003.
v.3149/2003. v.3149/2003. v.3149/2003
CERTIFICATO DI
CERTIFICATO DI CONOSCENZA CERTIFICATO DI CERTIFICATO DI
CONOSCENZA CONOSCENZA
DELLA LINGUA CONOSCENZA DELLA
DELLA LINGUA DELLA LINGUA
ITALIANA LIVELLO 4 LINGUA ITALIANA,
ITALIANA, (CELI 4) Tou ITALIANA LIVELLO 3 LIVELLO 2 (CELI 2)
LIVELLO 5 (CELI 5) . (CELI 3) Tou -
. MavemmoTnuiou TNG f Tou MavemoTnuiou TNG
Tou lMavemaoTnuiou , MavemmoTnuiou TNG .
. MepouvTia. . Mepouvtia.
NG Mepouvtdia. Mepouvtia.
DIPLOMA DI
LINGUA E DIPLOMA DI LINGUA
CULTURA ITALIANA (Tou DIPLOMA DI LINGUA
, .| ITALIANA (ITaAiko
ITALIANA (Tou ITaAikou Mop@wTIKOU . .
. . A Mop@wrTiko IvaTiTouTo -
ITaAikoU IvoTitoUtou ABrivag -
. . . Oeooalovikng Kai
Mop@wTikoU €wg Tov louvio 2014) AOF
IvoTiToUTou fvag)
ABnvwv)
DIPLOMA DI
TRADUTTORE n)
DIPLOMA DEL - ) i
CORSO
SUPERIORE DI
ITAAIKA TRADUTTORE
DIPLOMA
SUPERIORE DI DIPLOMA DIPLOMA
LINGUA E AVANZATO DI ) INTERMEDIO DI
CULTURA LINGUA ITALIANA LINGUA ITALIANA
ITALIANA
P.LILD.A.C2AR P.LI.D.A.C11 P.L.LD.A.B21A
P.LID.A.D (¢éwgTo | P.L.LD.A. C (¢wg 10 P.L.I.LD.A. B (¢wg 10 P.L.LD.A. B1
2003) 2003) 2003)
CERTIFICATO CERTIFICATO CERTIFICATO
V.B.L.T. LIVELLO V.B.L.T. LIVELLO V.B.L.T. LIVELLO EE,EE_FCI)CATO VBLT.
PROFESSIONA’LE OPERATIV(? TOU SOCIALLE TOU SUPRAWIVENZA Tou
Tou MavemoTnuiou | MavemoTnuiou MavemmoTnuiou . .
, g ! MavemmoTnuiou MNevedng
evelng [eveung evelng
Kpartikd Kpartikd Kpatikd . .
. . . KpaTiko MioTotroinTikd
MoToTroiNTikG MoTotroiNTiKG MoToTroiNTiKG FAWOCOLGBEID
MwoooudBelag MwoooudBelag MwooopdBeiag M 5

emmédou M2 Tou
v.2740/1999, 6TTwg
QVTIKATAOTABNKE PE
v 1Tap.19 Tou
dpbpou 13 ToU

emédou M1 Tou V.
2740/1999, 6TTwg
QAVTIKATAOTAONKE e
Vv 1Tap.19 Tou
&pBpou 13 ToU

emmédou B2 Tou
v.2740/1999, 6TTwg
QAVTIKATAOTAONKE PE
TNV Tap.19 Tou
apbpou 13 ToU

emTédou B1 Tou
v.2740/1999, 6TTwg
QAVTIKOTAOTABNKE PE TNV
map. 19 Tou dpBpou 13
Tou v.3149/2003.
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v.3149/2003. v.3149/2003. v.3149/2003.
Mo To TIOTOTTOINTIKA TTOAAIOTEPWYV ETWYV TTOU £X0oUV Xopnynoei atrd 1o ITaAiké MopewTikd
IvoTiToUto (ABAvag kai Oscgoalovikng) kal dev avaypdgovTal, amaiteital Befaiwon, amod
TOV oIkeio popéa (ItTaAikd MopewrTiké IvoTiTtouTto ABnvwv-Ymnpeoia Eetdoswy), yia To
ETTESO TOU TTIOTOTTOINTIKOU.
BEE(;E’A:\NBOALSICCOOMO CERTIFICADO INICIAL
LENGUA EEENEGSLIT:\NOL COMO
EXTRANJERA
DIPLOMA DELE (DELE) (péxp! 2002) ﬁé;gg’;‘ég?@n(g%a
SUPERIOR DE ) arrd 1o lvoTiTouTo IvoTIToUTo Cervantes €€
ESPANOL (DELE) Cervantes € OVOLATOC ToU
(Héxpr 2002) ovopartog Tou Yno“upyel'ou Madeiag
YTroupyeiou Maideiag, MoAMGpoU Kail ’
MoANimiopou Kai ABANTIGHOU TE
ABAnTIONOU TNG loTraviag
loTraviag
DIPLOMA DE
ESPANOL COMO DIPLOMA DE
LENGUA
DIPLOMA DE EXTRANJERA ESE@’JSL COMO
(GuA INTERMEDIO) - | EXTRANJERA (NIVEL
EXTRANJERA (DELE) (péxp! 2008) '2'\(‘)'(%')’*'&%225'-5) (éxp!
(NIVEL i aré 1o lvotirogro IvoTiToUTo Cervantes €€
SUPERIOR) - Cervantes €¢ ovépaTOC Tou
(DELE) (uéxe! OvoaTog Tou YToupyeiou Maudeiag
2008) YTroupyeiou Maideiag, MoAMGuoU Kail ’
MoAImiopoU Kai ABANTIGHOU TNC
ABANTIOPOU TNG loTraviag
loTraviag
CERTIFICADO
IZMNANIKA SUPERIOR E.O.I.
(ESCUELAS CERTIFICADO
OFICIALES DE ELEMENTAL E.O.I.
IDIOMAS) atré 10 (ESCUELAS
YTroupysio OFICIALES DE )
Maideiag, IDIOMAS)
MoAimiopou kai
ABANTIOPOU TNG
lomraviag
DIPLOMA DE
ESPANOL- NIVEL DIPLOMA DE DIPLOMA DE DIPLOMA DE

C2 (DELE) a6 10
IvoTiTodTo
Cervantes ¢
OVOUATOG TOU
YTroupyeiou
Maideiag,

ESPANOL-NIVEL C1
(DELE) armé 10
IvoTitouTto Cervantes
€€ ovopaTog Tou
YTroupyeiou Maideiag,
MMoAimiopoU Kai

ESPANOL-NIVEL B2
(DELE) a6 1o
IvaTitouTto Cervantes
€€ ovOuaTOG TOU
YToupyeiou Maidegiag,
MoAImopoU Kai

ESPANOL -NIVEL B1
(DELE) armré 1o
IvaTitoUTo Cervantes ¢
ovOUaTOG TOU
YTroupyeiou Maidegiag,
MoAimopoU Kai

MoAImiopoU Kai ABANTIoHOU TG ABANTIOPOU TNG ABANTIOPOU TNG
ABANTIOHOU TNG loTraviag loTraviag loTraviag

loTraviag

Kpariko Kpartiko Kpartiko

MaTotroinTikd MoToTroiNTIkO MaoTotroinTikd Kpartiké MiogtomroinTtikéd
woooudbeiag FA\wooopdbeiag Fwoooudbeiag Fwoooudbeiag

emmrédou M2 Tou
v.2740/1999, 6TTwg
QAVTIKOTAOTAONKE WE
v 1Tap. 19 Tou
Gpbpou 13 Tou v.
3149/2003

emmmédou M1 Tou
v.2740/1999, 6TTwg
AVTIKOTAOTAONKE HE
v 1Tap. 19 tou
&pBpou 13 Tou v.
3149/2003

emmédou B2 Tou
v.2740/1999, 6TTwg
QAVTIKOTAOTAONKE PE
TNV Tap. 19 tou
&pbpou 13 Tou v.
3149/2003

emTédou B1 Tou
v.2740/1999, 6TTwg
QAVTIKOTAOTABONKE PE TV
map. 19 Tou apBpou 13
Tou v. 3149/2003

12



ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

NIZTOMOIHTIKA TAQZZOMAGEIAZ

“ENH FAQssA | EMINEAO C2 :En"(')';'\'\E(A}?A,C\ﬁ EMINEAO B2 EMINEAO B1
- (APIZTH T'NQZH) NQSH) (KAAH 'NQZH) (METPIA 'NQZH)
CEPTUDOUKAT — CEPTUOUKAT —
PYCCKUM AA3bIK | PYCCKUM A3bIK g&ggmg”;pgbl‘}(
KAK KAK CEPTUOUKAT —
MHOCTPAHHBIA | MHOCTPAHHBIN | (A o | PYCCKIM A3bIK KAK
YETBEPTbHIN TPETUU BTOPOW VHOCTPAHHbLIU
CEPTNOVKALINO | CEPTUOVKALMOHH CEPTVOVKALIMOHH MEPBbLIN
HHbI YPOBEHb bl YPOBEHb Tou - CEPTUOUNKALUMOHH
Tou PiIAoAoyikou di1AoAoyikoU bl YPOBEHb Tou bl YPOBEHb Tou
Tur . ®diAoAoyikoU e
Kpnpmqg TOU ;pnumo'g Tou TAPATOC TOU q")\Olé\OV'KOU,TUﬂHGTOG
patikou paTikoU . Tou KpaTikou
MavemmoTnuiou Tng | MavemoTnuiou TnG Kpamikou . MavemmoTnuiou TNG
Moéoxag «M.V Méoxag «M.V Mavemornuiou Tng Moéoxag «M.V
L Xag «\LV. XaG «M.V. Moéoyxag «M.V. XaG «MLV. .
0mONOoSoV», je Lom’onosoy», ME Lomonosov», pe Lomonosov», e popéa
Popea xopnynong Popea xopnynong : . Xopnynong otnv
: : Popea xopnynong : -
oTtnv E’)\)\cxécx TO otnv E’Mcxéa TO . | omv EMésa To EAAGDQ TO P(:UO'IKO
Pwoiko Pwoiké EmoTtnuovikd . . | EmoTnuovikoé kai
EmoTtnuoviké kai Kal MoANITIoTIKO Pwaiko EmaTnuovike MoAimioTikG Kévtpo T
M MHOVIKO ; . Kai MoAITiaTiKG . PO NS
OAITIOTIKO KévTpo Kévtpo Tng MNpeofBeiag Kévtpo Tne MpeoBeiag MpeoBeiag TNg Pwaiog
NG MNpeoPBeiag Tng NG Pwaiag otnv Tne Pwaiag otV otnv EANGSa (¢wg
Pwoaiag otnv EANGSa (Ewg EAAGBG (€W 31/12/2014)
EANGBA (Ewg 31/12/2014) 311121201 4)§
31/12/2014)
CEPTUDOUKAT O
ng?gﬁﬁggm CEPTV®OUKAT O CEPTVI®OVKAT O
oro MPOXOXXOEHNA MPOXOXXOEHN CEPTUOUKAT O
TECTVPOBAHMS FOCYOJAPCTBEHHO | TOCYOAPCTBEHHO NPOXOMIEHNV
ro ro
ggbfgycg\?My TECTUPOBAHUA TECTUPOBAHUA BO.IPE%H.I'.A"APPCO-FS E:;;? r
PQEIKA Onoomovdiakay | HQ PYCCKOMY o PYCCKOMY MO PYCCKOMY
KOATIKOV A3bIKY 1wV A3bIKY 1wV A3bIKY Twv
|6p UUGTWOV OpooTrovdiakwv OpooTrovdiakwyv OUOOTIOVSIAKGY
avpd)fcxmg KPATIKWV 1I0pUUATWYV KPATIKWVY 16pUUATWYV K;GTIKU’JV IBEUUATOV
ekTTaidEUONG TNG avwramg avwramg avwTaTNG EKTTAI®EUONG
. ekTTaidEUONG TNG ekTTaideuong g -
PwoikAg NS Pwaoiknig
OpooTrovdiag Pwaikng Pwaikng OpoaTrovdiag
«Kparikou , Opoarrovdia, Ouoarrovdiag, «Kpartikou |V0,TITOL'JTOU
«Kpartikou «Kpartikou

IvoTitodTou Tng
PWOIKAG YAwooag
A.Z.Mouokiv»,
«Kpartikou
MavetmoTnuiou TNg
Méoxag
M.B.Aopovooof»,
«Pwaikou
MavemoTnuiou NG
DiAiag Twv Aawvy,
«Kpartikou
MavetmoTnuiou TNg
Ayiag
MeTpoUTTOANGY,
«Kparikou
MavemoTnuiou NG
Tioupévy emiTTédOU
C2/TPKW-4
(METBEPThIN
CEPTUONKALMO
HHbIN YPOBEHb)

IvoTiTodTou TNG
PWOIKAG YAWOooag
A.Z.TouoKIvy,
«KpaTikou
MavemoTnuiou NG
Méoxag
M.B.Aopovocof»,
«Pwaoikou
MavetmoTnuiou TG
@iAiag Twv Aawvy,
«KpaTikou
MavemoTnuiou NG
Ayiag MeTpouTToAng»,
«Kpartikou
MavetmoTnuiou TG
Tioupév» emTITTESOU
C1/TPKW-3 (TPETUW
CEPTUOUNKALIMOHH
bl YPOBEHb)

IvoTiToUTou TnNg
PWOIKAG YAwooag
A.Z.MolokKIvy,
«Kpartikou
MavemmoTnuiou TNG
Méoxag M.B.
Nopovéoofy,
«Pwaoikou
MavetmoTnuiou NG
diAiag Twv Aawv,
«Kpartikou
MavemmoTnuiou TNG
Avyiag MeTpoUtroAng»,
«Kpartikou
MavetmoTnuiou NG
Tioupév» eITTESOU
B2/TPKWN-2 (BTOPOW
CEPTUDOUKALIMOHH
bl YPOBEHb)

NG PWOIKAG YAWOOAG
A.Z.lMouokKivy,
«Kpartikou
MavetmoTnuiou NG
Méoxag
M.B.AopovoooB»,
«PwaolkoU
MavemmoTnuiou TnNg
OiNiag Twv Aawvy,
«Kpartikou
MavetmoTnuiou NG
Ayiag NeTpouTTroAng»,
«Kpartikou
MavemmoTnuiou TnNg
Tioupévy» eTTiTéSOU
B1/TPKW-1 (MEPBbI
CEPTUOUKALIMOHH
bI1 YPOBEHb)
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“ENH FAQssA | EMINEAO C2 :En"(')';'\'\E(A}?A,C\ﬁ EMINEAO B2 EMINEAO B1
- (APIZTH T'NQZH) NQSH) (KAAH 'NQZH) (METPIA 'NQZH)
PYCCKWMN A3bIK - | PYCCKNN A3bIK — PYCCKUM S3bIK — PYCCKUM S3bIK —
AnTIOM MOCTNOPOTOBLIV | hoporopbIit SNEMEHTAPHbI/
MYWKWH YPOBEHb yp
OBEHb YPOBEHb
(IN2TITOYTO (IN>TITOYTO INITITOYTO INITITOYTO
MOYZKIN MOYZKIN AOHNQN) ( (
AGHNQN) MOYZKIN AOHNQN) | NMOYZKIN AGHNQN)
Kpartiko Kpartiko Kpartikd
TNOTOTTOINTIKO MoToTroinTIKO MoTotroinTikd Kpartiké tmoToTmoinTiko
yAwooouabeiag Fwoooudbeiag Fwooopdbeiag yAwooouadeiag
emmmédou 2 Tou emTédou M1 Tou v. emTédou B2 Tou emTédou B1 Tou
v.2740/1999, é1rwg | 2740/1999, 6TTwg v.2740/1999, é1rwg v.2740/1999, é1rwg
QVTIKATAOTABNKE PE | AVTIKOTAOTAONKE UE QVTIKATAOTAONKE UE QvTIKATAOTABNKE PE TNV
TNV Map.19 Tou TNV TTap.19 Tou TNV TTap.19 Tou 1ap.19 Tou dpbpou 13
dapBpou 13 Tou GpBpou 13 ToU dpBpou 13 ToU Tou v.3149/2003
v.3149/2003 v.3149/2003 v.3149/2003
MatotroinTikd avtioToixou emmédou (C2, C1l, B2, B1) mou ekdideTalr kai xopnyeitar amd TO
16pupa MeAeTwov Xepoovrioou Tou Aipou (IMXA) peta amd e€etdoeig (dpbpo 248 v. 4610/2019)
KalI pE TNV TTpoUTréBeon o1 Ta MioTotroiNTiIkA €£xouv €kd0Bei peTd TNV 7-5-2019, nuepounvia
dnuoaiguong Tou avwTéPw VOUOU.
Certificate of the Certificate of the Certificate of the
Arabic Language Arabic Language Arabic Language Certificate of the Arabic
Proficient Level — Advanced Level — C1 | Experienced Level — Language Intermediate
C2 tou Tou MavemoTtnuiou B2 tou Level — B1 Tou
MavetioTnuiou «An-Najah National MavetmoTnuiou «An- MavetmoTnuiou «An-
«An-Najah National | University Tng Najah National Najah National
APABIKA University Tng Nablus» University Tng University Tng Nablus»
Nablus» Nablus»
MatotroinTikd avtioToixou emmédou (C2, C1l, B2, B1) mou ekdideTal kal Xopnyeitar amd To
15pupa MeAeTwov Xepoovrioou Tou Aipou (IMXA) petd amd egetdoeig (dpBpo 248 v. 4610/2019)
KalI pE TNV TTpoUTréBeon o1 Ta MioTotroiNTiIkA €£xouv €kd0Bei peTd TNV 7-5-2019, nuepounvia
dnuoaicuong ToU avwTEPW VOUOU.
MatotroinTikd avtioToixou emmédou (C2, C1, B2, B1) mou ekdideTalr kai xopnyeitar amo To
AABANIKA 15pupa MeAeTwov Xepoovrioou Tou Aipou (IMXA) petd améd e€etdoeig (dpBpo 248 v. 4610/2019)
KaI pE TNV TTpoUtéBeon Ot Ta lMoTtomoinTikG €xouv €kdoBei petd TNV 7-5-2019, nuepopnvia
dnuoaicuong ToU avwTEPW VOUOU.
MoTtotroiNTikd avrioToixou emmédou (C2, C1, B2, B1) 1Tou €kdideTal Kal xopnyeitar amd 10
BOYAFAPIKA 16pupa MeAetwv Xepoovrioou Tou Aipou (IMXA) petd amd egetdoeig (GpBpo 248 v. 4610/2019)
KaI pE Tnv TTpoUtéBeon 61 Ta MiotomoiNTikd €£xouv €kd0Bei petd Tnv 7-5-2019, nuepounvia
dnuoacicuong ToUu avwTEPw VOUOU.
MatotmroinTiké avtioToixou emmédou (C2, C1l, B2, B1) mou ekdideTal kai Xopnyeitar amd To
POYMANIKA 16pupa MeAetwv Xepoovrioou Tou Aipou (IMXA) petd amd egetdoelg (GpBpo 248 v. 4610/2019)
Kal pE TNV TTpoUtéBeon 61 Ta MiotomoiNTikG €£xouv €kd0Bei petd Tnv 7-5-2019, nuepounvia
dnuoaicuong ToU avwTEPWw VOUOU.
MatotmroinTiké avtioToixou emmédou (C2, C1, B2, B1) mou ekdideTal kai Xopnyeitar amd ToO
SEPBIKA 1I5pupa MeAeTwov Xepoovrioou Tou Aipou (IMXA) petd amd e€etdoeig (dpBpo 248 v. 4610/2019)
Kal e Tnv TpoUTéBeon 6T Ta MioTotroinTika €xouv e€kd0Bei peTd TNV 7-5-2019, nuepounvia
dnuoaoicuong Tou avwTEPw VOUOU.
MoTtotroiNTikG avtiotoixou emmédou (C2, C1, B2, B1) 1rou ekdideTal Kal xopnyeital amd To
16pupa MeAetwv Xepoovrioou Tou Aipou (IMXA) petd amd eetdoelg (apBpo 248 v. 4610/2019)
KaI pe Tnv TTpoUtéBean o1 Ta MiotomroiNTikd €£xouv €kd0Bei peTd Tnv 7-5-2019, nuepopnvia
TOYPKIKA dnuoaicuong ToU avwTEPw VOUOU.

Kpariko Kpartiko Kpartiko Kpartikoé 1moTotmoinTiko
TMOTOTTOINTIKO MoToTroINTIKO MoTtotroINTIKG yAwooouadeiag
YAwooouadeiag FA\wooopdbeiag FAwoooudbeiag emrédou B1 ToU
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EMINEAO C1

= ENINEAO C2 ENINEAO B2 ENINEAO B1

SER a2 (APIZTH T'NQZH) (FIL%I;:Y'_I;(AAH (KAAH 'NQZH) (METPIA 'NQZH)
emimTédou 2 Tou emmmédou 1 Tou v. emimédou B2 Tou v.2740/1999, 6TTWwg
v.2740/1999, éTrwg | 2740/1999, 6TTwg v.2740/1999, é1rwg AVTIKATAOTABNKE PE TNV
QVTIKATAOTABNKE PE | QVTIKOTOOTAONKE JE AVTIKATAOTAONKE ME map.19 Tou dpbpou 13
v 1Tap.19 Tou TNV 1Tap.19 Tou TNV Tap.19 Tou ToU v.3149/2003
apBpou 13 Tou apBpou 13 Tou dpBpou 13 ToU
v.3149/2003 v.3149/2003 v.3149/2003

e H dpiotn yvwon omolaodAtmoTte {Evng YAwooag SIQTTIOTWVETAI E TO OIKEIO
KATA TTEPITITWON YAWOOOG:

(i) Trruxio R diTTAwpa AyyAikng MNwooag kalr PiIAoAoyiag ;A MaAAIKAG MAwooag Kai
diIdoloyiag i1 Teppavikng Mwooag kar DiIAoAoyiag 1 ITaAikng MAwooag Kal
®iIdoloyiag A ITaAikAG kai loTravikng MAwooag kai PiAoAdoyiag i loTravikig
Mwaooag kai idoloyiag | Pwaolkrg 1 Toupkikng i BouAyapikAg 3 Poupavikng
Mwooag, PidoAoyiag kai MNMoAimiopou Mapeugeiviwvy Xwpwv 1 Pwoikig MNwooag
Kail PiIAoAoyiag kal ZAABIKWY ZTToudwV €10aywyYIKN KateuBuvon Pwoikhg MNwooag
Kal ®iIAoAoyiag 11 ToupkiKwy ZTToudwv Kal ZUyxpovwyv ACIATIKWY ZTToudwv A
lotravikng FAwooag kar [MoAmopyou A =Zévwv TAwoowv, Metdepaong Kal
Aigpunveiog AElI Tng nuedatAg 11 akadnuaikd 100d0vapog N 100TINOG TiTAOG
OXOAWV TNG NUEBATTAG 1] AAAODATTAG, aVTIOTOIXNG EIDIKATNTAG.

(i) Mruxio, TTPOTITUXIOKO 1 METATITUXIOKO OiTTAWPa A 81dakTopikd  SiTTAWMNC
OTTOIOUBATIOTE  avayvwpIouEVou  10pUMaTOS  TPITORABuIag  ekmraideuong TG
OAAOBATTNG, CUVOBEUBUEVO aTTO OXETIKA BeRaiwon Tou 1I5pUPATOG Yia TN YAwood
OTNnV OTToi0 TTPAYHATOTTOINBNKAV oI OTTOUBEG, £QOCOV QUTH dIaYOoPOTTOEiTAl ATTO
TNV €TTIONUN YAWOOQ TNG OIKEIAG XWPAG.

(iii) MeTatrTuyiokd SiTTAwWPO OTO TTAQICIO Cuvepyaaiag eKTTAIOEUTIKOU 16pUNATOS
TPITOR&BUIaG  ekTTaideuong TNG NUESOTTAG ME AVAYVWPICUEVO OPOTAYEG TNG
OANODQTTAG 1 ME METATTTUXIOKG OITTAWPO TNG NUEDATTAG, €QOCOV N YAwooo
O0I0a0oKOAiag, Twv €EETACEWY, TNG OUYYPOQNG KAl TnG Trapouciaong Tng
METATITUXIOKAG €pyaciag €ival AAAN TTANV TNG eAANVIKAG KaTd Ta opidpeva OTIG
oIKeieg OIOTALEIG, OUVOBEUOUEVO aTTO OXETIKN BeRaiwon Tou 16pULOTOS Yia Tn
YAWOOQ 0TV OTT0ia TTPAYUATOTTOINONKAV 01 OTTOUOEG.

o H oAU kKaAn yvwon omrolaodATTOoTE {£vnG YAWO OGS ATTOSEIKVUETAI ME:

(i) ammoAutrpio TiTAO ) TITUXiO avayvwpiopévou &évou oxXoAgiou deuTepofaBuIag
ekTTaideuong NG NUedATTAG Katd Tnv TTap. 8 Tou dpBpou 35 Tou v. 4186/2013 (A’
193), o6mwg Ioxvel, €pdoov Ta paBriuata SleEdyovTal OTTOKAEIOTIKA o€ AAAN
yAwooa ANV NG EAANVIKAG, ouvodeudpeEVo atrd OxeTIKA BeBaiwon Tou oxoAgiou
yia TN YAWooa aTny oTToia TTpayuatoTroiénkav 1a yadnuara,

(i) atroAUTAPIO TITAO 1) TITUXIO OXOAIKNG HovAadag TG aAAodaTTig deuTtepoBaBuIag
N petadeutepoBdbuiag  ektmaideuong, I100TIWO  TwV  EAANVIKWYV  OXOAgiwv
AcutepoPaBuiag Ekmaideuong, e@ooov €xel  ammoktnOei PETG ATmd KAVOVIKNA
@oiTnoN TOUAAYXIOTOV £€1 €TWV 0TNV aAAODATTH, cuvodeuduEVO aTTo:

a) BePaiwon 100TIHIAG yIa TO €TTITTEDO TNG KTTAIOEUTIKAG PBabpidag otnv otroia
avikel, Tou Xopnyeital amdé Tov OEEK 3 EOIMM 4 EOMMNEN f amé tnv apuddia
AicuBuvon Tou YTroupyeiou Maideiog Ereira amd v €kdOON TNG AVTIOTOIXNG
OTOMIKNAG BIOIKNTIKAG TTPAENG 100TIMIaG ri/Kal

15



ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

B) PBePaiwon TG OXOAKKAG povadag yia TN YAwooo OTnv  oTroia
TIpayHaTOTTOINBNKAV 01 OTTOUdEG, £OCOV auTr dIAQOPOTTOIEITAI ATTO TNV £TTIoNUN
YAWOOQ TNG OIKEIAG XWPAG.

e H apiotn (M2 4 C2), oAU kaA (M1 A C1), koAl (B2 i B2) kai yétpia (B1 B1)
yvwon oTrolaodNTToTE &EvNG YAWOOoAg SIATTIOTWVETAI PE QVTIOTOIXOU ETTITTEOOU
Kpatiké [MiotomoinTikd T[AwoooupdBelag Tou v. 2740/1999, o&1wg
avTIKaTaoTAONKE pe TNV TTap.19 Tou dpBpou 13 Tou v.3149/2003.

levikég eTIONMAVOEIG:

o TiTAOI OTTOUBWYV YVWONG &EvNG YAWOOOG UTTEPKEINEVOU ETTITTEDOU ATTOOEIKVUOUV
KAl TN yvwon KaTwTepou (¢nTouuevou) eITTEDOU TNG EEVNG YAWOOOG.

o H adeia emdpkeiag didackaAiag ¢Evng yAwoodg, dev atTodeIKVUEI TNV yvwon &Evng
yAWwooag. O1 uttoWn@iol KATOXol TNG OXETIKAG Adelag TTPETTEI va ATTOdEIOUV Tn
yvwon Tng &vng yAwooag pe évav atmd Toug opIOuEVOUS TPOTTOUG atTédeItng
QUTAG TTou TTEPIAaBAvovTal aTo TTapodv MapdpTtnua.

o OAor o1 TiTAOI OTTOUBWYV &EvnNG YAWOOAG TTPETTEI VA OUVOBEUOVTAl ATTO ETTIONKN
METAPPOOT TOUG OTNV EAANVIKA YAWOOQ.

16


ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

NMAPAPTHMA A3 ANNEX 1

Horizon Europe (HORIZON)

Description of the action (DoA)
Part B

Version 0.5
30 April 2024


ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

Project: [101168007] — [ENDURANCE] — [HORIZON-CL3-2023-INFRA-01-01]

EU Grants: Description of the action (DoA) (HE): V2.1 — 15.11.2022

Contents
[ (1Y (0] Yo | B4 1 F= T o = PSSP 4
1. EXCRIIEINCE ... 5
0 AN o ] 1 (o1 o 5
1.1.1.  Motivation and ODJECLVES ..........cuuuiiiiii e e e e e e e e e e e e e sttt e s e eaaeeeaannes 5
1.1.2. Ambition, Project RESUILS, MatUILY ...........oeeuiiuiiiie e e e eeees e e e e e eeeeeae s e e e e e e eeenees 8
2 |V =1 oo (o] [ To | PSSR 16
1.2.1.  Overall Methodology and Underpinning Concepts, Models, ASSUmptions .................c....... 16
O N o 011 (=01 (1 18
2 T 1[0 S o 1= SRS 24
1.2.4. Linked Research and INNOVALION ACLIVITIES ........uuuurruruuruuriiririiieiinnennennennneeenrernrenenneneees 30
1.2.5. Interdisciplinarity and Integration of Social Sciences and Humanities................ccccccvvennnens 31
O ST € 1= 1o o L= g 0Ty =T o S (o) o [ 32
1.2.7.  OPEN SCIENCE PrACHCES ... uuuuuuutiiiuiiiittiititeteteaeeaeessseaees e es e s ee bbb esbebeesesbsseesbsssesbeesennnne 32
1.2.8. Management of Research Data and Other Research OQUtpUtS..........cccooeeeiiiiiiiiiiiin e, 32
P2 [ 0] o= T TP PP PSRPP 33
2.1.  Pathways TOWArdsS IMPACT ........ceiiiiiiiiiiiiiiiiiiiieee ettt ettt e e eeeeaees 33
2.1.1. Contributions Towards the Expected OUICOMES........ccoeieieiiiiiiiiiiiii e e 33
2.1.2.  Contributions Towards the Expected Wider IMpPacts ...........coooveeeieiieieeeeeeeee, 37
2.1.3.  Requirements and Potential BarfiErsS........cccoiiiieiiiiiiiiiiii e e e 38
2.2.  Measures to MaximiSe IMPACT..........cuiiiiiiiiiiiiiiiiiiii ittt eeeees 39
2.2.1. Dissemination, Standardisation, and Policy MaKing............ccccccvieiiiiiiiiiiiiiiee e, 39
2.2.2.  Exploitation Plan and Sustainability Pathway ..............cccooooiii 41
2.2.3. Communication and Collaboration.............ccooeiiiiiieie e 43
224, IPR MANAGEIMENT ...ttt e ettt e e e e et e e e et e e e e et e e eea b e e e e e e e eernena s 44
P T YU [ 01 00 = TSP TRTUPPPTP 45
3. Quality and Efficiency of the Implementation ... 47
I 70t I ViV Lo ¢ 1 o F= T I= T o B =T 0T o =P a7
3.1.1.  Overall Structure of the WOrK Plan ...........ccoooiioiiiieiee e a7
31,2, SUMMANY OF COSES ..o i e 50
3.2. Capacity of Participants and Consortium as a Whole ... 51
3.2.1. Competencies and ComPleMENTAIILY ..........oooeeeeeieie e 51
3.2.2.  ROIES QN0 RESOUITES ... .ttt e e e e e e e ettt e e e e e e e e e e eeaeaa e e e e e aaeeeeneannnns 51
3.2.3.  Industrial / Commercial INVOIVEMENL..........coiiiiiiiiecee e e 52
I S N i 1T F= 1T I = 0 111 U 53
3.2.5. Role and budget of Associated Partners ............oouuuiiiiiiieeeiceeieie e e e 53
4. EthICS SEIf-ASSESSIMENT..... it e ettt e e e e e e e e e e eatta e e e e e e e eeenattn e e e e eaaeeennnes 53
4.1. Ethical dimension of the objectives, methodology and likely impact .............ccccoeeeii i, 53
4.2. Compliance with ethical principles and relevant [egislations ..., 55
5. Summary of the ProjeCt SECUNLY ISSUBS ........uuuiiii et e e e e e e e 56



ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

Project: [101168007] — [ENDURANCE] — [HORIZON-CL3-2023-INFRA-01-01]

EU Grants: Description of the action (DoA) (HE): V2.1 — 15.11.2022

5.1. Sensitive Information with Security Recommendation ...................uuueimiiimiiiiiiiiiiiiiiie 56
S 1= Tt U 1Y = | SRR 57
5.2.1.  Security AdVISOry BOArd (SAB)......ccoooi i 57

5.3.  Other project-specific SECUTILY MEASUIES.........ccuuiuiii e e eeeeeeiieee e e ee e e e s e e e e e e e e e e e e aaeeaanne 58
6. Information about Security PracCtitioners ............ooooii oo 58



ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

Project: [101168007] — [ENDURANCE] — [HORIZON-CL3-2023-INFRA-01-01]

History of Changes

Part B
Date
04/04/2024

10/04/2024

17.04.2024

22.04.2024

30.04.2024

Page/Section
Page 8, 9, 10, 12,
14, 15, 16, 17, 18,
19, 20, 21, 23, 25,
27, 28, 29, 30, 31,
32, 33, 34, 35, 36,
37, 38, 39, 40, 41,
43, 45, 46, 49, 50,
52, 53, 54, 57, 58,
62

Page 61

Page 62 & 63

Page 56, 57, 58,
59, 60, 61, 63

Section 3.1.1
Page 2&6
Section 3.2.4
Section 3.2.5
Section 3.1.2
Section 6

Section 5.1

Secton 5.2.1

Section 5.2.3
Section 5.4

Section 1.1.1 ,
1.2.1, 1.2.4, 1.2.5,
1.2.6, 1.2.7, 1.2.8,
2.1.1, 2.1.3, 2.2.2,
2.2.3, 3.1.1, 3.2.3,
41,4.2,5.4

Section 3.1.1
Section 3.2.4

Section 5,
5.3.1,5.4

5.1,

Sections Security
Aspects Letter,
Security
Classification
Guide, Project
Security Officer

EU Grants: Description of the action (DoA) (HE): V2.1 — 15.11.2022

HISTORY OF CHANGES

Nature of change and reason / justification of change proposed
Updated WP, task and deliverable numbers according to latest Gantt chart

Updated Security Officer

Updated relevant expertise of SAB members

Deleted the instructions boxes

Added chapter 3.1.1.Overall Structure of the Work Plan and updated the task, WP and
deliverables numbers to the latest WP structure as discussed with the Project Officer
Removed pages 2 & 6, as page 2 has instructions and page 6 is empty

Section 3.2.4 »Affiliated Entities« added, with information about Eviden DE

Section 3.2.5 »Role and budget of Associated Partners« added

In Section 3.1.2 kept only Subcontracting costs table

»Information about security practitioners« chapter moved to the end of the document

In the deliverables table, kept only the deliverables present in the Security Evaluation
Summary Report.

In parentheses, kept the former deliverable numbers (as in the Proposal).

Deleted sub-sections, kept only the sentence related to the project not producing classified
information.

Project Security Board replaced with Security Advisory Board
Confirmation for implementing the measures forseen in the Tackling R&I foreign interference
added.

As WP 11 for IMPACT is comprising both phases (1&2), deliverables and task numbers are
updated accordingly.

As WP 11 for IMPACT is comprising both phases (1&2), the figure with the WPs &
the Gantt chart are updated accordingly.
Cost and granted amount for Eviden Germany are updated according to PM rate.

Updated according to feedback from Project Officer

Removed as not manadatory (feedback from the Project Officer)



ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

Project: [101168007] — [ENDURANCE] — [HORIZON-CL3-2023-INFRA-01-01]

EU Grants: Description of the action (DoA) (HE): V2.1 — 15.11.2022

1 . EX C eI I e n C e ENDURANCE ALL-HAZARD FRAMEWORK FOR PAN-EUROPEAN, CROSS-X DISRUPTION RESILIENCE

1.1. Ambition

1.1.1. Motivation and
Objectives

Amidst an increasingly interconnected
and Comp|ex world, the provision of RISK IDENTIFICATION & ANTICIPATION

essential SerViceS remains CrUCiaI fOI‘ DYNAMIC IDENTIFICATION AND ANTICIPATION OF VULNERABILITIES, THREATS, HAZARDS, RISKS
the well-being of European citizens
and the smooth functioning of the
internal market. Yet, the ever-evolving TRAINING & AWARENESS
landscape of risks, ranging from cyber AWARENESS RAISING, CULTURE DEVELOPMENT, AND CAPACITY BUILDING
threats, physical attacks, and human
errors to natural disasters, demands a DISRUPTION RESILIENCE STRATEGY
proactive and Collaborative pan_ HARMONISED PAN-EUROPEAN DISRUPTION RESILIENCE STRATEGY
European approach to ensuring
disruption  resilience.  Therefore,
ENDURANCE is driven by the critical
need to fortify Europe’s essential services against potential disruptions, transcending the sole focus
on the underlaying critical assets.

Recognizing the significance of the Critical Entity Resilience (CER) and NIS2 Directives in setting the
groundwork for resilience and, in parallel, the current silo approach to the Critical Infrastructure (ClI)
resilience and business continuity of essential services they provide, we will assist the Cl authorities across
Europe in fully grasping and harmoniously implementing both directives. By comprehensively
understanding and preparing for the demands of these legislative measures (and their national
implementations), we aim to empower the Cl authorities and, consequently, the Cl operators and other
relevant stakeholders with the know-how, methodologies, services, and strategies needed to navigate the
complexities of disruption resilience effectively.

At the heart of the project lies the ethos of collaboration and cooperation at all levels. We are committed
to fostering active engagement of Cl authorities, operators, and other relevant stakeholders as well as the
innovators, scientists, and consultants working in the area — across the geographical and sectoral
boundaries. Through inclusive and diverse participation, we envision a united front against disruptions to
essential services, thus ensuring comprehensive preparedness and effective response capabilities
against disruptions caused by any threat or hazard.

Our ambitions extend beyond theoretical frameworks. While conducting in-depth analyses of the
interdependencies of various essential services, and the pertaining threats, hazards, and risks is
fundamental, we take a proactive stance by developing comprehensive methodologies, interoperable
technologies, and pragmatic strategies to increase their resilience. Our dedication does not stop there;
we will rigorously (stress) test these solutions in a joint, synchronised, and cross-sector/-border manner
to ensure their real-world effectiveness and scalability. Moreover, to bolster Europe’s preparedness, we
will provide comprehensive and immersive training materials and services, empowering the human
chain with the knowledge and skills to address disruptions confidently and effectively.

In an ever-changing landscape of challenges, ENDURANCE stands as a testament to the power of
collaboration, proactive disruption resilience, and a unified European response to safeguard essential
services, the well-being of European citizens, and prosperity and sovereignty of the European economy.
By fostering cooperation, sharing knowledge, and harmoniously implementing robust strategies and
technologies, we aspire to strengthen Europe’s resilience and secure a future where disruptions are
met with preparedness, resolve, and unity.

OIVEIYIESeN: As illustrated above, we undertake targeted activities to: (i) Enhance strategic
cooperation and collaboration among the European CI stakeholders at all levels (bringing together
100+ relevant practitioners and experts across Europe). (ii) Develop datasets, registries,
methodologies, technologies, and services (at TRL6-7) for secure sharing and federated processing
of CER-relevant data, joint assessment of relevant risks and resilience, and large-scale stress-testing of
preparedness. (iii) Provide harmonised and pragmatic strategy for the continuity of the interconnected
essential services (adopted by 20+ relevant European sectorial and national Cl authorities).

UNITY

RISK & RESILIENCE ASSESSMENT
CONTINUOUS, REAL-TIME ASSESSMENT OF CROSS-X RISKS AND RESILIENCE
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Objective #1 — UNITY: Encourage, enhance, and support the all-level, pan-European strategic
cooperation, operational collaboration, and continuous communication, enabling exchange of
experience and best practices.

Related WPs: Key Results and KPIs: See Section 1.1.2.1 (means for cooperation)
WP1&WP2

We will organise 12 national and 3 European workshops with competent authorities from different EU
Member States (MSs), Cl operators, and other relevant Cl stakeholders to establish a framework for
understanding the current functioning of the European CI and provide cooperation mechanisms at different
levels: Local, regional, national, cross-border; Within and across sectors; Between public and private
entities; With governments and policy makers.

These workshops will serve as means for strengthening relationships among the CI stakeholders, for
exchanging knowledge, experience, and best practices among them, and for gathering inputs for the
development and co-creation of the ENDURANCE results. Enhanced strategic cooperation, active
collaboration, and continuous communication among the Cl stakeholders will enable faster identification
of potential challenges and gaps, and faster identification of effective solutions and coordinated actions for
better joint resilience against disruptions. The workshops will be gradually transformed into a Working
Group on Disruption Resilience (WGDR, with 100+ members by the end of the project) that will
independently continue activities after the project end.

We will continuously explore existing initiatives, networks, and working groups (e.g., the Critical Entities
Resilience Group (CERG), NIS2 Cooperation Group, or relevant working groups established in EU-funded
projects, e.g., the SUNRISE Working Group on pandemic resilience) and seek liaisons with them when
establishing the WGDR. The WGDR will thereby provide a dynamic environment for active engagement
of various CI stakeholders at all levels and across various sites, organisations, sectors, and
borders. With the support of the practitioners and experts participating in the WGDR, we will gather,
merge, and share the know-how and experience in ensuring resilience of essential services, and, with that,
harmonise the understanding and support the implementation of the resilience-focused European,
national, and sectorial legislation (e.g., CER and NIS2 Directives).

The consortium includes 7 competent authorities (national, regional, sectorial) and 6 public and private
Cl operators from 6 different sectors (digital, energy, health, =
public administration, drinking water, wastewater) from 4 different !
EU MSs (Slovenia, Romania, Italy, Greece) as illustrated on the
right. Their participation in project workshops and the WGDR will be !
extended to other organisations outside the consortium
representing other sectors and countries to ensure that our results , rustic o T oRNKNGE
reflect the needs of different stakeholders across the EU, to promote ~ A°MNSTRaTIoN ™ ; ), L WETEAAE
our results to a wide audience, and to facilitate the spirit of ——rnym, "N e
collaboration and unity beyond the project end.

Objective #2 — PREPAREDNESS WITH SERVICES: Establish a trusted data space for CER-relevant
data and deliver user-friendly and interoperable services for (1) secure exchange and federated
processing of such data, (2) essential-service-oriented digital twins, (3) continuous identification and
assessment of risks and resilience, and (4) human-centric simulation and interactive training,
empowering a broader community of Cl stakeholders.

Related WPs: WP3- Key Results and KPIs: See Sections 1.1.2.2-1.1.2.6 (enablers and services)
WP8

The goal of ENDURANCE is to define and set the basis for an EU-wide ecosystem of data, models,
methods, tools, and services to support the competent EU MS authorities and CI operators in
evaluating, understanding, and proactively ensuring resilience of essential services against potential cyber
and physical threats and risks, including natural hazards. The focus of ENDURANCE is on public or private
Critical Entities (CE), as defined by the CER Directive, that are providing essential services, which are
crucial for the functioning of the vital societal functions, economic activities, public health and safety, and
the environment. Our aim is to enhance their resilience, intended as “the ability to prevent, protect
against, respond to, resist, mitigate, absorb, accommodate, and recover from an incident” that have the
potential to (significantly) disrupt the provision of essential services.
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In accordance with the CER Directive, EU MS and their competent authorities (responsible for resilience
on national level and/or for overseeing operators) play a fundamental role in the overall risk assessment
process. These authorities are pivotal in =

evaluating the nature and scope of risks, N i h% m 0 s Authorts
encompassing cyber and physical (incl. natural)
elements. This involves (i) the identification and
analysis of potential vulnerabilities, threats, e
and hazards that may escalate to (severe) | renninga o—
incidents and (significant) essential service " prm—
disruptions, and (ii) the assessment of the e o
potential (negative) impact or loss resulting :
from such incidents and disruptions.

To this end, as shown on the right, ENDURANCE
will deliver tools and services (i) for ClI \ 15, Trusted EU CER
authorities (listed on the right side) (ii) for ClI e

operators, (on the left) and (ii) those common to
both (on the bottom). They will be developed with -
a multi-tiered set of features, building an = “Amws
integrated cross-entity/-sector/-country (cross-X) Data
intelligence framework that transcends RaEL i
individual entities, sectors, and boundaries. Assessment

The tools will be based on results of Horizon
Europe projects (at TRL4) and matured to reach TRL6-7

The baseline for the development of the tools and services will be a Trusted EU CER Data Space, a
registry jointly established, maintained, and used by the CI authorities and operators, which will include
harmoniously defined and identified essential services, critical entities, their interdependencies, and
associated risks and potential impacts.

Objective #3 — PREPAREDNESS WITH STRATEGY: Align and improve current practices, policies,
strategies, and business continuity plans by generating a harmonised pan-European strategy for
disruption resilience.

Related WPs: Key Results and KPIs: See Section 1.1.2.1 (strategy)
WP1&WP2

Insights into the existing practices, policies, technologies, gaps, and challenges provided by (i) the CI
stakeholders during the workshops [WP1&WP2], (ii) the desk research and innovation activities [WP3-
WP8], and (iii) the results of the large-scale exercises [WP9&WP10] (see Objective #4) will serve as a
baseline for the development of a comprehensive, harmonised, evidence-based, pragmatic, European
Strategy for Disruption Resilience that will include (i) common interpretations of the CER definitions,
(if) harmonised methodologies for all-hazard, cross-x risk and resilience assessment, (iii) guidelines for
an effective, joint, cross-x disruption response, and (iv) new models for coordinated crisis
communication, aligned with the significant shifts in our society caused by pandemic, political conflicts,
economic crisis, and natural disasters.

Objective #4 — RESOLVE THROUGH TEST: Design and coordinate large-scale and cross-x exercises
with Cl authorities and operators to stress test their preparedness and ensure that our results are effective
and pragmatic.

Related WPs: Key Results and KPIs: See Sections 1.1.2.7 and 1.2.3 (stress tests and
WP9&WP10 pilots)

Based on the know-how obtained through the international collaboration of various experts and
practitioners, we will design and implement scenarios and plans for coordinated, cross-x, large-scale
(stress) tests to ensure that the developed methodologies, strategies, tools, and services for disruption

preparedness are effective, efficient, and pragmatic. These will be aligned with the EC’s “Cl Blueprint” and
will rely on various simulation and training tools.

The designed tests will serve as a baseline for the large-scale exercises run in 5 strategic and
operational pilots involving 4 EU MS and representatives of 6 critical sectors (as defined by the CER
Directive). In these pilots, all ENDURANCE results will be tested, demonstrated, and validated in
relevant/operational environments with the end users participating in the project, thereby facilitating
more disruption resilient essential services in Europe:

Guidance

& Support
=l

CER
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/ Risk &
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o [VINeZORMIIMAUOIZ=: Involving all Cl authorities and operators, we will capture and tackle
challenges on a cross-border, strategic scale. In this pilot, we will primarily focus on the evaluation
of the Strategy and Risk & Resilience Assessment Service to directly support the Cis in the

implementation of the CER Directive.
o [VSSIoRileyisiis] HeMV SN FATET e MRI@NANNIVAY: We will identify, analyse, and address the cross-sector

challenges on a local, regional, and national level in Slovenia and Romania within and across the
Digital-Energy  and Digital-Health  sectors,

respectively. In these two pilots, we will primarily mor SLOVENIA e
focus on the evaluation of the Digital Twin to Disuption eslenc o mor ITALY
demonstrate and closely analyse the cross-sector Publc Adimistration.

interdependencies. sor ROMANIA —

JCRO Plots ALY and GreccedlUSMIN & - J () 5 GRECE
capture the specificities of the individual countries, B Wastewater Management
regions, and sectors, focusing on the cross-entity,
cross-site, and cross-region aspects in Italy and
Greece in the Public administration and the < mor. EUROPE
(Drinking and Waste) Water Management sectors, e
respectively. In these two pilots, we will primarily =
focus on the evaluation of the Simulation &

Training Service to evaluate usability aspects.

Objective #5 — PROMOTE: Promote the ENDURANCE mission, activities, and results to the relevant
Cl stakeholders across Europe and generate great positive, direct, tangible, and immediate impacts.

Related WPs: WP11 Key Results and KPIs: See Section 2.2 (impact generation)

Throughout the project, we will execute tailored communication, dissemination, standardisation,
exploitation, and policy making activities targeted at specific audiences to (i) increase awareness
about the relevant threats and hazards, (ii) spread knowledge about new means to prepare for their
potential impacts, and thereby increase resilience of essential services, and (iii) facilitate cooperation
opportunities among various Cl stakeholders.

We will also define a framework for a quantitative and qualitative assessment of the positive impacts
that the ENDURANCE solutions have on the society, economy, and environment, and continuously
assess them. [T11.5].

The consortium includes a group of policy makers and practitioners, industry experts, engineers,
researchers, and SSH experts with dedicated know-how, experience, and networks that will (i) bring
valuable feedback from the external communities to the consortium, facilitating the tailoring of the results
to the needs of a wider group of users and market, and (ii) actively promote our results within their
networks, facilitating wider and bigger impact fast.

& Wastewater Management

1.1.2. Ambition, Project Results, Maturity

1.1.2.1. Enhancing Pan-European Cooperation, Collaboration, Communication
[WP1&WP2]

ERENENEES: Many recent events such as pandemic, wars, and ever more severe and frequent natural
disaster have dramatically highlighted the importance of the resilience of the European (critical)
infrastructure and continuity and security of the essential services they support. However, there is a big
challenge in having the ClI authorities (and Cl operators) discussing and joining forces to better understand
the needs of the operators in identifying and anticipating risks, assessing and ensuring resilience, and
managing (potential) significant disruptions, and ways to meet them. This challenge stems from different
aspects, including from the (i) lack of suitable mechanisms and environments for exchanging views
and best practices, and for setting up strategic cooperation and operational collaboration among the CI
stakeholders for joint risk assessment, training, and (stress) testing exercises, and (ii) large diversity in
terms of definitions, methodologies, procedures, best practices, and policies across organisations,
sectors, and borders, hindering cross-x cooperation, coordination, and harmonisation in the
implementation of the CER Directive.

The Commission has set up the Critical Entities Resilience Group (CERG) to provide support on cross-
x risks, best practices, methodologies, training, and exercises to test the resilience of Critical Entities
(CEs). However, it only includes an expert group of EU MS authorities to discuss the provisions of the
CER Directive and their direct and indirect impact, as well as all other matters related to the CI resilience.
Similarly, the Commission has established the NIS2 Cooperation Group (NIS2-CG) that is composed of

8
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representatives of the Commission, ENISA, and EU MSs. However, for a thorough understanding of the
impacts of the CER and NIS2 Directives and the operational challenges of the Cl operators in implementing
them, a wider discussion and synchronisation is needed that also includes the Cl operators and other
relevant Cl stakeholders (e.g., technology providers, researchers).

Currently, the EU MS authorities (national, regional, sectoral) use different practices, guidelines, and
policies for the management of resilience of the essential services they supervise and impose different
requirements on the CIl operators they oversee to assess and ensure resilience. They also may have
different interpretations of the different terms and provisions and are at different maturity levels in their
implementation into the national legislation and/or at operational level. This diversity in definitions,
practices, guidelines, and policies among the authorities results in a lack of harmonization and
standardization in the management of resilience for the connected cross-x essential services. The
conseqguence is a fragmented landscape where Cl operators face varying requirements and expectations
depending on the jurisdiction they fall under. This lack of uniformity can lead to challenges like (i)
inconsistencies where the Cl operators may struggle to comply with disparate sets of requirements and
regulations, making it difficult to establish consistent resilience practices, (ii) complexity and
administrative burdens that stem from the need to navigate and adhere to different guidelines, potentially
diverting resources away from the actual enhancement of resilience, (iii) inefficiencies resulting in
duplicated efforts as Cl operators address similar resilience goals using different methodologies, tools, or
standards due to the absence of a unified approach, (iv) vulnerabilities created by inconsistencies in
resilience requirements, leaving certain critical sectors or services more vulnerable due to variations in
preparedness and response measures, and (v) interoperability issues caused by differences in
resilience approaches, impeding effective collaboration and response efforts in cases of cross-border or
cross-sector incidents.

INUTETTR: Addressing this situation requires a concerted effort to harmonize definitions, methodologies,
practices, guidelines, and policies, and thereby create a more cohesive and collaborative environment for
managing resilience across essential services within the EU. To this end, we will (i) establish effective
mechanisms and environments for strategic cooperation, operational collaboration, and effective
communication among the EU MS authorities, Ci operators, and all other relevant stakeholders
(participating or enabling the essential services’ supply chains), and (ii) jointly design, thoroughly test,
and continuously improve a pan-European harmonised Strategy for Disruption Resilience, with
which we will directly support the competent EU MS authorities and Cl operators in the implementation of
/ compliance with the CER and NIS2 Directives (and other relevant mechanisms).

REEIEERLTL: To ensure that ENDURANCE adds maximum value, we will first explore and understand the
strategic environment and the operational specifics of individual elements of the European CI, their
interdependencies, as well as their individual and common challenges. To this end, we will establish a
platform for collaboration among the relevant ClI stakeholders in the form of a Working Group on
Disruption Resilience, by (i) utilising existing efforts and seeking liaisons with groups like CERG, NIS2-
CG, and other working groups and clusters operating at the EU-funded project level (e.g. the European
Cluster for Securing Cis — ECSCI), and (ii) leveraging existing and future networks to engage the right
experts on different dimensions of the Cl and resilience. A strong focus will be put on ensuring active
participation of competent authorities across the entire EU and all CER-defined critical sectors.
Discussions with the CI authorities, operators, and other stakeholders will take place in a series of
dedicated local (national and/or regional) and international (European) workshops. These will
provide important opportunities to (i) identify the perspective and/or expertise missing in the Working
Group to continuously enrich it, (ii) discuss and harmonise established definitions (incl. on what
constitutes a disruptive event), methodologies, practices, and policies to ensure effective and coordinated
efforts in managing resilience across the EU, (iii) identify, discuss, and solve strategic challenges
related to the understanding, assessing, and managing resilience, and (iv) jointly establish and validate
the European Strategy for Disruption Resilience. The Strategy will comprise a set of methodologies,
procedures, protocols, and models for (i) all-hazard, cross-x risk and resilience assessment, (ii) an
effective, joint, cross-x disruption response, and (iii) coordinated crisis communication.

To deal with future (large-scale and cross-x) disruptions to essential services more effectively, it is
necessary to consider relevant social factors since legal-technical approaches are sometimes not a
realistic reflection of the needs of society. To this end, we will make a significant SSH contribution in
our interaction with the CIl authorities and operators by engaging the SSH experts included in the
consortium in the project workshops.

KPI & Target Value Target TRL
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A Pan-European Working Network >50 members by end of Year 1 N/A
Group on Disruption >80 members by end of Year 2
Resilience >100 members by end of Year 3
Local and Pan-European Event >15 events in total N/A
workshops on ClI >20 participants at each event on average
resilience
Strategy for Disruption Guideline >30 representatives of competent EU MS authorities and >60 N/A
Resilience representatives of Cl operators from all critical sectors

reviewing it

1.1.2.2. Trusted EU CER Data Space [WP5&WP6]

REIEEER: Enabling secure data exchange to support cross-operator, cross-sector, and cross-border
risk assessment and resilience analysis in the EU CI presents a set of complex challenges. The diverse
nature of Cl poses interoperability challenges as each sector (or each operator) may have unigue data
formats, protocols, and security standards. The need for seamless cross-operator collaboration introduces
concerns about data privacy, confidentiality, and compliance with varying regulations across EU MS.
Furthermore, achieving a balance between sharing critical information for comprehensive risk
assessments and protecting sensitive details from potential cyber threats requires robust cybersecurity
measures and a trusted data ecosystem. Furthermore, clear ownership rights and data-sharing
agreements are crucial to establish trust and facilitate collaboration among stakeholders. Building trust
among different operators and sectors for sharing sensitive data is a significant hurdle, as entities may be
reluctant to disclose vulnerabilities or incidents. Additionally, the dynamic and evolving nature of cyber
threats demands a constant reassessment of risk and resilience strategies. Addressing these
challenges necessitates coordinated efforts in harmonising data formats, establishing clear data
governance frameworks, fostering a culture of information sharing, and introducing advanced
cybersecurity technologies to ensure the secure exchange of critical data across borders and sectors
within the European Union.

INUTYR: ENDURANCE will go beyond secure data exchange by enabling the creation of a trusted,
sustainable, and accountable Data Ecosystem, encouraging the creation and management of diverse
data spaces for sharing of relevant data supporting cross-x risk assessment and resilience analysis,
ensuring adherence to European values and principles concerning data protection, privacy, and ethics.
These data spaces serve as collaborative environments where stakeholders, including operators and
authorities, can securely deposit, share, and collaboratively generate data and intelligence related
to the Cl resilience. Moreover, to operationalise the data space, we will identify critical entities in EU MS,
define the interconnected essential services they provide, and model interdependencies between these
services, surpassing the sole focus on critical assets.

REEIEERLTL: Our Trusted EU CER Data Space will be designed on top of the reference architectures
for Federated and Secure Data Infrastructure (i.e., GAIA-X) and Data Spaces (i.e., IDSA). This is an
original approach for data sharing in Cl protection and resilience, which can benefit from all design
principles of those reference architecture and frameworks, especially in terms of data security, sovereignty,
governance, and access controls to safeguard sensitive information, leveraging on sound standardization
and interoperability efforts. Standardizing data formats and structures facilitates smooth data exchange,
enabling a more comprehensive understanding of risks and vulnerabilities. The data about the identified
critical entities, essential services, and their interdependencies will be generated based on the know-
how from previous INFRA projects like ATLANTIS, SUNRISE, and PRECINCT.

CER Data Models Specification >5 different CER data facets modelled. N/A
>10 data sources harmonised, aligned,
integrated.
Data Governance & Security Innovative >5 data sources enabled. TRL7
Infrastructure for Trusted EU CER Data Solution >7 data consumers enabled and supported.
Spaces

1.1.2.3. Secure Exchange and Federated Processing of Sensitive Data [WP7&WP8]

REIEEER: The evolving digital transformation expands and encompass Cl systems as well. For
example, in the energy domain, the traditional Power Plants are now more and more complemented by
distributed micro-grids, RES and storage systems, while traditional consumers turn into prosumers, who
gain direct access and contribute to the overall electricity mix. As a result, today’s electricity systems do
not only experience a significant expansion on their potential attack surface, but also face a substantial
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rise in the likelihood of privacy violations and breaches of personal data, as energy consumption
and production data can reveal personal profile information either explicitly or implicitly. On the other hand,
the race against cybercrime is lost without Al-based tools and decision support systems (DSS), which in
return need sufficient data to become properly trained, while coordinated cross-ClI protection needs by
definition secure information exchange.

Secure and trusted information exchange has been a research area since communication networks
infancy. For example, strong encryption algorithms have been applied ensuring that information remains
unreadable without the proper decryption keys, while Virtual Private Networks (VPNSs) establish secure
and encrypted communication channels over public networks, protecting data from potential
eavesdropping or unauthorized access. In parallel, firewalls, access control mechanisms, security
protocols such as HTTPS and SSH enforce strict access and ensure authorized access to data and
resources. (Deep) packet filtering techniques are often utilized to inspect incoming and outgoing traffic,
aiming to detect malicious network activity. Though successfully applied for years, these solutions
introduce significant overhead and they hardly scale. A novel approach, initially applied in the
PHOENIX project, introduces Blockchain/DLT technology in order to ensure trusted rather than
cybersecure information exchange.

Beyond the technological issues and risks on data sharing, there is another challenge which may be even
more difficult to be resolved: Cl operators are in many cases reluctant to share logs or data on cyber
incidents, which are necessary to train ML algorithms, due to the risk of information leakage. If not
properly handed, ML models may reveal inappropriate details of the sensitive data, since models are
known to implicitty memorize details during training and inadvertently reveal them during inference.
Solutions to the problem adopt federated ML and differential privacy, which is considered as the “by
default” standard in privacy preserving ML modelling.

INUTTETY: Due to the evolving networking paradigm, it is no longer realistic to focus on protecting central
points or communication channels, but any network segment such be considered as non-trusted. Thus, in
order to achieve properly trained Al models and coordinated CI cybersecurity, ENDURACE will offer
secure exchange and federated processing of sensitive data considering innovative Zero Trust methods.

FEEIFEERETL: We will innovate by offering cybersecurity of data communication via Zero Trust Network
Access (ZTNA) methods, and by employing Zero Trust FML. To realise ZTNA, we will utilize (wherever
available) existing legacy components offering SD-WAN, autoconfiguration of 5G micro-slices, traffic
filtering/ optimization and (deep) Packet Inspection to extract traffic inceptives and traffic characteristics.
Moreover, we plan to realize a Network Access Controller implementing the least privilege access
principle. The controller will evaluate and extend solutions Kubernetes Network Policies, Istio, Kyverno,
and Cilium to provide to devices only as much access as they really need, irrespective of their location
(trusted/untrusted), following a need-to-know approach. Moreover, we will implement a Network Virtual
Micro-segmentation component offering break up security perimeters into small zones to maintain
separate access for separate parts of the network. Access to one of those Software-Defined Zones will
not enable access any other zone without separate authorization.

With respect to ML, we will enable Zero Trust FML (ZT-FML) training without moving sensitive or
classified data from their original sites, overcoming any legal constraints. To avoid revealing any classified,
confidential, or personal information, we will leverage on homomorphic encryption methods to combine
local ML training and update global models without decrypting the Al models at any location (trusted or
untrusted) privately and securely.

Finally, we will securely store network and device configurations by following best practices and industry
standard along with interoperable Blockchain/DLT solutions, while reducing the likelihood of malicious
misconfigurations that exploited by attackers.

Zero Trust Network Innovative <5 sec to construct up to 5 network virtual micro-segmentation TRL7
Access (ZTNA) Solution  clusters.

<2 sec to self-heal/re-configurate up to 10 network segments.
Homomorphic Innovative >50% time saving in data pre-processing. TRL7

Encrypted ZT-FML Solution  >85% global accuracy and >90% weighted global accuracy given
a proper dataset federated from 10 sources

Secure Network and  Innovative <10 sec to store selected network configurations to blockchain. TRL7
Device Storage using Solution <3 utilized interoperable Blockchain/DLTs.
Blockchain/DLT

1.1.2.4. Digital Twins for Essential Services [WP5&WP6]
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REIEEER: Digital Twin (DT) solutions presents a ground-breaking approach to digital product
representation, bridging the gap between fragmented data sources and the physical product instance. By
merging physical structures with rich contextual information, this innovation revolutionizes product and
service management. Today, the introduction of DT technologies has more a business-driven approach,
being a powerful tool that enables industries to optimize their key business performance indicators (KPIs),
emphasizing the strategic alignment of the DT technology with overarching business goals. Operational
costs present formidable challenge. Striking the right balance between operational efficiency and cost
reduction becomes a perpetual challenge. Businesses grapple with the need to optimize processes,
streamline workflows, and enhance performance.

INUTTETY: Our vision is to pioneer the introduction of the DT through a service resilience improvement-
driven approach, to enable proactive, informed, and agile decision-making of diverse critical sectors,
setting a new standard for Cl and essential services representation and management. The DT technology
has the potential to provide a comprehensive understanding of essential services in the physical world and
its digital counterpart. Instead of focusing on the representation of critical assets, we will use the DT
to create a virtual replica of an ecosystem of essential services, with sufficient complexity to include
connections and dependencies between services, used to simulate and test the resilience performance
of services to all risks and cascading effects. It will be used to identify and analyse potential vulnerabilities,
threats, and hazards that may cause essential service disruptions. It will assess the potential impact on
service resilience from the perspective of disruption risks (negative) and improvement measures (positive)
in early stages of Cl development, operation, and maintenance.

Every essential service and Cl generate data from three distinct threads: (i) data from the field, (ii)
information from IT systems like SAP, PLM, and SLM, and (iii) tacit knowledge residing in service
catalogues or within the minds of individuals. Our ambitious goal is to leverage our collaboration in WP1
(Working Group) to increase the volume of high-quality and CER-relevant data, and then contextualize
and integrate these diverse data threads, weaving them into a cohesive 360-degree view. This
metamorphosed data will feed into a robust metadata model, serving as the foundation for extracting
valuable insights that will, in turn, enhance the Cl and services resilience.

We aim to go beyond conventional technological applications; we aim to create an ontology for all
essential services components, establishing a knowledge hub that not only enhances the resilience but
also serves as a training ground for individuals within the organization. Through this holistic and
resilience-centric DT approach, we aim to catalyse a paradigm shift in how Cis leverage data to drive
informed decisions and enhance overall performance.

REEIEERLTL: To achieve our goals, we will leverage the existing expertise, solutions, and methodologies
mainly within Eviden (EVI-RO/-DE). Our cornerstone technology is the Eviden/Atos Digital Twin platform,
a robust system capable of generating a comprehensive 360-degree view of assets or processes. This
platform is not a theoretical concept but has been tested and proven in real-world scenarios. One
pivotal component is the Data Thread Contextualizer, a patented technology recognized by the European
Union for its prowess in contextualizing data. This innovative tool allows us to seamlessly integrate and
make sense of data coming from diverse sources.

This DT platform has already demonstrated its efficacy in the Energy industry. Through practical
implementations, tangible results have been achieved, increasing asset availability by 2% and reducing
the cost of operation by 10%. These successes serve as a testament to the platform’s practicality and
effectiveness in optimizing key business performance indicators. Building upon these accomplishments,
our roadmap involves refining and enhancing the existing platform. We will integrate lessons learned
from successful Energy industry implementations, incorporating feedback from real-world scenarios. This
iterative approach ensures that our DT methodology evolves, becoming even more finely tuned to the
nuances of diverse industries.

Essential Service Innovative 3 service models (digital-energy-health), including (i) risk model and TRL6-7
Models Solution  (ii) resilience models. For the pilots.

Cross-X Innovative Design the connections, cross-x dependencies, and cascading TRL6-7
Dependencies Solution  effects between all 3 service models.

Models

Cross-X Risk Innovative Prediction algorithm to identify (i) potential risks within and across TRL6-7
Prediction Algorithm Solution  sectors, and (ii) resilience gaps within and across sectors.

Stress-Test Designs Innovative 10+ designs for stress tests covering all-hazards (for all 3 critical TRL6-7

Solution  service models designed.
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1.1.2.5. Continuous Risk and Resilience Assessment [WP7&WP8]

REIEEER: The state of risk and resilience assessment (within Cis as well as generally in the world) is
currently dominated by qualitative methodologies, which often utilize risk matrices and expert judgment to
categorize risks into various levels of severity and likelihood. While this approach has its merits in flexibility
and simplicity, it lacks the precision and objectiveness that quantitative methods, like Value at Risk (VaR),
can offer. This modern approach to risk assessment, which quantifies the actual expected losses in the
worst-case scenarios, is the key enabler to effective risk control. Current market solutions range from
standalone software platforms to integrated service offerings, with different degrees of sophistication and
scalability. There is a push towards incorporating advanced technologies such as atrtificial intelligence and
machine learning for predictive analytics, yet the implementation is still emergent and often siloed.

Most existing risk assessment frameworks lack a robust, financial quantification of risks, which leads
to challenges in prioritizing resource allocation and mitigation efforts. There is a need for cross-sectoral
risk assessment methodologies that can capture the interplay between digital infrastructure and energy
service delivery, while seamlessly enabling evaluation and comparation of risks across different essential
services (cross-X) with varying threat profiles and dependencies. Moreover, the dynamic nature of threats,
especially in cyber domains, necessitates real-time monitoring and assessment, which current tools
are not fully equipped to handle. The ability to perform continuous risk assessment, adapting decisions to
new data and evolving threat landscapes, is underdeveloped, leaving gaps in resilience strategies.
Platforms like CIRAS from ENISA provide valuable incident reporting and information sharing capabilities,
yettheir integration with real-time risk assessment is limited. Such integration is needed, as it enables
learning and effective decision-making to increase the resilience, while reducing the effectiveness of this
until not implemented. These challenges highlight the need for a holistic, quantitative, and integrated
approach to risk and resilience assessment that can operate across essential service domains in real-
time, leveraging and enhancing existing data sharing initiatives.

MUY Our ambition is to innovate beyond the traditional qualitative methods, by developing a unified
guantitative methodology; upgrading real-time assessment technologies for real-time monitoring and
continuous risk evaluation, which are seamlessly integrated with incident management, thereby
enabling the cross-sectoral data analysis and collaborative risk management.

REEIEERET: We will achieve our ambitions by elevating the proprietary “Silver Bullet Risk” (SBR)
platform, infusing it with advanced quantitative risk assessment know-how that we possess and will
enhance during the project. We will integrate separated risk and incident management capabilities into a
singular path towards seamless, continuous monitoring, which then enables robust decision-making
processes. Our upgrades to existing solutions will empower the stakeholders with actionable intelligence
for prompt and effective responses. Our approach is drawing from our extensive experience in quantitative
risk modelling. We ensure that our upgrades reflect the latest sector-specific data and stakeholder
feedback, aligning with the goal of fortifying Europe’s critical infrastructures.

The SBR platform has been built for and in collaboration with various Cl operators from, among others,
the energy, transport, banking, and health sectors. This experience will be enriched by the experience,

know-how and features built in other EU-funded INFRA projects like PRECINCT, SUNRISE, and
ATLANTIS.

TRL

Cross-border & cross-sector risk anticipation Innovative > 80% coverage rate of biggest known TLRY
(predictive analytics tools that forecast risks in one Solution  documented risks across borders and
country/sector that may affect organizations in sectors

another)

Cross-border & cross-sector risk monitoring Innovative 90% of alarms displayed through the tool TLR7

(implementation of a real-time monitoring for risks Solution when alarming value reached.
that have cross-border/sector impacts)

Cross-border & cross-sector risk alarmation Innovative 90% intended alarms displayed. TLR7
(integrated alarm system that notifies different CI Solution  Alarm dissemination latency: In time of

operators of risks that may impact them) operational sufficiency.

Risk management & incident management system Innovative Improved risk assessment and containment: TLR7
integration (consolidation of real-time risk Solution  To level of operational sufficiency.

assessment with incident detection and

management)
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Data input into advanced dashboards (dataset Innovative Data compatibility: Op. sufficiency level. TLR7
aggregation, mapping, and feeding into CIA/CIO  Solution  Degradation of dashboard responsiveness:
dashboards) To a level not degrading the op. sufficiency

needed.
Digital Instructional Guides (a series of interactive Guideline User comprehension rate: To a level of TRL7
digital manuals with step-by-step guidance s operational sufficiency.

through risk and incident management across
usability scenarios.)

1.1.2.6. Disruption Simulation & Preparedness Training [WP7&WPS8]

REIEEER: Serious games and disruption simulations play a crucial role in fostering resilience thinking?
and preparedness within the context of critical infrastructures, considering all-hazard risks beyond just
cybersecurity. Resilience thinking involves the ability to anticipate, prepare for, respond to, and recover
from a wide range of unexpected and multifaceted challenges, including natural disasters, physical attacks,
technological failures, and more. Serious games and simulations encourage participants to consider the
interconnected nature of risks and the need for a comprehensive resilience strategy, facilitating cross-
domain and cross-border collaboration.

Participants work together to address different aspects of a crisis, fostering an understanding of how
diverse elements within an infrastructure system are interconnected and interdependent. These activities
can be implemented through board games, video games, digital twins, cyber ranges, or immersive
experiences (AR and VR); the common goal is to involve users in highly effective active learning
experience. Resilience is a complex skill that is hard to acquire through conventional methods such as
lectures and workshops. Active learning techniques such as gamification can provide solutions to this
problem based on the emotional engagement produced by the challenges and rewards as fast feedback
to learners. Serious games can extend beyond organizational boundaries to involve the broader
communities. By engaging all different stakeholders in simulations, we raise awareness about all-hazard
risks, promote community resilience, and encourage individuals to play an active role in emergency
preparedness.

The Multi-Hazard Tournament (MHT), for example, is an emerging workshop methodology within the U.S.
Army Corps of Engineers (USACE), which applies serious gaming and collaborative planning to the
processes of learning and making decisions about multiple hazards that affect a particular area. Strategy
and role-playing games like DisCoord allow to simulate the effects of weather events on the economy of
small rural communities. In the Climate Adaptation Game, users are asked to make strategic decisions to
mitigate the effects of climate change on their communities. Each action determines a specific evolution
of the scenario. Through serious games and simulations, participants engage in holistic risk assessments
that go beyond specific threats. They learn to identify relationships and dependencies, vulnerabilities,
analyse potential cascading effects, and consider the broader implications of different risk scenarios,
promoting a more comprehensive approach to resilience planning. Resilience thinking, moreover, involves
effective decision-making under pressure. Serious games simulate high-stakes situations where
participants must make critical decisions with limited information and time constraints. This enhances their
ability to think strategically and make informed choices during real crises.

INUTTR: We will (i) enhance the awareness and preparedness of Cl authorities and operators in risk
prevention and management through the use of serious gaming and simulation tools based on a
comprehensive (cross-x- and all-hazard-oriented) approach. The innovative simulation tools will
leverage a wide dynamic and multidimensional knowledge base, aiming to enhance the capability to
thoroughly analyse the effects of known threats, including domino effects, and identify unknown threats
beyond the scope of ordinary risk assessments. We will (ii) improve the strategic decision-making
process through simulation practices. With an expanded context mapping, Cl authorities and operators
will enhance their ability to anticipate risks, enabling the adoption of more effective and efficient resilience
strategies. We aim (iii) to boost the adoption of the resilience thinking approach, facilitating a re-skilling
and up-skilling pathway through appropriate educational and training services on simulation tools.

REEIEERLTL: We will facilitate the adoption of resilience thinking, transcending traditional risk assessment,
by (i) incorporating active learning methodologies into the training of Cl operators. We aim to go beyond
the standard Cyber Range technology and by merging it with the Digital Twin, we aim to create a virtual
environment covering not only the digital infrastructure but also most Cis, building a CI-Range
environment for all essential service components, serving a dynamic training environment. Serious

U https://www.mdpi.com/2071-1050/14/24/16760
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games and Cl-Ranges have the potential to engage stakeholders with novel and unexplored challenges,
thereby promoting preparedness and fostering awareness of resilience. Additionally, we will (ii) cultivate
a collaborative mindset to proactively mitigate risks and respond to disruption, both within cross-sector
(MICROEEN pilots) and-cross border pilot) scenarios, and (iii) provide training and
education services to facilitate the capacity building of Cl authorities and operators.

Active learning & serious  Methodolog >70% of registered users actively use simulation & training TRL7
gaming methodologies y tools.
>80% of active users report satisfaction score >4 out of 5.
Cl-Ranges Innovative >3 Essential services emulated in a virtual environment. TRL7
Solution

1.1.2.7. Coordinated Cross-X (Stress) Tests & Large-Scale Exercises [WP9&WP10]

REIEEES: Modern critical systems and infrastructures are deeply interconnected; a complicated
network of dependencies and interdependencies can dramatically increase the impact of a critical event
affecting a single Cl. These dependencies involve both a functional and a spatial dimension; cross-sectoral
interdependencies span several European countries. In order to deal with resilience of interdependent Cis,
by raising the levels of prevention, preparedness, and response, stress tests and joint exercises need
to be exploited. Coordinated cross-X stress tests can be seen as an advanced and cooperative way to
(i) identify the operation limits and (ii) describe the vulnerabilities of a set of interdependent infrastructures
in an international context. Coordinated Cross-X Stress Tests are aimed at raising preparedness of Cis’
operators and their_ability to prevent the impact of critical events. Coordinated large-scale exercises
focus on the response provided by a large set of interacting actors (e.g., local, national, and international
public authorities, ClI operators, third parties) to a critical situation involving Cis. Exercises are focused on
raising the preparedness and on smoothing the procedures in the communications between the different
actors. Stress tests and large-scale exercises span both functional and spatial dependencies between Cis
and can be adopted in an all-hazard approach, involving physical (e.g., earthquake, flooding) and cyber
resilience (e.g., DDoS attack).

Coordinated stress tests and large-scale exercise play a crucial role in NATO’s endeavour in testing and
improving the resilience of Cis at a European and global scales. Locked Shields, organized by the NATO
Cooperative Cyber Defence Centre of Excellence (CCDCOE), is one of the largest international cyber
defence exercises; it focuses on simulating realistic and evolving cyber threats that a nation or organization
might face, by involving attacking red teams and defending blue teams, involved in protecting the Cis and
mitigating the effects. Similarly, Cyber Coalition emphasizes on cooperation and collaboration among
different actors, involving participants from military, government, and industry, and fostering a
multidisciplinary approach to cybersecurity. While these initiatives are essential for identifying
weaknesses, improving preparedness, and raising awareness on interdependencies between Cis, they
require substantial resources and careful planning. Conducting comprehensive stress tests involves
significant financial investments. This includes the development of realistic and evolving scenarios, the
deployment of specialized technology, and the coordination of various stakeholders in multiple entities
(e.g., public authorities and operators). Coordinating exercises across different sectors requires
overcoming organizational silos, domain specific languages, and establishing effective
communication channels. Achieving seamless integration can be complex due to differing priorities and
operational protocols. Regulatory compliance, data privacy, and data security add an additional layer of
complexity to such tools.

INGTTE: We will (i) reduce the amount of resources required by cross-x stress tests and large-scale
exercises by optimizing and merging the efforts of ClI authorities and operators across Europe and by
designing custom tests that can be simulated using innovative technology (see Section 1.1.2.6), (ii)
consider an all-hazard, cross-x approach, taking into account also the different geopolitical, cultural,
sectorial, and organisational aspects, and (iii) identify bottlenecks in communication and
coordination among different actors, that may impact the disruption response.

REEIEENTTY: We will overcome the identified limitations and reach our ambitions by (i) designing custom
stress tests and large-scale exercises that cover all hazards, all critical sectors (as defined by the CER
Directive), and all EU MS, and (ii) executing tests and exercises through different pilots that will include
different project results (e.g., the strategy and different tools and services; see Section 1.2.3). Specifically,
in the M&kﬂ pilots, we will design stress tests that simulate complex, all-hazard and cross-x disruptions,
allowing us to evaluate the effectiveness of our Disruption Resilience Strategy at a European level. In the
execution phase, in running a selection of key tests and exercises, we will engage all consortium CI
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authorities and operators, and beyond. Building on this, pilots, situated in different EU MS and
focusing on specific critical sectors, delve deeper into the localized challenges and interdependencies.
Finally, the pilots offer a granular perspective, addressing resilience at individual sites,
organizations, and regions. Through this hierarchical approach, we aim to create stress tests and
exercises that cover a spectrum of hazards, account for diverse critical sectors, and reflect the unique
vulnerabilities and strengths of each EU MS, thus ensuring a robust and all-encompassing evaluation of
our resilience enhancing solutions.

Result ______[Type _|KPI& Target Value

Cross-x stress Designs 30+ stress test designs and execution plans covering all-hazards, all EU MS,
test designs and and all critical sectors (as defined by the CER Directive).

plans

Large-scale Exercises 3 large-scale exercises (MACRO pilot) involving all project Cis and beyond
exercises covering all-hazards, 4+ different EU MS, and 6+ different critical sectors.

12 medium-scale exercises (3 cycles of 4 exercises: MESO & MICRO pilots)
covering key relevant hazards, 4 different EU MS, and 6 different critical sectors.

1.2. Methodology

1.2.1. Overall Methodology and Underpinning Concepts, Models, Assumptions

ENDURANCE focuses on (i) enhancing the strategic cooperation and collaboration among and across
the EU MS CI authorities and operators, (ii) harmonising their strategies for disruption resilience, and (iii)
delivering data spaces, methodologies, technologies, and services for joint assessment, anticipation,
and management of risks, and interactive training on disruption resilience. In doing so, we will adopt a
user-driven approach with a goal to address concrete strategic and operational challenges of the
Cis. Following a capability-driven methodology, the end users will be deeply engaged in all key phases
of the project in a co-design and co-creation fashion — from defining the capabilities they need and
expect, to their final demonstration and validation.

We will follow the Innovator’s [ ) PROBLEM ) SOLUTION () EXPLOITATION PLAN _ SCALE-UP
Meth Od (|”ust|’ated on the r|g ht), Gather insights about Understand the real Find the fastest path to Discover the right business plan
H H the needs and solutions:  problem and the job- solution: and go-to-market strategy:
WhICh InCIUdes a Set Of tOOIS * User engagement to-be-done: * |terative prototypes * Market watch
emerging from Iean Start-up’ = Use case analysis * Requirements « Continuous = User and community

* SotA re-evaluation engineering integration and testing engagement

deSign thlnklngv and ag”e + Policy & data analysis * Design specification + Validation with users * Business models
development concepts that are

revolutionising how new ideas
are created, refined, and

Creativity & Ideation

Design thinking

The Innovator’s Method: Open innovation

brought to market via rapid An end-to-end innovation process Agile development Business model canvas
experiments that lower failure
risks.

Each step of the method (described below) is crucial and involves an experimentation loop to test
assumptions in a repeated hypothesis-test-learn loop. Continuous questioning, observing, networking, and
experimenting will be the catalysts of our success in delivering solutions for an unbiased, precise, efficient,
and well-informed decision-making.

Gathering INSIGHTSs Links to Objectives #1-#4 and WP1-WP4

We will establish active cooperation mechanisms with the end users / Cl stakeholders within the
consortium and beyond (through the Working Group, the Advisory Board, and WP11 activities) to
understand the experience and best practices of various Cl stakeholders, and to generate insights into
their specific challenges and needs.

Desk research: We will look at existing initiatives, datasets, policies, and approaches for ensuring
resilience of essential services against different threats, hazards, risks, and search for ideas across
different best practices through an in-depth use case analysis [WP1&WPZ2], and an update to the here-
presented SotA methodologies, technologies, services, and strategies for comprehensively understanding
and effectively managing the European Cl resilience [WP3&WP4].

Interactive workshops: With the baseline knowledge gained, we will question the status-quo and
capture the insights directly from the end users in (national and European) thematic workshops based
on design thinking approaches [WP1&WP2]. These will be organised in a 5-D format, taking the
participants through the steps of Defining, Discovering, Dreaming, Designing, and Developing the topic of
Cl resilience. Workshops will provide loads of information that we will consolidate, analyse, and formalise,
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including the potential legal and ethical issues raised. Digital collaborative whiteboard platforms (e.g., Miro,
Klaxoon) will be used for gathering and discussing insights.

Defining & detailing PROBLEMs Links to Objectives #2-#4 and WP3-WP8

Once we have gathered the insights into the users’ practices and available resources (data, technologies,
strategies), and before we leap into building solutions, we will focus on deeply understanding (i) the
problems (pains and desires) and (ii) specific functional and non-functional elements of the work to be
done, leading to a detailed roadmap.

Requirement engineering & Design specification: Building upon the gathered insights, we will define,
consolidate, prioritise, and maintain requirements for the ENDURANCE services [WP3-WP8], which will
serve as a basis for all subsequent project activities. To define the requirements, design the associated
building blocks, and prepare a detailed technical roadmap [T3.5&T4.5], we will adopt the IIRA
methodology based on the following viewpoints:

e Business viewpoint: Who are the stakeholders? What are their visions, values, and objectives? ...

e Usage viewpoint: Who will be the users of our solutions? What is their expected use? ...

e Functional viewpoint: What are the structural components? What are their interrelations and

interfaces? ...
e Implementation viewpoints: What activities and functionalities need to be implemented, and how?

In doing so, we will rely on design thinking through which we will continuously seek to understand the
users, to challenge the assumptions, and to redefine the problems to identify alternative solutions that
might not be instantly apparent with our initial level of understanding. Specifically, we will follow two steps:
e Pain-storming: Generate hypotheses about a specific problem, identify the biggest pain points,
conduct a root-cause analysis, identify assumptions behind the root causes, and test them with the

end users.
e Vision development: Define a clear vision for each problem we will solve and test it with the end

users. SOLTCL
Every problem has a functional, legal, ethical, social, and economic o
dimension. The importance of these elements varies across the use 2 i e
cases. Moreover, useful knowledge today is widely distributed. No |Fteerara = e
organisation, no matter how capable or how big, can innovate g h Knowlede creation
effectively on its own. Therefore, we will align with an open | knowidgecreaon bl knowledge
innovation concept, and thus pursue a multidisciplinary and  q— ';'
collaborative innovation approach. ENVIRONMENT “son @
Specifically, we will follow the Quintuple Helix Innovation model Jimate companes

sty L
Knowledge creation Knowledge creation

(shown on the right) to ensure that various perspectives from
governments, industry, academia, and society are adequately
considered in an inclusive, co-creative, and collaborative manner.

Developing & piloting SOLUTIONSs Links to Objectives #2-#4 and WP5-WP10

After the problems are detailed, we will focus on finding the fastest path to solutions that best solve them.

Agile SW development: We will adopt an agile SW development approach as well as Dev(Sec)Ops
and DataOps practices. We will build on the concepts presented in this proposal and on the baseline
technologies of the consortium partners, to implement ENDURANCE-focused basic prototypes (tested
in labs by M18, TRL5) and minimum viable products (tested and validated with users in
relevant/operational environments by M27/M36, TRL6/7) — in this specific order, to reduce risks, shorten
development cycles [WP3-WP8], and quickly validate results [WP10]. As an integral part of our
commitment to (cyber)security, we will conduct comprehensive penetration testing at key development
milestones to identify potential vulnerabilities, ensuring that our solutions are resilient to cyber threats.

Cl/CD: A Continuous Integration/Continuous Deployment (CI/CD) environment will be setup and
customised for project needs, and it will include well-known tools (e.g., Git) for source code management,
Jenkins (or the like) for automated building and testing, Artifactory (or the like) for managing, storing, and
distributing the produced binary files and others. The de-facto standards (e.g., Docker) will be used for
bundling the software components.

Robust Al: Some of the ENDURANCE solutions are based on Al technologies. We will carefully design,
implement, and thoroughly test [WP3-WP10] Al-based systems to ensure technical robustness
(resilience to training and inference attacks, accuracy, reliability, reproducibility). We will integrate human-
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in-the-loop (HITL) concepts in all phases of the data life cycle and deliver interactive Al-powered
solutions. With the support of the SSH experts, we will ensure that our Al solutions are socially robust
(duly consider the context and environment in which they operate) and are generally safe (explainable in
decision-making and function as needed, safeguarding rights and integrity of humans). In this, we will
follow relevant guidelines? and support the EU policy actions on Al.3

Establishing EXPLOITATION & SUSTAINABILITY PLANs Links to Objective #5 and WP11

Once we’ve developed and tested the preliminary solutions with the end users, we’ll be ready to define a
mature exploitation & sustainability plan to get our results to the relevant scientific and policy-making
communities (including competent authorities) and in the hands of the customers (including CI operators).
To this end, we will experiment with the end users to discover the right business models, the optimal go-
to-market strategy, and unique ways in which our future clients will discover, evaluate, use, and connect
to our results.

Readiness assessment: To understand (i) the impacts our solutions may make, (ii) their alignment with
the market needs, and (iii) the likelihood people will want to use them, we will regularly assess our
solutions’ technical readiness level (TRL), social readiness level (SRL), and societal embeddedness level
(SEL) [T11.4,T11.5].

Business model canvas: We will conduct a market- and user-driven business development [T11.4]
through continuous market watch and active user engagement. To prepare a scalable business plan,
we will focus on the business model for each key result (in alignment with the established IPR agreements)
[T11.1]. The main tool to be used for this, is the business model canvas, which captures all key business
elements of a product: value proposition, pricing strategy, customer acquisition (relationships, channels),
and cost structure (activities, resources). See Section 2.2.2.

We will continuously promote our results to different audiences to ensure uptake and follow-up [T11.2,
T11.3].

Our methodology is designed in a way that it does not harm biodiversity or climate. We take due
consideration to ensure that our solutions respect the environmental objectives of the EU Taxonomy
Regulation by design. We will perform a continuous assessment of the impacts generated by
ENDURANCE [T11.5], including those towards climate, to demonstrate environmental and social
sustainability of our results.

1.2.2. Architecture

ENDURANCE will implement the foreseen capabilities, tools, and services by defining a distributed
framework that integrates and exploits domain-specific (and/or operator-specific) risk assessment tools
and delivers a cooperation-oriented approach to cross-X risk assessment based on the following design
principles:

o Flexibility: Enhancing the ability of Cis to deliver essential services is paramount in addressing a wide
array of risks, spanning natural and human-induced factors, accidental or intentional. This capacity
necessitates a high degree of adaptability to accommodate emerging threats and scenarios, all while
maintaining a robust and future-proof design and implementation.

o Decentralization: In the ENDURANCE ecosystem, the data, information, knowledge, and intelligence
vital for resilience, are not centralized. Instead, they are generated, supplied, and accessible in a
trusted federated environment. Data processing follows a decentralized approach, employing
techniques such as federated machine learning.

o Data sovereignty: Ownerships and control of data are retained by providers/owners, subject to the
laws and governance structures of the country in which they are located.

e Security and trust: The ENDURANCE ecosystem maintains confidence in the identity and capability
(in terms of data and services) of participants and provides the measures and tools to protect the
integrity and security of data and operations on them.

e Specification: Rules, specification, and protocols governing data, information, knowledge, and
intelligence sharing as well as risk assessment within the ENDURANCE ecosystem, are agreed upon
and specified.

e Accountability: Data, information, knowledge, and intelligence sharing and exchange are
accountable.

2 EC High-Level Expert Group’s Ethics Guidelines for Trustworthy Al; ENISA’s Al Cybersecurity Challenges; CNIL guidelines.
3 EU’s approach on Al excellence and trust.
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¢ Interoperability: The ecosystem enables various systems or services, including providers and users,
to exchange and utilize harmonized research data, information, knowledge, and intelligence through
standardized formats, structures, and semantics.

o Collaboration and co-creation: We recognize the value of co-creating knowledge and intelligence,
fostering collaborative risk and resilience assessment and analysis. It provides tools to integrate and
merge data and information for creating cross-X intelligence pictures and situational awareness,
supporting interdependency-aware improvements in resilience.

e Law and ethics: Recognizing that the data may include personal, sensitive, and/or classified
information, ENDURANCE operates in compliance with relevant legal and ethical rules, including
privacy and data protection. It upholds fundamental rights and adheres to applicable legislations in
EU Member States.

The ENDURANCE Framework (depicted below) is designed to provide advanced support to EU MS
competent authorities and CI operators in their collaborative efforts for joint and comprehensive cross-x
risk assessment and foresight. This framework encompasses data and intelligence sharing, and the
facilitation of extensive resilience assessment and enhancement exercises. It consists of three primary
macro-components, namely (i) enablers, (ii) (risk) analysis and analytics functionalities, and (iii)
specialized tools and services tailored for Cl operators and/or authorities. The ENDURANCE
Framework leverages existing sector-specific risk assessment tools, ensuring that it aligns with the specific
needs of different critical infrastructure sectors and operators. It represents a comprehensive and
technologically advanced approach to risk analysis and resilience enhancement, strengthening the
collaborative efforts of EU Member States in protecting Cl and guaranteeing the provision of essential
services.

[WP5&WP6]: The ENDURANCE distributed framework will be designed around three key
enabling concepts and approaches, namely data spaces (supporting data sharing), federated data
analysis and machine learning (supporting data sovereignty and collaborative analytics), and digital
twins (supporting modelling, analysis, and simulation), as further elaborated below.

Trusted EU CER Data Space. We will go beyond secure data exchange for supporting the cross-X risk
assessment and resilience analysis by creating the foundations for a trusted, sustainable, and accountable
Data Ecosystem, that complies with European values and principles on data protection, privacy, ethics,
enabling and supporting multiple data spaces, where interested actors (i.e., operators, authorities) deposit,
share ,and co-produce data and intelligence on the resilience of CEs, based on common rules, protocols,
standards, and tools in a trusted environment and accompanying governance framework. Common
schemas for data exchange will be defined, considering the European dimension and possible differences
among the MS (e.g., in the definition of CEs and essential services).

In designing the Trusted EU CER Data Space, we will leverage on relevant EU initiatives and reference
architectures for Federated and Secure Data Infrastructure (i.e., GAIA-X) and Data Spaces (i.e., IDSA) as
well as expertise within the INFRA community, of which most consortium partners are an integral and
longstanding part. We will specialize these concepts to address the particular needs of data spaces for
CER data and intelligence such as high sensitiveness of data, strong ethical and legal challenges including
societal sensitivities, cross-border dimensions, purposes of data sharing (e.g., cross-X risk assessment)
as well as potentially conflicting interests (e.g., between operators, in different countries). We will adhere
to the principle of proportionate information sharing. The exchange of information will be confined to what
is pertinent and necessary for the specific purpose of that exchange. This approach ensures the
confidentiality of information, safeguarding the security and commercial interests of critical entities.
Simultaneously, it upholds the security protocols of Member States.
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——— Tools & Services for Cl Operators T — I ——

[ Critical Entity Risk Assessment ] [ Competent Authority Risk Assessment ]
[ Information Sharing ] [ Strategic Cooperation ]
H 1
Support for Continuous . Guidance & Resilience Training
" - Awareness Vulnerability Awareness
Resilience Resilience & Trainin Analysis Support to Assessment Raisin Program
Planning Improvement 9 ¥ Cl Operators & Auditing 9 Management
[ Large-Scale Exercises ] [ Critical Entity & Essential Service Registry ]
1 H
e GrossX Imallgence Pleture e .
) " Multi-Dimensional Impact Assessment - N
Digital T
[ (at the Critical / Essential Service level) ]

Threat Intelligence ] [ Risk Identification, Assessment, and Anticipation ] [ Interdependency Modelling and Analysis ] Design Principles
-~ " Flexibili
'..[ Essential Service-Oriented Digital Twin 1‘ Decentra”stgﬁon
i " Data Sovereignty
) " . . Security
Federated Al-based Data Processing & Analysis Trust
Specification

Accountability

Trusted EU CER Data Space Interoperability

[ Secure Data Exchange ] [ Data Governance ] Collabora_t ok
Co-creation
Data Protection
CER Data Models Ethics
(Critical Entities, Essential Services, Interdependencies, Vulnerabilities, Threats, Resilience Indicators, Risks, ...) Compliance

Federated Al-based Data Processing & Analysis. We recognize the impossibility of full data sharing
due to (security, business) sensitiveness of data (containing information about infrastructure
configurations, vulnerabilities, and potential risks) and cross-border dimension. Therefore, we envisage
and encourage a decentralized approach to data processing and analysis aimed at assessing cyber and
physical risks in networks of interdependent CEs. Thus, while Machine Learning (ML) techniques will be
exploited for analysing data to identify patterns, vulnerabilities, and potential risks as well as to predict and
prevent incidents that could impact Cl, we will adopt federated ML (FML) for risk analysis in critical
infrastructure protection and resilience, as a cutting-edge approach that harnesses the power of ML while
addressing the sensitive nature of data in the context of safeguarding vital infrastructure.

With FML, collaborating parties (e.g., infrastructure operators or authorities) retains control of their data,
keeping it on-premises or within its jurisdiction. Instead of sharing data, the parties share ML models or
algorithms. These models are trained locally on each party’s data. Periodically, the parties exchange
model updates or gradients without sharing the underlying data. The global model learns from the local
models while maintaining data privacy. Sensitive data remains protected within each organization’s
boundaries, addressing data sovereignty and privacy concerns. However, parties will be able to collectively
analyse data and build robust ML models without exposing their data to external threats. By analysing data
from multiple sources, FML can provide a more comprehensive view of potential risks and vulnerabilities.

We will design and deliver an FML-based infrastructure that will enable federated data analysis and
collaborative analytics on multiple use cases related to CER, such as threat identification and intelligence,
vulnerability identification and analysis, risk assessment, impact assessment, resilience assessment and
analysis, predictive analytics on risks, prescriptive analytics on countermeasures, etc.

Essential Service-oriented CER Digital Twins (DT). We will adopt a DT methodology to model and
scrutinize risks impacting the resilience of critical entities within cross-X environments, particularly
emphasizing essential and critical services provided by these entities. These DTs will intricately simulate
and represent systems or intricate networks interconnecting Cis collaborating to deliver vital services to
society. The focal point of our DTs will be on delineating relationships, interactions, and dependencies
among critical entities, aiming to evaluate the resilience and reliability of essential services while
understanding the broader impact of disruptions or alterations in a single critical entity on the entire
essential service network.

The framework for constructing and analysing DTs cantered on essential services will be bas on the
EU-funded PRECINCT project, especially in terms of interdependency modelling. This framework will
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encompass the essential services dimension, enhancing its applicability to the intricate landscape of
interconnected critical entities.

The framework will facilitate the modelling of concepts, criteria, and information, encompassing elements
such as the user base reliant on essential services offered by the pertinent entity, the degree of
dependence of other critical entities (across various sectors and subsectors) on the specified essential
services, the potential impact of incidents on economic and societal activities, environmental aspects,
public safety and security, and population health. Additionally, it will consider the geographic scope
affected by an incident, incorporating cross-border implications. The framework will also evaluate the
entity’s significance in sustaining an adequate level of the essential service, accounting for the availability
of alternative means for service provision.

[WP5-WPS8]: The identified key enablers will serve as the
technological and methodological foundations for the ENDURANCE analytical capabilities for enhanced
risk assessment and analysis.

Threat Intelligence. We consider a dynamic threat landscape, which includes evolving hybrid and terrorist
threats, the increased physical risk due to natural disasters and climate change, both cyber and physical
threat. All these threats can reduce the capacity, efficiency, and lifespan of certain infrastructure if
appropriate measures are not in place. To address such a complexity and dynamics, we will support the
collection and analysis of data and information to extract insights related to potential cybersecurity threats
and physical risks that could impact essential services and critical infrastructure. The ENDURANCE threat
intelligence will be based on the following key features, to stay ahead of emerging threats and
vulnerabilities, helping to maintain the reliability and security of essential services: enhanced and richer
data and knowledge on threats, incidents, vulnerabilities, attacks, attributions, etc. (within CER data
spaces) and augmented analytical capabilities based on collaborative intelligence (supported by FML).
We will also deliver novel data collection and analysis tools for threat intelligence based on dark net
information.

Interdependency Modelling & Analysis. Due to the increasingly interconnected and cross-border nature
of operations using critical infrastructure, protective measures relating to individual assets alone are
insufficient to prevent all disruptions from taking place. Thus, leveraging on the Digital Twin approach to
essential service modelling, ENDURANCE will deliver tools and primitives for modelling and analysing the
interrelationships and dependencies between different critical entities and infrastructures, showing how
disruptions or failures in one part of the network can impact others. This modelling helps in understanding
the cascading effects of disruptions.

Given the rising interconnectedness and transboundary character of critical infrastructure operations,
protecting individual assets is insufficient to thwart all potential disruptions. Therefore, by harnessing the
Digital Twin methodology in modelling essential services, we aim to define and provide tools and
foundational components for modelling and scrutinizing the intricate interconnections and dependencies
among diverse critical entities and infrastructures in relation to their provision of essential services. This
modelling will support the analysis of how disturbances or breakdowns in one segment of the network can
reverberate throughout others, facilitating a comprehensive understanding of the cascading effects of
disruptions.

Starting from existing sector-specific risk assessment and analysis systems and services, we will leverage
on the key enablers to deliver “improved” Risk Identification, Assessment & Anticipation capabilities
that will benefit from trusted data sharing (i.e., data spaces), collaborative analysis and intelligence (i.e.,
FML) and interdependency and service-oriented modelling and simulation (i.e. digital twins). Specifically,
this module will comprise a cohesive set of analytical components operating within an augmented data
space. This space, incorporating cross-entity essential service interdependencies, threat landscapes,
vulnerabilities, etc., will facilitate advanced multi-dimensional analytics on specific resilience indicators.
The aim is to achieve more robust and integrated risk identification, assessment, and anticipation.

Multi-level Impact Assessment. Based on threat intelligence, identification, assessment, and anticipation
of risks, and CEs and essential services interdependency modelling, we will define and deliver capabilities
for evaluating the potential consequences and effects of various scenarios, events, or threats on different
levels of Cl and their service provisioning. Proactive approach to understanding and mitigating risks. This
includes scenario analysis, by which various threat scenarios are developed and analysed, ranging from
localized incidents to large-scale disasters. By considering the effects of various scenarios on different
levels of infrastructure, authorities can better prepare for and respond to potential threats, thereby ensuring
the continuity of essential services and the safety of communities.
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The bridge connecting ENDURANCE'’s analytical capabilities to the services designed for operators and
authorities is the Cross-X Intelligence Picture. This sophisticated tool serves as a holistic and ever-
evolving representation of the security and risk landscape. It employs advanced dashboards and various
forms of intelligence and data visualization to facilitate informed decision-making and risk management.

The ENDURANCE Cross-X Intelligence Picture services will consolidate, structure, and present
information in a format that aids in comprehending potential threats to CEs and CI. This includes data
related to vulnerabilities within these critical entities and infrastructure, historical records of incidents,
breaches, disruptions, or attacks on them. It also assesses the likelihood of different threats occurring and
their potential impact on operations. The tool provides insights into potential threat actors, identifies
emerging trends that could pose risks to critical infrastructure, and visualizes this information through
maps, timelines, graphs, and other data visualization techniques.

The baseline capabilities for data acquisition, processing, and sharing, service-oriented digital twins,
collaborative and federated risk analysis and analytics will be integrated into two set of user-drive
services respectively for Cl operators and for authorities responsible for resilience on national level
of for overseeing those operators. Some of the services are common to both families of end-users,
such as Large-Scale Exercises. We will provide a European environment based on simulation, serious
games, and virtual reality to plan, perform, monitor, and analyse resilience assessment exercises involving
multiple CI operators, at the regional or national level or cross-border. These exercises play a crucial role
in enhancing the preparedness of Cl operators and authorities to address potential threats and disruptions.
Leveraging on the above-mentioned cutting-edge technologies, these exercises can provide a
comprehensive and immersive environment for multiple CEs to participate and test their resilience
strategies.

Serious games are interactive and engaging scenarios that replicate real-world situations. In the context
of resilience assessment, these games will simulate various crisis situations, including cyberattacks,
natural disasters, or other disruptions. Multiple CE operators will participate in these games to evaluate
their response strategies and decision-making processes, with a strong focus and attention to
interdependencies and cascading effects. Through gameplay, participants gain valuable experience and
insights into how to manage complex incidents effectively.

Resilience assessment exercises may involve large-scale simulations of crisis scenarios leveraging on the
essential service-oriented digital twins representing CEs and the interdependencies among them.
Authorities and operators will use such simulation tools to replicate the behaviour of such complex
networks during disruptive events or in response to them. Multiple ClI operators and authorities will
collaborate within a controlled environment to understand the potential cascading effects and assess their
collective response capabilities. Simulations provide a risk-free space for operators to test different
strategies and make informed decisions.

Virtual reality technologies will provide the immerse digital environment that replicates real-world
conditions when recreating emergency situations. Collaborative VR experiences facilitate joint exercises
involving multiple CI operators and authorities who can interact and coordinate their actions in a virtual
crisis scenario.

The strength of resilience assessment exercises lies in their ability to engage various critical infrastructure
operators and various authorities involved in the resilience of critical entities at the regional, national, or
European level. These exercises bring together operators from different sectors and industries to jointly
address complex challenges. By involving multiple stakeholders, authorities and operators can gain a more
comprehensive understanding of interdependencies, foster cross-sector collaboration, and test their
collective resilience strategies.

Resilience assessment exercises based on these technologies promote experiential learning and provide
operators with valuable insights into their readiness to tackle disruptive events. By embracing innovative
tools and involving multiple operators, these exercises contribute to the development of robust and
adaptive strategies for ensuring the continuity and security of essential services.

We will also define a deliver a collaborative approach to Vulnerability Analysis. It will be encapsulated
into a service for both operators and authorities that integrates and exploits the augmented and
collaborative information space including threat intelligence, interdependency analysis and specific critical
entity configurations to deliver and keep updated a vulnerability map aimed at identifying (potential)
weaknesses and susceptibilities in CEs and network of interdependent CEs.

Within the Trusted EU CER Data Space, we will provide capabilities and services for Secure Information
& Intelligence Sharing on CE resilience and risks, in accordance with EU and national law on, in
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particular, classified and sensitive information, competition and protection of personal data. The
ENDURANCE services will support information sharing among CEs, between CEs and competent
authorities, and among competent authorities with the same MS (in case the MS establishes more than
one competent authority) by utilizing innovative “by design” solutions such as Zero Trust Network Access
(ZTNA) and federated utilization of data and information without moving sensitive or classified data via
Zero Trust FML (ZT-FML) techniques.

A fundamental service in the context of information sharing is the notification of relevant incidents by the
CE to the competent authority to generate a comprehensive overview of the impact, nature, cause, and
possible consequences. This service will support CE in notifying the competent authorities of incidents
that significantly disrupt or have the potential to significantly disrupt the provision of essential services.
The notification will include the information to make the competent authority aware of the incident and,
where possible, the presumed cause of the incident, followed, where relevant, by a detailed report with a
more complete overview of the incident. Across the same information channel, the competent authority
can provide the critical entity concerned with relevant follow-up information, including information that
could support that critical entity’s effective response to the incident in question.

Competent authorities will also be provided with additional service supporting the Information Sharing &
Strategic Cooperation with the corresponding authorities in other MS (and potentially with other
European bodies, e.qg., the Critical Entities Resilience Group). Such services will enhance their ability for
cooperation and communication, in the context of large-scale, cross-border risk assessments developing
and sharing best practices and guidelines. This is the case of Cl connected to two or more MS, or linked
to / depending on / providing services to other MS.

Specific [WP7&WP8] include:

e Member State risk assessment: According to the CER Directive, “each MS should carry out, within
a harmonized framework, an assessment of the relevant natural and man-made risks, including those
of a cross-sectoral or cross-border nature, that could affect the provision of essential services”. We
will integrate and deliver a service to support competent authorities to perform risk assessment at the
MS level, taking into account general or sector-specific risk assessment and the interdependencies
among the sectors.

o Critical Entity & Essential Service Registry: We will design and deliver a prototype of cyber-secure
data and knowledge management system for collecting, storing, and managing sensitive information
on CEs and their essential services at the national level (i.e., that operate and have critical
infrastructure located on its territory). This will represent the informative foundation for implementing
the CER guidelines at the national level. This service is not only a registry, but also a support to identify
CEs according to the CER Directive and exclude those entities and services which are not covered
by it (e.g., defence, law enforcement, national security), following a risk-based approach that focuses
on the entities most relevant for the performance of vital societal functions or economic activities. The
identified CEs will be subject to specific requirements and supervision and that will be provided with
particular support and guidance in the face of all relevant risks. This service will also support the
competent authority in reporting the EC on national essential services and CEs.

e Guidance and Support to CE operators: We will deliver a set of coherent and integrated informative
services, managed and provided by the competent authorities, to support operators in improving the
resilience of their CEs, according to the strategy. Set at the national level. This will include tailored
guidelines, recommendations, assistance, Q&A, etc., to meet the obligation imposed by the CER
Directive and national law.

o Resilience Assessment & Auditing: We will design and deliver a service to support the competent
authorities in their processes for assessing and auditing the resilience of the CEs under their scope
and overseeing, in terms of fulfilment of their rules and obligations resulting from the CER Directive.
This will include process automation to establish whether risk assessment carried out by a critical
entity is compliant, in whole or in part, with the obligations laid down in this Directive.

e Awareness Raising: We will deliver a service to create and configure awareness campaigns on
resilience, CER directive, recommendations and obligations, targeting CE operators and other
relevant stakeholders.

e Training Program Management: We will deliver a service for the preparation and management of
training programs on resilience for CE operators.

Specific [SN|BIUIZVANN @ = Folol SRS AR (o] gl@ Nel o [ Elel 5] [WP7&WP8] include:

o CE Risk Assessment: We will provide novel capabilities to critical entities to support their
comprehensive understanding of the relevant risks to which they are exposed and to analyse those
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risks. This will be done based on MS risk assessments and other relevant sources of information, in
order to assess all relevant risks that could disrupt the provision of their essential services. This service
will provide a CE-cantered perspective on information, knowledge and services offered by the
ENDURANCE analytics tools (threat intelligence, risk identification and anticipation,
interdependencies, impact analysis), complemented with the specific information of the considered
CE, integrating the insights resulting from the large-scale exercise.

e Support for Resilience Planning: We will deliver a service supporting and assisting Cl operators in
the creation and updating of their resilience plans, considering the joint risk assessment, enabled, and
supported by the overall ENDURANCE Framework and its services. This service will help them to
comply with the CER-Directive.

¢ Continuous Resilience Improvement: We will provide an analytical service for post-exercise results
analysis. This service will help operators in figuring out relevant insights from those large-scale
exercises, in terms of additional threats, vulnerabilities, and risks to consider and potential measures
to adopt to mitigate them.

e Awareness & Training: We will provide the operators with a set of coherent services to use the
awareness and training campaigns and contents organized by the authorities through the services
described above.

Note that the set of services for operators and authorities could be slightly redefined or reorganized during
the project according to emerging needs and based on the planned detailed requirements and needs
analysis.

1.2.3. Pilot Studies

All project outcomes will be co-created and evaluated in relevant settings with a variety of Cl authorities
and operators from different EU Member States, thereby preparing the results for a real-world uptake
across different critical sectors and countries.

As illustrated below, we define a 3-layered

piloting approach: The [JI[&]z18 pilots in Italy mor SLOVENIA -
and Greece will capture the specificities of Disruption resilience for mor ITALY
the individual countries, regions, and sectors DIEIEIS S Disruptin esiience o
focusing on the cross-organisation and wso OMANIA e

H H H PILOT
CrOSS'.S”:e aspeCts'.The. . . pIIOtS In Disruption resilience for :.Ig:-o GREECE
Slovenia and Romania will identify, analyse, Digital & Health e -

Disruption resilience for Drinking

and address the cross-sector challenges on & Wastewater Management

a local, regional, and national level. The
large-scale, pan-European \{/AX®z{@)] pilot will
capture, understand, and tackle challenges MACRO

on a cross-border, European, strategic mor EUROPE BIG

Disruption resilience for PICTURE
Scale. interconnected Pan-European

: 3 . . essential services
e elelngl ] EINEENIERIAY: Each pilot involves

at least one competent national / regional /

sectorial Cl authority and at least one public / private operator of essential services. Moreover, each pilot
covers at least one critical sector and at least one EU Member State. By assuming different levels of
granularity and different angles, the pilots are highly complementary in the sense of gathering and

exchanging detailed operational perspectives and high-level strategic views. Specificallé, the pilot

is strategically oriented, dealing with high-level, cross-border challenges, while the pilot operates
on a more practical, operational level with a selection of critical sectors. The pilot, in contrast, is
highly focused and validation-oriented, examining the fine details.
All pilots together facilitate a holistic approach (as

illustrated on the right): The pilot is setting the

strategic vision and serving as a lighthouse, thus STRATEGIC
influencing / shaping the overarching policies and — Y*'M

I MACRO PILOT

== STRATEGY

£ MESO PILOT
© mpiemENTATION

STRATEGIC
GAPS

OPERATIONAL

directions. The pilot is translating the strategic = OPERATIONAL P CHALLENGES
oals into practical actions on an operational level. The EMiEeD s
&m pilot is highly focused on fine-tuning and

validating small-scale and specific aspects. In turn, the [/l[®z{®] pilot is providing feedback in terms of
specific operational challenges, the pilot is highlighting the strategic gaps, and the [/a2\®z{® pilot
builds on the insights and experience to improve the policies. This 3-tiered approach that integrates the
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bottom-up and top-down perspectives, is allowing for a comprehensive assessment and improvement
of the status quo, is enabling a structured progression from high-level strategy to practical execution, and
vice versa by integrating experience from the operational level into policies.

[EITESETE: As shown on the right, the [VI[&E18) pilots will
focus on the resilience of the (physical, cyber, and human) L MACRO o ROPE

PILOT

enablers of the Public Administration and (Drinking &
Waste) Water Management services. They will focus on the ) £ wmeso
disruptions that stem from (1) the heterogeneous distribution rior SLOVENIA 57 puior ROMANIA
of their own resources across different (physical and digital)
sites (including different regions) and (2) the complex
networks of (public and private) organisations involved in the
supply chains their essential services interface with. The e TR
|E|% pilots will extend to a broader set of critical sectors mor ITALY ror GREECE
and will focus on the resilience of vital services in the Digital,
Energy, and Health sectors from the perspective of cross-
sector _interdependencies and cascading effects of
disruptive events like (1) electricity blackouts resulting in
disruptions in telecommunication services, (2) digital
blackouts resulting in disruptions in the electricity distribution and/or the provision of the basic healthcare
services, and (3) large-scale health emergencies resulting in critical failures the digital infrastructure,
emphasizing the intricate interplay between the availability of the human resources (workforce) and
availability of other essential services (in our case, digital). In this way, the ilots aim to
comprehensively address the challenges arising from the convergence of Cl sectors. The pilot
serves as the overarching framework for all these efforts across Europe, synthesizing insights and
knowledge across all above-mentioned sectors and regions to develop a unified and comprehensive
pan-European strategy for addressing complex resilience challenges (and compliance with the associated
legal framework in the form of the CER, NIS2, and other sectorial policies). This pilot focuses on cross-
border, -sector, -organization, and -site collaboration and harmonisation to enhance the resilience of the
European Cis in the face of a wide range of hazards and threats, ensuring the continuity of essential
services and safeguarding the well-being of communities across the EU.

NEEZCETTIREML: The pilots will demonstrate and evaluate the ENDURANCE strategy and services
in the context of all types of threats and hazards to which Europe is exposed. The specific threats and
hazards to be put in the forefront of each pilot may vary depending on the sectorial specifics (e.g., cyber
threats are most relevant for the digital services while natural disasters more significantly affect water
management), geographical location (e.g., areas near fault lines are more prone to earthquakes while
inland areas are more exposed to floods), and

other relevant aspects like, for example, the HUMAN-CAUSED
current  global context and  community A THREATS
demographics. ¢ TERRONSM, SAsoTaGE AL:.NII:::’;?I‘-:\ERD
The list of here-presented threats and hazards JE e ey APPROACH
WI" ) be reVISed (T517 T61)' fOIIOW|ng a ' ::]APRLTI..:'?I:;L::;WTH,RAPIDURBANIZATION
continuous dialogue with competent CI ) e ST e T
authorities and operators across Europe and
CER experts from different disciplines to ensure oﬁ TECHNOLOGICAL ad NATURAL
that the resilience strategies remain adaptive gl DISASTERS
and relevant to the evolving risk landscape, EESUEHGEAE & L0005, LANBSLIDES, MAIOR STORMS
Safeg uardmg the European mterconnected = RADIOLOGICAL INCIDENTS *  HEATWAVES, COLD WAVES

. . . = INFRASTRUCTURE COLLAPSES AND FAILURES * VOLCANIC ERUPTIONS
essential services against both known and + TECHNOLOGICAL ADVANCEMENTS + DROUGHTS, WILDFIRES
cnoures that he resiience ramework remains | TG JRNSAA HEALTH

bust and ive to th ; ds and ISSUES EMERGENCIES

robust and responsive to the unique needs an  oLLUTON O AR WATER S0l O
challenges of the CI in different geographical | S alases e RIS L SIS
locations and operational contexts. - SPACE WEATHER (geomagnetic storms, solar flares) *  BIOLOGICAL TERRORISM

With this, ENDURANCE will improve Europe’s
collective capability to anticipate and understand future risks and possible disruptions, and adapt
risk management practices, strategies, and policies accordingly.
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Benefits to be demonstrated (" ENDURANCE All-Hazard & Cross-X Risk Assessment & Resilience Ecosystem N

an d Val | d a.ted (K PIS are | n Strategy for Disruption Resilience m

g”ef[‘l]:leogﬂsoéls 102u ra(?(;jmzm](-))n \é\gg} | Advanced Dashboards for CI Authorities m m I.‘ ] q;wI Advanced Dashboards for Cl Operators ]
, Simulation & Training Service

is to demonstrate and

Secure Data Exchange Service Risk & Resilience Assessment Service

SERVICES |

validate the benefits of the | * KN IEEN EXH | macro | | miceo |
ﬁ]%?e%zgé\lgglabrce)fgtlltjn ar(1]3 m Digital Twins for Essential Services m
cooperation among relevant | % Trusted EU CER Data Spaces [ wacro | meso | mico |
public and private \"‘ Strategic Cooperation & Operational Collaborati ]J

stakeholders, across sectors
and national / regional borders, at all levels (strategic and operational). (2) Strengthened governance
framework and improved coordination among the different national / regional / sectorial Cl authorities. (3)
Efficient identification of essential services, critical entities, and the known and emerging threats,
hazards, and risks. (4) Unified approach to (strategic

and operational) cross-x risk and resilience
assessment, considering interdependencies and all  THreats&

types of threats / hazards. (5) Harmonised — HAZARDS
understanding and implementation of the relevant  reausric

European / national / sectorial legislation on resilience = SCENARIOS o

(e.g., CER and NIS2 Directives). (6) Skilled and  roowss bbbttt
security-aware personnel in organisations = STRATEGIES
responsible for the operation and oversight of essential SKILLED
services. (7) Jointly tested strategy and services for USERS
the all-hazard analysis, business continuity, and
personnel training. (8) Improved preparedness,
response to, and recovery from all-hazard disruptions of essential services. (9) Greater economic
stability and societal preparedness.

IR Building on the results of the »pre-piloting activities« [WP1-WP8] involving (1) the
identification of essential services, critical entities, and interdependencies, (2) the assessment of
vulnerabilities, threats, hazards, risks, and potential cascading effects of disruptions, and (3) the
development of the strategy and services for the cross-x, joint risk and resilience assessment, the piloting
activities assume the following core tasks, illustrated on the right [WP9&WP10]:

e Re-evaluating the specific threats and hazards relevant for each pilot given the (then) current local
and global context.

e Refining the scenarios for the validation of result to capture realistic challenges and user needs
based on the defined / chosen threats and hazards.

e Integration of (1) services enabling secure data exchange and federated processing, risk and
resilience assessment, digital twins, and training, and (2) strategy (for business continuity and
disruption resilience) from WP1-WP8 into the relevant / operational environments of the users.

o For service integration, this task involves the development of custom interfaces. Our
technologies will be pluggable and offering REST APIs, thus reusable by any service in any
pilot.

o In terms of strategy integration, we will update and align the existing practices, guidelines, and
business continuity plans with the ENDURANCE strategy (covering, risk assessment
methodologies, disruption management approaches, and crisis communication protocols,
among others).

e Training of the end users’ employees on the use of the ENDURANCE services and strategy.

e Validation of the services and strategy through different real-world scenarios. Initially, we will deploy
the technologies in lab environments and conduct thorough testing to ensure they meet the required
functionality, security, interoperability, and usability (TRL5 at M18). Building on the feedback from this
initial validation and subsequent improvements, we will deploy the technologies in relevant /
operational environments and demonstrate the expected functionalities and benefits (TRL6 at M27,
TRL7 at M36).

To efficiently distribute the resources while ensuring that all our results are demonstrated and validated in
the most relevant environments, different pilots will primarily focus on one specific service (while all pilots
will test the new Trusted EU CER Data Spaces, Secure Data Exchange Service, Advanced
Dashboards) as illustrated on the right:

USER

2] TRAIN THE USERS FEEDBACK
%]

VALIDATE RESULTS
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o : The Simulation & Training Service to evaluate usability (incl. completeness and clarity).
o |YI=S8): The Digital Twin to demonstrate the cross-sector interdependencies.

o |VVNe{xl®: The Strategy and the Risk & Resilience Assessment Service, to directly support the
Cl authorities and operators in the implementation of the CER Directive.

In each pilot study, we have representatives of public and private domains (government authorities
with domain expertise, public and private end users with data and relevant experience, and technology
providers) that will actively participate in the co-creation of pilot studies and evaluation of the relevance
and value of the project results.

ST E o] laYA e Nel TN SR EST=T (o] S la [e W= SN @IV )g[=): The critical sectors directly covered by the involved

end users and pilots (Energy, Digital, Health, Drinking Water, Wastewater, Public Administration)
represent over half (6/11) of all sectors as per the CER Directive. We directly cover 4/28 EU MS
(Slovenia, Romania, Italy, Greece). But we do not stop here: (i) Since all critical rzzzzz577777777mmm- m
sectors depend on electricity and digital services, directly considering these two Energy

sectors provides an important baseline upon which we can easily scale to all

1
Digital | Transport |

Health Banking i

other domains. (ii) In the process of gathering inputs for the project work and Drinking Water | Finance |
evaluating results, we will (in the scope of the Working Group and workshops Wastewater space |
Public Administration Food |

with the authorities and operators in T1.1&T2.1), extend our research also to
all other critical sectors (Transport, Banking, Finance, Space, Food; see on
the right) and other EU MS.

1.2.3.1. MACRO Pilot EUROPE [led by INS in T9.1&T10.1]

Strategic cooperation and operational collaboration among the CI authorities and operators are essential
because in the interconnected landscape of critical infrastructures and essential services, a disruption in
one sector and/or country can quickly cascade across others. To strengthen the resilience of the European
Cl and essential services they offer, it is imperative to have a shared list of critical entities and a unified
definition of a disruptive event. Moreover, it is critical to have a holistic understanding of the potential
vulnerabilities, threats, and risks that may emerge from (i) the interdependencies across different sectors
and countries, (ii) sector-/country-specific_policy disparities that can introduce complexities and
uncertainties that affect the overall European CI resilience, and (iii) sector-/ country-specific disruption
management differences that result in sub-optimal response and communication. For example, if one
country’s policies and procedures for disruption preparedness and response significantly differ from those
of a neighbouring country, this misalignment can lead to inefficiencies in cross-border crisis management
and can hinder the smooth cross-country coordination necessary during large-scale disruptions. Similar
challenges appear on the sectorial level. An approach that works well in one sector might not be suitable
for another, potentially leading to vulnerabilities when sectors interact or rely on one another. The
ENDURANCE Strategy for Disruption Resilience will harmonise the definitions and procedures across
sectors and countries, and thereby (i) address challenges created by the above-mentioned variations, (ii)
enhance understanding of the cross-x risks, and (iii) enhance the preparedness of Cl authorities and
operators to anticipate and effectively manage disruptions.

Further, apart from strategic cooperation that assumes the harmonisation of the definitions and
procedures, it is vital to also enhance operational collaboration and close collaboration across both
levels. Specifically, for an effective anticipation and assessment of risks and potential cascading effects,
a Trusted EU CER Data Space is needed within which CER-/risk-relevant data can be securely shared
among the CI authorities and operators (or processed in a privacy-aware federated manner when sharing
isn’t possible). This enhances situational awareness across borders and sectors and provides reliable
means for a more structured and standardized approach to evaluating the robustness of the Cl in the form
of a joint, cross-x, and real-time risk and resilience assessment.

This pilot brings together all Cl authorities and operators engaged in the project (and beyond). It serves
as a vital platform for testing and validating the ENDURANCE Strategy, Trusted EU CER Data Space,
Secure Data Exchange Service, Risk & Resilience Service, and Advanced Dashboards. The MACRO pilot
EUROPE thereby stands as a testament to the commitment of the (engaged) CI authorities and
operators to safeguard Europe’s Cl.

1.2.3.2. MESO Pilot SLOVENIA [led by ICS in T9.2&T10.2]

In today’s rapidly evolving European landscape, the CI operators are at the forefront of a digital
transformation. This transformation, driven by the proliferation of Internet of Things (loT) and the
integration of Artificial Intelligence (Al) into control and monitoring systems, promises remarkable
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improvements in efficiency. However, it also presents a fundamental shift in how the Cis function. The
convergence of these digitally driven systems, spanning various sites, organizations, and even sectors,
introduces unprecedented opportunities for seamless integration across the supply chain but, at the same
time, widens the attack surface. Cyber threats, both subtle and sophisticated, as well as physical attacks
and natural or man-made disasters, now have the potential to disrupt every facet of Cl operations,
impacting power generation, power transmission, power distribution, telecommunication services, and
more.

In this pilot, we focus on the interconnected vulnerability of the Energy and Digital sectors,
considering the symbiotic relationship in the context of the digital transformation. The energy
sector heavily relies on seamless communication services for the precise management of power
generation, transmission, and distribution. In the event of a cyber-attack disrupting these
communication channels, the ramifications are profound. For instance, a well-coordinated attack
targeting the communication infrastructure could impair the energy sector’s ability to monitor and regulate
the power flow, potentially leading to widespread blackouts and energy supply instability. Conversely,
within the telecommunications sector, which forms the backbone of modern connectivity, a growing
spectrum of cyber threats looms. These threats aren’t confined solely to external actors but extend to users
within the energy sector. Consider a scenario where a compromised energy operator inadvertently
introduces malware into the telecommunications network while accessing services. Such an incident
jeopardizes the integrity of data, raises privacy concerns, and endangers the availability of vital
communication services. These consequences, when left unchecked, can escalate beyond the realm of
economic disruption, affecting public safety and even national security. The challenges posed by this
digital transformation and increased interdependence demand a radical shift in risk perception and, more
critically, underscore the need for a transition to more agile risk management approaches capable of timely
and effectively recognising, understanding, and countering evolving threats. Similar examples of
disruptions that propagate from one sector to another can be found for cases of physical attacks or
natural-’/human-made disasters. Severe floods in a wider area (as has happened in Slovenia in August
2023) that damage the physical infrastructure of an energy provider and incapacitate their services for a
longer period of time can render local telecommunication services that rely on the provision of power
unavailable. This pilot will study all such cases that are most pressing for both sectors from the perspective
of their interdependence.

This pilot is a collaborative initiative involving 2 national and sectorial authorities and 2 key CI
operators: URSIV, the national authority for the digital sector. AKOS, the sectorial authority for the
digital sector. TS, Slovenia’s largest telecommunications service provider as well as the leading and
most advanced Slovenian provider of cutting-edge ICT services and solutions (including SOC services to
various stakeholders in the private and public sector). ELES, the operator of Slovenia’s electric power
transmission system, which is closely connected to the transmission networks of neighbouring countries
and integrated into the European energy system.

1.2.3.3. MESO Pilot ROMANIA [led by EVI-RO in T9.3&T10.3]

Critical infrastructure and essential services are the backbone of modern society, and their proper
functioning is crucial for the well-being of citizens. Increasing the level of service digitization is one of
the goals in all sectoral development plans in Romania. But beside all benefits of remarkable evolution of
digital technologies, digitalization increased the interconnectivity of critical systems, introduces
complexities and potential vulnerabilities. Securing these interconnected systems is a continuous
challenge to overcome, as well the evolution of the threat landscape, which includes a wide range of
threats, including cyber-attacks, natural disasters, terrorism, aging infrastructure, supply chain disruption,
human factors or resource constrains.

Our attention will be directed towards the interdependent vulnerability of the Health and Digital sectors
in Romania, examining their symbiotic relationship within the framework of digital transformation and
sustainability.

Several key aspects illustrate this interconnection between these two domains:

o Digital technologies play a crucial role in managing health information, electronic health records
(EHRSs), and healthcare data. The digital sector provides the tools and infrastructure necessary for
efficient storage, retrieval, and sharing of health-related information, promoting interoperability among
healthcare systems.

o Expansion of telemedicine and telehealth services, allowing healthcare professionals to remotely
diagnose, monitor, and treat patients. This benefits both sectors by increasing accessibility to
healthcare services and optimizing resource utilization.
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o The Internet of Things (IoT) facilitates the connection of medical devices and equipment, enhancing
real-time monitoring and communication between healthcare systems.

As healthcare systems increasingly rely on digital technologies, ensuring the security of patient data and
healthcare infrastructure becomes crucial. The digital sector contributes with cybersecurity solutions to
protect the sensitive health information and infrastructure. In a hypothetical scenario, of compromise the
for a during a cyberattack, the situation opens the ground for several risks and potential consequences
such as data integrity compromise, privacy breach, disruption of Healthcare Services, compromised
patient safety, reputational damage, operational disruptions. The incident could have lasting effects on the
affected individuals, eroding trust in the healthcare system’s ability to protect their sensitive information
and could result in legal consequences and penalties. To mitigate these risks, healthcare organizations
must prioritize robust cybersecurity measures, including regular training for staff on best practices for
cybersecurity, implementing advanced threat detection systems, maintaining up-to-date security protocols,
and conducting thorough risk assessments. Additionally, a well-defined incident response plan can help
organizations to respond effectively in the event of a security breach.

In another scenario, we consider a pandemic like COVID-19 disrupts the digital sector, leading to
workforce challenges (as the digital sector heavily relies on a skilled workforce), increased demand of
digital services (including remote collaboration tools, online education, and e-commerce), intensified
cybersecurity threats caused by rapid digital transformation and many others. To address these
challenges, authorities and digital sector operators must prioritize resilience, contingency planning, and
the implementation of robust cybersecurity measures. Collaboration between relevant authorities, strategic
resource planning, and flexibility in adapting to dynamic situations are the key components to be
considered in the scope of this pilot.

This pilot involves collaborative efforts of 2 national and sectorial authorities and 2 Cl operators,
namely the Romanian Ministry of Health (MoH) — the National Authority for Health sector, DNSC - the
National Authority for Cybersecurity, Dr. Muntean Clinic (CGDM) — one of the health operators in the
private sector, and the General Directorate for Internal Protection (DGPI) — part of the Ministry of internal
affairs that operates the digital infrastructure and essential services such as authentication of citizens in
the online environment in order to access electronic public services of central and local public
administration, as well as commercial services provided by the private sector that require the online
authentication of personal identity.

1.2.3.4. MICRO Pilot ITALY [led by INS in T9.4&T10.4]

The lessons learned from COVID-19 pandemic show how service digitalization plays a key role in
future of Public Administration (PA). Fostering the offer of digital public services and accelerating the
implementation of key e-government projects represent strategic digital challenges of Italy’s Recovery and
Resilience Plan. The path to digital transformation of PAs implies a re-engineering of their internal
processes in terms of technological innovation, improving their efficiency from quantity and quality point
of view. Digital transformation changes, therefore, the role of IT systems and infrastructures in operational
continuity of public services; this lead to a change in relevance in the risks that can compromise availability
the digital services (e.g., cybersecurity, physical attacks, blackout, etc.). This pilot focuses on digital
vulnerability in the Public Administration in the Friuli Venezia Giulia Region, which plays a key role
in providing essential services (e.g., regional healthcare system) and in managing critical data about
citizens (e.g., personal data, EHR, financial data) and companies. Digital services provided by PA span
multiple sectors (e.g., healthcare, employment, local taxes, accounting, registry office, social policies,
economy, agriculture and food, environmental protection, energy, cartography, tourism, etc.) at multiple
levels (e.g., regional offices, regional public agencies, municipalities, health companies, hospitals). In case
of interruption (caused by a cyberattack or by a physical damage to a fibre cable) of the IT infrastructure,
the operational capacity of PA would be compromised; the effects would have repercussions on each
stakeholder of digital public services: local PAs, companies and, in particular, citizens. A cyber-attack
aimed at the regional healthcare information systems, for example, would cause inconveniences and
delays in clinical procedures and examinations, leading disruptions to patients and exposing sensitive data
to risk. Other types of interruption of public services could be caused by physical attacks or natural
disasters/human-induced disasters involving the ERMES regional high speed fibre network, connecting
each local PA. The interruption of connectivity would result in the cascading disruption of PA provided
digital and physical services. This pilot is an initiative involving the Friuli Venezia Giulia Region, as the
entity responsible for the provision of public services, and INS, as the provider of ICT services, ERMES,
Data Center, information systems, used to implement and deliver such digital services.
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1.2.3.5. MICRO Pilot GREECE [led by SYN in T9.5&T10.5]

The MICRO pilot in Greece will focus on the resilience of the enablers of the Public Administration and the
(Drinking & Waste) Water Management services. It will focus on the disruptions that stem from (i) the
heterogeneous distribution of their own resources across different (physical and digital) sites (and (ii) the
complex networks of (public and private) organizations involved in the supply chains their essential
services interface with. Based on experience from recent natural disasters that had a significant impact in
the disruption of water supply, the focus of the pilot will be on the development of an integrated flood
management methodology for water/wastewater facilities and the assessment and anticipation of risks
regarding the disruption of water distribution and other impacts to the water-management by EYDAP,
due to strong flood events. This pilot will validate strategic level methodologies including forecasting
mechanisms for disaster resilience, severity rating protocols and mitigation plans, and comprehensive
planning for anti-flood projects. This methodology will undergo implementation as a pilot in a selected
EYDAP facility, serving as a testing ground for its effectiveness. The pilot will not only involve the practical
application of forecasting tools but will also evaluate the severity rating criteria and the feasibility of anti-
flood projects. The insights gained from this pilot initiative will be instrumental in refining the methodology
for wider applicability not only in other regions but also in a broader set of potential natural hazards.
Following successful implementation in the initial facility, the methodology is poised to be extrapolated to
other facilities in Attica. The selection process for future application sites will take into account both
operational data from EYDAP and existing flood maps within the Attica Region. Moreover, the
methodology will draw from the experiences and findings of related and available recent studies conducted
for the Region of Attica, particularly those concerning innovative flood modelling of main streams in Attica
Region.

The motivation to engage in ENDURANCE stems from the imperative to fortify water management facilities
against the increasing threats of floods, aligning with a broader strategy for resilient urban infrastructure.
The involved partners will leverage the integrated flood management methodology as a means to enhance
their adaptive capacity, ensuring the sustainable operation of water facilities in the face of evolving climatic
patterns and potential flood risks. EYDAP and Region of Attica aim to enhance their flood resilience,
minimizing potential disruptions to water supply and facility operations. Additionally, the pilot project will
serve as a knowledge-exchange platform, facilitating the sharing of best practices and lessons learned
with other water management entities and public authorities. This collaborative approach aligns with the
broader goals of ENDURANCE, promoting a collective response to shared challenges. This pilot involves
the Regions of Attica and West Greece, as the entities responsible for the provision of public services,
EYDAP as the water/wastewater company in Attica Region, ICCS as a research and technology provider
with competencies in relevant methodologies and risks analysis and SYN as a provider of digital services.

1.2.4. Linked Research and Innovation Activities

The consortium will reuse existing know-how and technologies. Below, we list relevant past/ongoing
projects of which outputs will be used as a baseline for ENDURANCE, and the partners owning them.

Results (Technology & Experience) to be Reused [Owners]

WP1&2, HEU SUNRISE, SUNRISE Working Group on Pandemic Resilience [ICS, INS, TS, ELES, FVG].
WP9&10, ATLANTIS Organisation of strategic and operational workshops with CI stakeholders,
WP11 coordination of large-scale pilots with Cl authorities and operators [ICS, INS]. Training

material for Cl resilience and CI-/ClI resilience-focused communication, collaboration,
dissemination [CCL].

WP3- HEU LAGO A Trusted EU Research Data Ecosystem (RDE) to address the lack of domain-
WP6 specific data and insufficient quality and quantity to enable appropriate development
of data-driven and Al-based technologies in the security domain [ENG].
WP5- HEU SUNRISE, Risk assessment methodology, methodology for identification of systemic risks in
WP10 ATLANTIS large-scale pilots [ICS, URSIV]. Risk assessment and decision support platform,
intelligence gathering solution [ENG, SYN].
WP5- HEU MANOLO, Platforms, frameworks, and technologies for risk identification, threat intelligence
WP10 CYCLOPS, DEP sharing, trustworthy data processing (Al), and management of a complete data
CYDERCO lifecycle for large-scale volumes of data from heterogeneous sources. [EVI]
WP5- H2020 Next-generation 10T, edge, and cloud computing infrastructure, securing stability and
WP10 PLEDGER, effective performance of digital services [ENG, ICCS].
H2020 M-Sec
WP5- H2020 Threat spectrum identification, attack trees for multiple scenarios in CI,
WP10 DEFENDER, interdependence analysis [ICS, ELES]. Technologies for the protection against large-
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INFRASTRESS, scale cyber-physical threats and hazards, and for increasing situational awareness

ZSHIELD [ENG].
WP5- H2020 PHOENIX, Blockchain/DLT and federated ML technologies ensuring trusted information
WP10 FISHY, GRACE exchange [SYN, ENG]. Technology for increasing cyber resilience of supply chains
[SYN].
WP5- H2020 Cyber-physical risk assessment methodology, analysis of Cl interdependencies and
WP10, PRECINCT, cascading effects [ICS, ENG, SYN, ELES, TS]. Digital Twin solution [ENG]. Legal
WP12 CyberSEAS, and ethics analysis [TLX].
APPRAISE
WP5- H2020 GEIGER, Know-how on methodologies and technologies for monitoring cyber risks, threat
WP10 IRIS, CitySCAPE, reporting, incident response, awareness raising, and training [DNSC, ENG].
SECANT

The maximise the impact beyond the consortium, ENDURANCE will seek synergies with other relevant
projects to share results, ideas, and experience. Below, we list ongoing projects with which
ENDURANCE will collaborate.

Potential Collaboration

WP1, WP2, WP5, HEU SUNRISE, CI cooperation, exchange of know-how on cross-x risk ICS, ENG,
WP6, WP9, WP10, ATLANTIS assessment. Joint promotion and impact generation. SYN, INS, CCL
WP11

WP1, WP2, WP9, HEU EU-CIP CI cooperation. Joint promotion and impact generation. ENG

WP10, WP11

1.2.5. Interdisciplinarity and Integration of Social Sciences and Humanities

ENDURANCE will provide a strategy and technologies for improved resilience of essential services under
various known and emerging, natural and man-made threats and hazards. For these results to be effective,
it is important they integrate social norms, account for human factors, and are adapted to the needs
of the end-users.

Previous experiences have demonstrated that ignoring behavioural insights can yield poor (or even
counter-productive) results, sometimes putting at risk overall societal resilience. During large-scale and/or
long-lasting disruptions in the provision of essential services (e.g., in pandemics, in natural disasters),
conflicts arise between the values of life or well-being and various freedoms, and they must be prioritized
where they conflict. Therefore, the social and human aspects must and will be considered throughout
the development process, by design.

To address these challenges, the consortium includes multidisciplinary expertise in strategic ClI
oversight (AKOS, URSIV, DNSC, MoH, RDFA, RDFW, FVG), operational Cl know-how (TS, ELES, DGPI,
CGDM, EYDAP, INS), in security, risk, and business continuity management (SBT, ICS), and in
research and technology development (EVI-RO/-DE, ENG, SYN, ICCS). This is complemented by
expertise in Social Sciences and Humanities (SSH): ethics and law (TLX), business development (DBC),
and communication and collaboration (CCL, ICS).

We are aware of the complexity of communicating combined results from different disciplines. So, we are
involving experts from different disciplines in the different stages of the project, from the beginning
with the analysis of strategic challenges (WP1&WP2), across R&D (WP3-WP8) and validation
(WP9&WP10), right to the promotion and exploitation (WP11). This approach will allow different members
to have the necessary knowledge of what other disciplines offer, thus enhancing communication between
disciplines, providing an interdisciplinary perspective based on co-design to address the problems at hand
and, ultimately, contributing to rendering ENDURANCE’s outcomes future-proof, also, with respect to
compliance with forthcoming data- and Al-related EU regulations. Surveys with stakeholders (WP1&WP2,
WP11) will help to identify current practices and their expectations on new solutions, facilitating the co-
design of adapted solutions for end-users. A research ethics workshop (T12.3) will establish guidelines
and principles for anticipating discriminatory uses of data and equip partners with research ethics
practices. This interdisciplinary effort will continue in all WP1-WP10 to introduce specific ethical, legal, and
socio-economic requirements tailored to the challenges to be addressed during the design and
development of the ENDURANCE strategies and technologies, and to assess the results from the
perspective of their own discipline. By involving these disciplines at all stages, we ensure that their inputs
are considered, all along the process, at the overall approach and individual solution inception, from the
design phase, and not as a simple add-on. Finally, SSH partners will have strong participation in
continuously evaluating multi-disciplinary impacts (economic, societal, and environmental in T11.5; ethical
and legal in T12.3) of ENDURANCE and preparing a roadmap for sustainability of results (T11.4).
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1.2.6. Gender Dimension

The gender dimension is an important parameter in human interaction, security management, decision-
making and, therefore, in Cl resilience. Acknowledging, thus, the importance of gender, we will explicitly
analyse and consider it in a concrete manner across several R&D activities and under concrete
outcomes, including by means of a gender policy included in the project handbook (D12.1) at an early
project stage, in M03, particularly through the following.

Inclusion of a gender perspective in research: Any review of the existing literature, theories, concepts,
standards, and legal instruments commonly used in the security area will identify possible sex/gender
differences and/or similarities for their implications on the outcomes or impact of the project. For
instance, women and men often have different roles and responsibilities during crises / significant
disruptions, and their specific needs must be understood and addressed. A gender-sensitive approach
ensures that the diverse experiences and vulnerabilities of individuals are considered, ultimately
enhancing the effectiveness of risk management strategies. By integrating a gender lens into our risk and
resilience assessment, we aim to deliver solutions that are attuned to the unique challenges faced by
different genders, promoting a more equitable and effective approach to the CI resilience.
Dissemination of results: Relevant gender findings will be targeted at relevant research journals (e.g.,
Gender & Society). Dissemination materials will be in gender-neutral language.

1.2.7. Open Science Practices

We consider Open Science as an integral part of its innovation approach. This means not only that the
results will be made publicly available and accessible, as much as possible given the potential security
constraints, but also that the principles of openness, transparency, and democratisation that
ENDURANCE adheres to will be extended to the entire research and innovation cycle of the project.

OPEN ACCESS: Making knowledge freely available to everyone: All partners are committed to make
their scientific publications available in open access and all the produced research data publicly available
(with full respect to the privacy and fundamental rights). ENDURANCE will publish a minimum of 10+
papers in open access (in, for example, Zenodo and/or arXiv) and a minimum of 10+ articles in the Open
Research Europe platform. As further discussed in Section 1.2.8, ENDURANCE also commits to
publishing (as openly as possible, as closed as necessary) 5+ datasets to relevant ecosystems (e.g.,
Common European Data Spaces, national / European) open data platforms.

OPEN SOURCE: Creating openly available platforms, tools, and services: ENDURANCE will ensure
that the developed technology (tools, services) will be published as early as possible on open repositories
(e.g., GitHub and the European Open Science Cloud (EOSC) portal), with Open APIs that allow
interoperability, offering open-source knowledge to the scientific community to experiment and to the
third-party developers to implement novel applications and avoiding vendor lock-in. As part of the
exploitation strategy, the consortium will define appropriate, permissive licenses to maximise reusability of
project results without hindering the partners’ exploitation paths.

CO-CREATION: Knowledge-creation is more efficient if scientists work together: Through its
inclusive and interdisciplinary approach, ENDURANCE will act as a platform for facilitating knowledge
exchange in different scientific domains and application areas as it is prominent by the plethora of different
partners involved in the R&D activities (WP1-WP8), pilots (WP9&WP10), and impact assessment (WP11).
All this knowledge will be coordinated and shared through a common approach, fostering the combination
of efforts and collaboration of different stakeholders.

1.2.8. Management of Research Data and Other Research Outputs

ENDURANCE will maximise access to / re-use of the research outcomes, body of knowledge, and datasets
generated in WP1-WP10. The Data Management Plan (DMP, D3.1), which will be continuously updated,
will support FAIR Data Principles, and will outline the procedures for data storage and protection during
and after the project end. Appropriate data repositories will be identified through the OpenAIRE platform,
and access restrictions will be defined according to the IPR management strategy (ref. Section 2.2.4,
T11.1). The DMP will encompass the entire data management life cycle for all datasets and for the
retention period agreed therein.

The following data types will be generated and used during the project: (1) context data, coming from
literature, to set the baseline knowledge for ENDURANCE, (2) public and private datasets from end
users, open data platforms, and other public sources, and testbed implementations, and (iii) software
components and code. The table below shows the main research data to be used and generated in
ENDURANCE, along their type and expected size.
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Any personally identifiable information collected during the project will be protected and anonymized
according to the GDPR. The consortium partners’ Data Protection Officers (DPOs) will help to oversee
compliance with relevant legislation. A Project Security Board [T12.2] will manage security clearance of
research data/outcomes.

To enhance findability of research outputs, we will adopt persistent and unique identifiers (e.g., DOIS)
connected to a set of metadata describing an outcome and/or to the outcome itself. To enhance
interoperability, the consortium will seek adoption of standard formats and vocabularies for metadata
and dataset usage. Licences for data sharing and re-use will be provisioned as part of the IPR
management and included in the DMP. We will coordinate datasets curation, storage, preservation (T3.3
& T4.3), and will encourage adoption of permissive data sharing licences.

WP __|Research Data/Outcome
WP1& Data from discussions and workshops with the CI stakeholders including  Text. 80-100 MB
WP2 participants data, discussion notes and minutes.
WP3& Body of knowledge on project-specific requirements, SotA analyses, Graphs, text, 200-400 MB
WP4  solution designs, and development and integration roadmaps. numerical,

UML
WP3& Body of knowledge on available CER-relevant datasets (catalogue). Graphs, text 50-100 MB
WP4
WP5& (Restricted to Cls) Registry of defined and identified essential services, Graphs, text, 100-300 MB
WP6 critical entities, interdependencies, risks, impacts. UML
WP5- Algorithms, SW components, ML models, APIs. Code/executab 200 MB-2 GB /
WP10 le format technology
WP5& Curriculum and (textual & visual) material for courses on Cl resilience. Graphs, text ~50 GB
WP6
WP7- (Restricted to project partners) Various sensory data and data from Text, ~10 GB
WP10 IT/OT systems relevant for the assessment of risks and resilience (e.g., numerical

data from security monitoring systems).

2. Impact

2.1. Pathways Towards Impact

Our aim is to support the Cl authorities and operators in the implementation of and compliance with
the resilience-oriented legislation (European, national, sectorial). Below, we describe how our results
(i.e., Key Exploitable Assets (KEASs), Section 2.2.2.2) provide measurable benefits, namely outcomes
(OUTX.y), in the time frame of the project (Section 2.1.1). Here, our stakeholder community includes EU
MS authorities and policy makers, Cl operators and industry experts, SW engineers and
technology developers, researchers, and society. Afterwards (Section 2.1.2), we elaborate on the
impacts (IMPx.y) that the outcomes (i.e. our KEAs) will generate.

For each expected outcome and impact, we present their scale and significance through KPlIs. For their
definition, the following baselines, assumptions, benchmarks were considered: (i) Consortium size,
geographic diversity, and outreach capacity (reflecting the available channels to generate impact). (ii)
Excellence of project results (reflecting the consortium’s means to generate impact). (iii) Current political
and socio-economic situation in Europe (reflecting the needs that will drive the interest of the stakeholders
for the uptake of results).

2.1.1. Contributions Towards the Expected Outcomes

Outcome #1 (OUT1): Tools for EU Member State authorities and operators for the assessment and
anticipation of relevant risks to the provisions of essential services are identified. < (=¥, [[{=.V4

A comprehensive assessment and anticipation of cross-x risks to the provisions of essential services
require many different inputs related to (i) the functioning of the services as well as the organisations
operating, overseeing, and regulating them, (ii) their interdependencies, and (iii) existing vulnerabilities
and all types of relevant hazards and emerging threats. To be able to identify tools that can support the ClI
authorities and operators in this task, we will first of all facilitate a strong cooperation among them and a
continuous dialogue with them (T1.1&T2.1) to discuss, gather, and analyse the insights on the current
practices, tools, and needs (T1.2, T2.2, T1.3, T2.3). In parallel, we will analyse the SotA (T3.2, T4.2)
and relevant data sources (T3.3, T4.3) to identify available means for risk and resilience assessment,
and afterwards design (T73.4, T4.4) and integrate and deploy (T3.5, T4.5) specific tools and components
for their realization. Further, we will consider a wide spectrum of vulnerabilities, threats, hazards, and
risks that stem from the physical and digital environment, as well as from the interdependencies across
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the services (T5.1, T6.1). These insights will help to identify the tools needed and available for the joint,
cross-x risk assessment and anticipation. The results will be included in the CER-relevant Data Space
(T5.2&T6.2, [4=4¥) and the Strategy for Disruption Resilience (T1.4&T2.4, [[{=/¥1).

Iterative joint, cross-x stress tests and large-scale exercises (WP9&WP10) will further evaluate tool
effectiveness and identify potential further means needed for the joint risk assessment and anticipation.
Similarly, our engagement, promotion, and business development activities (WP11) will foster open and
continuous communication to gather valuable feedback from the stakeholders about other available
means and tools, about the emerging standards and policies that may shape the tools’ relevance in the
future, and about the market needs and trends.

Scale & Significance of OUT1: Outcome #1 Kpls

Cls Key Tool Integration Rate  Data Alignment All-Hazard Tool Usability Rate
Engagement Rate Coverage Rate
Rate
>80% of ClI >70% of the key tools >80% alignment >90% of all vuln., >75% level of usability
authorities and identified in the analysis of  between the threats, and and practical relevance
operators from  current practices and SotA, identified data needs hazards of the ENDURANCE
the Working addressing users’ needs, are and actual data identified are tools and services, as
Group are integrated into the Data availabilities for a integrated into perceived by the users
actively Space, Strategy, or Risk &  comprehensive, joint the Risk & gathered during the
engaged in the Resilience Assessment risk assessment and Resilience workshops, pilots, and
dialogue. service. anticipation. Assessment promotion.

service and

Strategy.

Outcome #2 (OUT2): The cooperation between authorities of EU MS is facilitated by providing solutions
for data exchange and joint cross-border risk assessments. < [V, QA & mﬁ

By facilitating strategic cooperation as well as continuous engagement and communication among the
competent EU MS authorities (T1.1&T2.1), we will ensure that the developed solutions align with their
practical needs and challenges, thereby influencing and promoting their willingness to engage in data
sharing and joint, cross-x risk assessments.

On a technical level, we will harmonise definitions and data relevant for a cross-x risk and resilience
assessment (T5.1&T6.1, [{F¥)), including data on EU MS critical entities, essential services they provide,
associated service interdependencies, and relevant hazards, risks, and possible cascading effects. The
data will be gathered by and provided to all Cl authorities and operators through the Trusted EU CIR Data
Space (75.2&76.2, [d=¥) that will provide a trustworthy and standardized environment for the exchange
of key information, enabling users to gain a “big picture”. Especially in the cross-border contexts, such
harmonisation, definition, and data accessibility enhance the understanding of shared risks and
vulnerabilities, and thus facilitate strong collaboration in the sense of data sharing and risk assessment
that cross national borders. Moreover, by developing and implementing a harmonized data governance
structure within the Data Space will ensure that data exchange adheres to common standards and
protocols, making it easier for different authorities to collaborate without facing interoperability challenges.

Further, we will develop specific tools and services for secure data exchange and federated data
processing for cases where data cannot be shared (T7.1&78.1, [{=¥). By developing common
protocols, we will address the challenge of the diverse practices and tools used by the EU MS authorities.
This standardization will simplify the process of sharing sensitive information related to resilience, thus
promoting efficient and effective cross-border cooperation.

Finally, we will deliver methodologies, tools, and services for a cross-x risk and resilience
assessment (T7.2&78.2, [{F¥E). These will enable the CI authorities to collaboratively assess and
understand the interdependencies and shared risks. By providing such a common platform, we directly
contribute to the greater cooperation between the EU MS authorities not only in sharing data and assessing
risks and resilience, but also in mitigating risks, effectively managing disruptions, and fostering a
comprehensive and collective approach to Cl resilience.

Scale & Significance of OUT2: Outcome #2 KPIs

EU MS Authority Tool & Service Number of Cross-X Stakeholder Satisfaction
Engagement Rate Adoption Rate Assessments Rate

>50% of Cl authorities from >10 of Cl authorities >30 of joint cross-x risk  >85% of Cl authorities are
the Working Group contribute adopt the developed tools and resilience satisfied with the usability
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to the Data Space and data and services for risk assessments using our and effectiveness of our
exchange. assessment. solutions. solutions.

Outcome #3 (OUT3): Simulation tools are developed for large-scale exercises to test the resilience of
operators and of specific sectors, and related training courses are designed. < [{=:%), [S=A\G), =AY/

Our goal is to develop solutions that provide advanced support to EU MS competent authorities and
Cl operators in their collaborative efforts to enhance the resilience of essential services against a
spectrum of disruptions arising from cyber, physical, and hybrid threats and hazards. To achieve this, we
adopt a multifaceted approach that places the insights from the Cl operators and authorities (T1.1&T2.1)
at the forefront. By synthesizing these insights with findings from our extensive desk research (T1.2&T2.2,
T1.3&T2.3), we will thoroughly analyse the specific operations of critical entities across various sectors.
This comprehensive analysis includes understanding of the cross-x interdependencies that underscore
these essential services and identification of a wide spectrum of risks related to cybersecurity, natural
disasters, human threats, and technological failures (T5.1&T6.1). In parallel, we will explore the state of
the art in simulation tools (T3.2&T4.2) and analyse existing practices in testing and training adopted by CI
authorities (T1.1&T2.1, T1.2&T2.2), along with identifying gaps in these practices (T1.3&T2.3). This work
will shed a light on the most vulnerable (strategic, technological, and human) aspects of ensuring essential
service continuity, and will thereby provide a great baseline for the need-oriented and user-centric
design of simulation tools, joint exercises, and training courses (({=¥)).

Based on the identified needs and gaps, we will synchronously (i) design simulation and training
scenarios (WP9&WP10) to rigorously test operational resilience of Cl operators within and across
different sectors (focusing on the digital, energy, health, public administration, drinking and wastewater
management sectors), leveraging our cross-x and all-hazard approach, and (ii) develop advanced
simulation and training tools and services (including a Digital Twin (T5.3&T6.3, ) and a Cl-Range
(17.3&78.3), [dFXE) that implement these scenarios and enable comprehensive, interactive, and large-
scale resilience testing in different pilot exercises (WP9&WP10). Throughout, we will evaluate the
effectiveness of our solutions using well-defined criteria, ensuring that our tools are both innovative and
impactful.

Additionally, we recognize the need for robust user engagement, aiming to proactively empower CI
stakeholders by offering tailored material, curricula, and courses on ClI resilience (T5.4&T6.4) along
with the training services (T7.3&T8.3, [dFXE). This holistic strategy is designed to cultivate a resilient
mindset and enable effective responses to disruptions.

Scale & Significance of OUT3: Outcome #3 KPIs

No. of Stress Tests  Cl Workforce Engagement in Large-Scale Exercises Training Completion Rate

30+ designs for cross- 50+ employees of Cl operators from 6+ sectors and 4+  >50% of users of the Training
X, all hazard stress EU MS actively participate in large-scale exercises service complete the training
tests. using the ENDURANCE simulation and training tools. programme.

Outcome #4 (OUT4): Measures by MS authorities to facilitate risk assessments by operators are
identified, including the assessment of cross-sector and cross-border interdependencies. < [[{=A¥1,

KEA2BKEAZL

One of our key activities is the close cooperation with the competent authorities responsible for
different sectors in different EU countries — from within the consortium and beyond. In our continuous
dialogue with these authorities (T1.1&T2.1), we will gather insights to understand and analyse their current
definitions, methodologies, practices, and policies (T1.2&T2.2), as well as their needs and challenges
(T1.3&T2.3) in facilitating cross-x risk assessment by CIl operators. This collective (and
confirmed/validated) understanding of the existing landscape will enable us to propose harmonized
definitions, methodologies, and procedures for the cross-x risk and resilience assessment, as well as
for the joint and effective disruption preparedness and response. These results will be gathered in the
Strategy for Disruption Resilience (T1.4&T2.4, [{=/¥1), which will be continuously validated and
improved (T1.1&T2.1, WP9&WP10).

This work will also be fed by our (i) analysis of the cross-x interdependencies, and (ii) identification
of the wide spectrum of threats and hazards arising from the cyber, physical, human domains, as well
as from the previously identified cross-x interdependencies (T5.1&T6.1).

To solidify these efforts, we will (i) establish a Trusted EU CIR Data Space (75.2&76.2, [{=¥) to ensure
availability of key information for cross-x risk assessment, and (ii) implement secure data exchange
technologies (T7.1&T8.1, [{F¥) and cross-x risk assessment services (T7.2&78.2, [{Z¥8) to empower
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the EU MS authorities to facilitate and practically enhance the cross-x risk assessment capabilities of
the CI operators with a cohesive and unified approach.

Scale & Significance of OUT4: Outcome #4 KPls

Strategy Dialogue Rate Strategy Validation Rate Strategy Alignment Rate

>80% of the CI authorities >50% of the CI authorities from the >30% of Cl authorities from the Working
from the Working Group are  Working Group are actively engaged in  Group align their practices with the
actively engaged in the the validation of the ENDURANCE ENDURANCE Strategy during the
dialogue. Strategy. project.

Outcome #5 (OUT5): Provide common European guidance and support for the drafting of their resilience
plans to meet all the provisions of the proposed CER-Directive: risk analysis, domino effects, cross-sector
and cross-border analysis, standardised plans, educational and training tools. < RUNS=AY

We actively guide and support the Cl stakeholders in their understanding of / compliance with the CER-
Directive by (i) gathering the knowledge, sharing the CER-relevant data, and developing tools and
services for the cross-x risk and resilience assessment (WP5, WP6, WP7, WPS, Eﬁ-), (i)
harmonising the definitions, methodologies, and approaches across EU for enhancing resilience, thereby
enabling a unified and standardised drafting of business continuity / resilience plans (T1.4&T2.4,
=N, (iii) delivering user-centric materials, courses, tools, and services for resilience-oriented
education and training (T5.3&T6.3, T5.4&T6.4, T7.3&T8.3, [dFXE), and (iv) continuously validating our
results and directly guiding the Cl stakeholders in meeting the provisions of the CER-Directive through
the national and European workshops (T1.1&T2.1) and through the joint, large-scale exercises with the CI
operators and authorities (WP9&WP10).

Through the ENDURANCE framework and, specifically, through the user-centric advanced dashboards
(T7.4&78.4), the EU MS authorities and CI operators will be able to access CER-relevant data, tools, and
services that (i) enhance communication and collaboration across organisations, sectors, and
countries, (ii) enable secure and continuous sharing of guidelines and best practices, and (iii) provide
support in drafting their own resilience plans.

Scale & Significance of OUT5: Outcome #5 KPIs

Strategy Satisfaction Rate Resilience Plan Alignment Rate

>90% of the CI authorities and operators from the Working >30% of Cl operators from the Working Group align
Group positively evaluate the Strategy on Disruption their resilience plans with the Strategy during the
Resilience. project.

Outcome #6 (OUT6): An all-hazards framework is created to support MSs in ensuring improved
concepts and instruments for the anticipation of risks to entities providing essential services, resulting in
an improved preparedness & response against disruptions of key sectors in the EU and enhanced
resilience of the EU market. €< ml%m

With the setup of the Working Group on Disruption Resilience (T1.1&T2.1), we are establishing and
fostering a dynamic environment for strategic cooperation among EU MS authorities, laying the
groundwork for a unified European approach to resilience. Our commitment extends to providing more
than just a cooperation environment; we are providing a European Strategy for Disruption Resilience
(T1.4&T2.4, ) encompassing harmonized definitions, methodologies, and guidelines, aligning
with the provisions of the CER Directive and facilitating a collective front against disruptions. Further, we
aim not just to meet the provisions of the CER Directive but to surpass them. We’re building a resilient
foundation that embraces diversity, complexity, and the evolving nature of risks. Our strategy is not a static
document; it’s a living, adaptive framework that reflects the dynamic challenges faced by Cls.

Moreover, we are not merely focusing on theoretical constructs. We are creating practical solutions—a
CER-relevant data space coupled with a suite of tools and services (WP5, WP6, WP7, WPS, [{Z¥-{TX)
for joint anticipation and assessment of risks. Our approach to their design and development is rooted in
an all-hazard perspective (T5.1&T6.1) that goes beyond singular threats, embracing the complexity of
interdependencies across sectors and countries.

Our vision spans awide spectrum of threats, hazards, and risks, recognizing the diversity of challenges
faced by the CI operators in (i) human-caused threats like sabotage, cyber-attacks, and conflicts, (ii)
technological hazards including industrial accidents and infrastructure failures, (iii) natural disasters
such as floods, earthquakes, and wildfires, (iv) environmental issues like water pollution, climate change,
and geomagnetic storms, and (v) health emergencies, encompassing, among others, pandemics,
waterborne ilinesses, and biological terrorism ).
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Scale & Significance of OUT6: Outcome #6 KPls

Strategy Adoption Rate Tool and Service Adoption Rate All-Hazard Implementation Rate

>30% of Cl authorities from the ~ >30% of Cl operators and authorities >90% of all identified threats and

Working Group adopt the from the Working Group adopt the hazards are actively integrated into

Strategy during the project. ENDURANCE tools and services during  the risk and resilience assessment
the project. service.

2.1.2. Contributions Towards the Expected Wider Impacts

Impact #1 (IMP1): Ensured resilience of large-scale interconnected systems infrastructures and the
entities that operate them in in case of complex attacks, pandemics, natural/lhuman-made disasters,
impacts of climate change. < AIRNNZA

Every chain is as strong as its weakest link. In the context of large-scale interconnected infrastructures
and services they support, the weakest links are individual critical entities operating individual services
within single sectors and countries. Our approach in the development of the tools, services, and strategy
addresses challenges of / provides support to individual entities (e.g., energy provider), services
they provide (e.g., electricity distribution, grid maintenance), sectors they belong to (e.g., energy, digital),
and countries they reside in (e.g., Slovenia, Romania), but, most importantly, our approach enhances
resilience of the interlinked, intertwined, transboundary, large-scale European network of entities,
infrastructures, and services. This is reflected in our plan to enhance cooperation among/with different
Cl stakeholders iTl.l&TZ.l), prepare a harmonised, European strategy for disruption resilience
(T1.4&T2.4, ), develop tools and services for collaborative, cross-x risk and resilience
assessment and training (WP3-WP8, (¥ A=FXE), and coordinate joint, cross-x, large-scale
exercises (WP9&WP10, ).

In our work, we consider different types of interdependencies, including physical and geographic
(e.g., shared facilities or facilities in close proximity), digital (e.g., integrated IT networks), supply chain-
related (e.g., having common suppliers), cross-sectorial (e.g., one service is essential for the operation
of another), etc. As elaborated in our contribution to OUT6 above, in cooperation with Cl authorities and
operators, we consider a wide spectrum of complex threats, hazards, and risks arising from the
environment, nature, health, technology, and humans (T5.1&T6.1).

Scale & Significance of IMP1: Impact #1 KPIs

Interdependency All-Hazard Risk Disruption Compliance Cost- Service Availability

Awareness Index Awareness Index Preparedness Effectiveness Rate Improvement Rate
Index

>70% greater >70% greater >50% greater >30% greater cost- >10% improvement in

awareness of awareness of preparedness to effectiveness in resilience / availability of

Cross-x complex threats, large-scale compliance to essential services, on

interdependencies hazards, and risks disruptions among resilience-oriented average per entity.

among the ClI among the ClI the Cl employees. legislation (CER,

employees. employees. NIS2).

Impact #2 (IMP2): Upgraded systems for resilience of the operators and the protection of Cl to enable
rapid, effective, safe, and secure response and without substantial human intervention to complex
threats and challenges, and better assess risks ensuring resilience and open strategic autonomy of
European infrastructures. < [{FV-{TYG

All our tools and services are designed in a way that increases level of automation in response to complex
threats and challenges without the need for a substantial human intervention: (i) The trusted data space
(T5.2&T6.2, E{; and services for secure exchange and federated processing of information
(T7.1&T8.1, ) provide seamless and secure access to high-quality CER-relevant data without the
need for manual collection or pre-processing, or for human supervision. (ii) The services for multi-
dimensional risk and resilience assessment (T7.2, T8.2, [{F%, ) include data/Al-driven technologies
that assist Cl operators and authorities in maintaining situational awareness, making evidence-based
decisions, and effectively preventing or responding to disruptions, thus reducing the need for manual
(possibly error-prone) assessments. (iii) Our simulation and training tools provide comprehensive
visualisations and immersive experiences to facilitate realistic and data-driven training scenarios for
operators (T5.3, T6.3, T5.4, T6.4, [dFXE). These tools harness advanced technologies such as digital
twins and Cl-ranges that mimic real-world disruptions and thereby provide the operators means for hands-
on, practical, and cost-effective exposure to complex threats in a simulated environment.

37


ΑΔΑ: 9ΘΞ3ΟΡΕΒ-ΖΛΡ


AAA: 99=30PEB-ZAP

Project: [101168007] — [ENDURANCE] — [HORIZON-CL3-2023-INFRA-01-01]

EU Grants: Description of the action (DoA) (HE): V2.1 — 15.11.2022

Scale & Significance of IMP2: Impact #2 KPls

Data Management Cross-X Risk Decision-Making Training Cost- User Satisfaction &
Efficiency Rate Assessment Accuracy Rate Effectiveness Confidence Rate
Effectiveness Rate Rate

>80% reduction in >80% reduction in the >75% accuracy in >30% greater >85% user

the time required to  time required for cross-x  decision-making by Cl cost- satisfaction and

access and process risk assessment. operators in mitigating effectiveness in  confidence when

CER-relevant data. risks of disruptions. personnel using our training
training. tools and services.

Impact #3 (IMP3): Resilient and secure smart cities are protected using the knowledge derived from
th Erotection of critical infrastructures and systems that are characterised by growing complexity. <

BAKEA7Y

The consortium includes representatives of public administrations and regions (FVG, RDFA, RDFW) as
well as local/regional Cl operators of Cl (e.qg., regional digital service provider INS, private hospital CGDM)
that are a link with smart cities. Our results will thus also incorporate challenges that are inherent to
the complex systems in smart cities and will also be based on the needs of smart cities.

The developed solutions, know-how ({=¥i), and strategy (=¥ will be, through these links,
disseminated to other actors in the smart city domain. Through all the participating Cl operators and
authorities, large companies and SMEs, and research organisations, we will be able to reach, support,
and influence a wide audience of different smart city stakeholders (governments, start-ups, industry,
citizens, planner, architects, etc.) across Europe.

Scale & Significance of IMP3: Impact #3 KPIs

Smart City Stakeholder Smart City Reach Index Smart City Satisfaction Rate
Engagement Rate

>10% of Working Group 20+ of European smart cities/ / smart city >85% of smart city representatives are
members will be regions are directly influenced by the satisfied with how the Strategy
representatives of smart cities project in terms of resilience addresses the challenges and needs
across Europe. enhancement. of smart cities.

2.1.3. Requirements and Potential Barriers

We have investigated requirements and potential barriers that may hinder the achievement of the
envisioned impact. ENDURANCE will strive to use the potential barriers and requirements as enablers
to unleash its potential.

Potential Barriers Mitigation Measures

Sustainability: The adoption of Demonstration of benefits: The demonstrated increased ability to anticipate

new tools, services, and working risks [WP5-WP8], clear optimisation of efforts in risk management [WP7-WP10],

models requires investments and the overall reduction in negative impacts (social and economic-financial)

and adequate funding. [WP11] brought to the end users by ENDURANCE will influence future
investments.

Alignment with other initiatives: Collaboration with other initiatives: We will actively seek collaboration
Ensuring alignment and complementarity [WP1&WP2] with related initiatives (including other EU-funded projects
with other efforts working on the ClI working in this area) to foster synergies, avoid duplication, and enhance
resilience (e.g., the CEGR Expert the overall impact of Cl resilience efforts across the EU.

Group) is crucial.

Resistance to change: There may be Co-creation: Engagement of stakeholders in cooperation [WP1&WP2],
resistance to changes in processes, needs and requirements definition [WP3&WP4], joint exercises / pilots
technologies, and organizational [WP9&WP10], and the exploitation [WP11] stages of the project would
structures, which can make integration guarantee a significant adoption of the proposed solutions.

more difficult.

Lack of capability: Some organisations Training & awareness: The involvement of stakeholders in community

lack the necessary capability to change building [WP1&WP2] and joint exercises incl. training [WP9&WP10] will

the risk assessment and/or raise awareness, develop skills, and support the definition of change

management. paths aimed at modifying / improving the capability to adopt new
approaches to risk management.

Regulations & standards: Changes in standards Continuous monitoring: We will regularly monitor regulatory
and laws on ClI resilience and digital technologies landscapes [T12.3], technological trends [T3.2&T4.2], and
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could impact the relevance and compliance of our market dynamics [T11.4] to proactively identify changes that

solutions. may impact the project.

Market dynamics: Shifting market demands, Stakeholder engagement: We will establish ongoing
emergent technologies, or alterations in user dialogues with the end-users / Cl stakeholders to understand
preferences could affect the reception and evolving needs, thereby ensuring that the project remains
applicability of our solutions. aligned with user expectations.

Technology evolution: Rapid advancements in Adaptive development: We will design our solutions with
technology beyond the project end may necessitate flexibility to accommodate emerging technologies and
adaptability to ensure our solutions remain cutting-  evolving regulatory requirements to maintain relevance over
edge. time [T3.4&T4.4].

User behaviour and adoption: The acceptance and User-centric design: We will employ user-centric
adoption of our solutions may be influenced by factors  design principles to ensure that solutions resonate with
such as user behaviour, organizational culture, or the end-users and are more likely to be adopted as user
competing priorities. behaviour evolves.

Requirements ——_|Mitigation Measures

Data governance: Effective data governance Robust data governance framework: We will implement a robust

is crucial for maintaining data integrity, data governance framework that includes clear policies,
ensuring compliance, and managing data procedures, and responsibilities for managing data quality, security,
lifecycle. and compliance [T3.3&T4.3].

Data privacy: Protection of personal / sensitive data Privacy by design: Data protection, anonymization, and
must be ensured when collecting, processing, storing privacy-aware processing [T7.1&T8.1] will be integral part

data. of the project.

Security: Given the sensitive nature of data, it is Security by design: We will adopt secure data handling
crucial to meet stringent security requirements to practices, including encryption, access controls, and regular
protect against unauthorized access, breaches, and penetration tests, to address the specific security

other cyber threats. requirements [T3.5&T4.5, WP9&WP10].

Interoperability: We need to ensure that data from  Standards development: We will participate in and/or
different sources, sectors, and countries can advocate for the development of interoperability standards
seamlessly interact and be integrated. [T11.3] that facilitate seamless data exchange across

different systems.
Scalability: Over time, there might be an increased Scalable architecture: We will design [T3.4&T4.4] and

demand for more extensive datasets. We need to deploy [T5.2&T6.2, T3.5&T4.5, WP9&WP10] a scalable
ensure that the data infrastructure can scale effectively data architecture that can accommodate growing data
to meet growing needs. needs without compromising performance.

Data access and sharing: Different stakeholders might Collaborative protocols: We will establish collaborative
have varying requirements regarding access to / sharing protocols and agreements for data access and sharing
of data. Establishing clear protocols and mechanisms is [WP1, WP2, WP3, WP4], thus covering the interests of
essential. various stakeholders.

2.2. Measures to Maximise Impact

2.2.1. Dissemination, Standardisation, and Policy Making

The ENDURANCE dissemination strategy will ensure that the project results are widely shared with
appropriate target audiences, at appropriate times, and through appropriate channels. The project is
aligned with technology, policy and societal trends and has the potential to impact the market shortly after
the project ends. The positive momentum that will be generated through the pilots will be further scaled
across Europe. Synergies between EU-funded actions in the resilient Cl domain will be increased through
continuous clustering. The dissemination strategy (see below) is based on the cornerstones of effective
and impactful communications, the 5 Ws and an H; what is disseminated and why, who are the target
audiences, where, when, how are the dissemination activities undertaken.

Why: It is crucial to promote the project and its results to external stakeholders to ensure that: (i) the
project outputs will be brought to market and fully exploited, facilitating their scale-up; (ii) the knowledge
gained through the project can be made available to all interested individuals and organisations, and
reused in the future; (iii) the project reaches decision-makers to contribute to the strengthening of Europe's
critical entities.

What: The vision, objectives, strategic relevance, progress, highlights, results, technology, open research
data, collaboration networks, impacts, best practices, lessons learned.

Who: Key target audiences include EU MS competent authorities and Cl operators in all critical
sectors (primarily focused on energy, digital, health, drinking water, waste water and public administration),
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in both the public and private sphere and at the strategic and operational level; the ICT and security
research community incl. higher education & research, related R&l projects and clusters, in particular
the European Cluster for Securing Cl (ECSCI) and the Community for European Research and Innovation
for Security (CERIS), other relevant CL3 projects; innovators and ICT service providers including
technology developers and solution providers; Digital Innovation Hubs, experts in cyber/IT security and
critical infrastructure, legal and ethical experts, CISOs, ClOs, CSIRTs, CSOs; Enablers and facilitators:
European and national policy makers in CI protection, the Critical Entities Resilience Group (CERG), the
NIS-2 Cooperation Group, EU bodies incl. European Commission DG CONNECT and DG HOME;
ministries of the interior and of business & innovation, national health authorities; infrastructure, and
economy, data privacy regulators, standardisation bodies and standardisation authorities, national
communities of users on disaster resilience; European Reference Network for CI Protection (ERNCIP);
South-East Europe Corporate Security Association; Slovenian Corporate Security association.

Where: * Dissemination channels: top-level scientific publications, conferences, workshops and
webinars, EU networks and resources; university lectures, courses, and seminars, blogs, podcasts, media
outlets such as The Conversation; open access through Zenodo/Open Research Europe, EC services
such as Horizon Results Booster, Horizon Results Platform and Innovation radar, partner newsletters. *
Scientific journals: IJCP Int. Journal of CI Protection; IJCIS Int. Journal of Cls; Health, Risk & Society;
IEEE Transactions on Dependable and Secure Computing/ Network and Service Management /
Information Forensics and Security / Power Delivery; Future Generation Computing Systems; EPJ Data
Science; ACM TOPS. * Scientific conferences: CRITIS, CIPRE-expo, CS4CA, IFIP WG11.10, ESREL,
ISCRAM, IEEE ICDM, ICDE, ESORICS, ARES; Annual Spanish PIC congress (Cl Protection); Nicosia
Risk Forum; Int. Conf. Days of Corporate Security (ICS); Other: CERIS events, eDelivery events, European
Researchers’ Night, IT events such as NTK (Sl), events relevant to the pilot domains.

When: Measurable (SMART) targets will be set and progress towards them will be measured and
evaluated continuously. * Y1:. Development of project brand and identity, website launch (by MO03),
awareness raising, dissemination and communication strategy development (by MO06), early
implementation (by M12). * Y2: Core impact building activities, engagement, networking, knowledge
transfer (M13-M24). * Y3 and beyond: Results-focused dissemination activities, post-project impact
creation (M25-M36).

Post-project sustainability: Dissemination channels will stay live for 5 years after the end of the project.
Matchmaking with investors and related projects will take place via the Horizon Results Platform.
Expressions of interest to commercialise solutions will be submitted to Horizon Results Booster.

When: Dissemination mechanisms and KPIs: * Scientific excellence: Publications in high-rank open-
access journals (10+); articles uploaded to the Open Research Europe platform (10+), datasets uploaded
to relevant open access platforms (10+), workshop presentations (10+); university theses on
ENDURANCE topics (4 MSc, 1 PhD); Papers citing ENDURANCE research (50). * Awareness raising
and dissemination through events: Participation in conferences (20), trade fairs/exhibitions (15);
workshops/seminars (2/year); organisation of local workshops in pilot countries rounds 1-3; European
workshop rounds 1-3, organisation of a public final event. * Networking, clustering and knowledge
transfer: Meetings with relevant projects/initiatives at national/EU level (10); joint technical/dissemination
workshops (3); training sessions (10), white paper (1), policy briefs (2), policy webinar (1). These initiatives
serve as powfor al fora for extensive knowledge transfer and vital interaction with experts in the field.
Thanks to the ENDURANCE consortium members’ significant prior involvement in the ECSCI cluster and
CERIS, the project will seamlessly deepen the collaboration and strengthen the pre-existing links with
relevant actors with regards to research, technical, ethical and societal aspects.

Standardisation and policy making: Market acceptance of the ENDURANCE innovations will be
accelerated by building on and promoting relevant existing (EN 17483-1:2021) and emerging standards
in the CI resilience. EN 17483-1 provides the general foundation of a complete standards system for
critical infrastructure protection (CIP). ENDURANCE will contribute to the development of future sector-
specific standards in selected pilot domains: energy, digital, health, drinking water, waste water and public
administration. Standardisation plays a key role in supporting the implementation of the regulatory
framework (CER and NIS2 Directives) to ensure quality in organisation, processes, personnel, and
management when delivering services in CIP. Through the pilots, the project will provide evidence-based
insights that will proactively identify and mitigate the vulnerabilities of critical entities across the EU. To
help turn strategy into action, the project will also draw on prior policy work on the resilience of Cls, e.g.,
by the EU, the WHO and the OECD and key actors listed under stakeholder groups above. Key channels
for policy making will include the ENDURANCE white paper, policy briefs and policy webinar on the tools
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for strengthening Europe’s critical entities. The Cl authorities in the consortium (SI, RO, IT, EL) will facilitate
the feeding of results into the work of relevant EC expert groups. The consortium will engage with the
community to co-create a roadmap with policy recommendations that will support standardised plans for
the CER management and implementation of the associated directives. With the support of the consortium
SSH experts, we will support the relevant EU policy actions on Al, ensuring that the solutions developed
are socially robust and ethically sound.

2.2.2. Exploitation Plan and Sustainability Pathway

One of the major activities involved in ENDURANCE is the exploitation of the expected outcomes. As
a result, in close coordination with our dissemination strategy and activities, we will follow an effective,
concrete and dynamic exploitation strategy that will be regularly reviewed and expanded as the project
proceeds and new opportunities or obstacles arise. To this end, an ENDURANCE exploitation team will
be formed to deal with succession and long-term exploitation and continuation issues that arise, with a
view to secure the sustainability of the project’s services and dissemination scheme. All partners will
nominate qualified persons as exploitation managers to coordinate the relative activities and scheme.
The exploitation team will continuously try to use the stakeholders’ community (within and outside the
consortium), and all foreseen events and engagement activities to promote the project within an active
network aiming at establishing strong working relationships with key people and organisations involved in
or having an interest in ENDURANCE domain of relevance. The exploitation activities will be thoroughly
planned as the project unfolds and reveals its value and will continue throughout the entire lifecycle of the
project.

There is a dedicated tasks for exploitation and future sustainability (T11.4), working hand-in-hand with
technical and validation work packages (WP1-WP5), highlighting the importance of this dimension in a
Go-To-Market-oriented approach. During the project, a set of specific actions will be undertaken to
support effective exploitation of project results and outcomes working towards sustainability and impact.
In particular:

¢ [M01-M06] An Exploitation Plan, for market exploitation of the results will be defined, detailing
exploitation strategy, return on investment analysis, and main actions during and after the project
(serving as a blueprint for a Sustainability Plan). This will include Business Plans building on the
initial approach presented below.

e [MO1-MO06] A joint Exploitation Agreement (complementing the Consortium Agreement) among the
project partners will be prepared (and signed in the final stages of the project) to ease joint and
individual exploitation. It will include the identification of IPR and roles across different exploitation
channels.

e [M12-M36] Specific market impact and business model analyses will be done to define market
opportunities, stakeholders, and potential value chain development. From a preliminary analysis, the
markets addressed by ENDURANCE will be CI (resilience) and security (including cybersecurity).
Detailed analyses of these markets and most relevant segments will be carried out continuously to
ensure successful go-to-market for project results. This will not only validate our innovations but also
pave a market-oriented pathway for potential clients, thus fostering sustained societal benefits beyond
the end of the project.

o [M12-M36] A Return on Investment (Rol)-based exploitation analysis to expected return by target
users adopting the ENDURANCE results will be done, including a comprehensive return assessment
(not exclusively monetary) taking into account aspects such as increased employees’ and citizens’
safety, socialleconomic costs etc. The analysis will help validate the project results from a
business/impact point of view and shape value propositions, business plans, and sustainability
strategy.

e [MO06-M36] Internal exploitation meetings and Exploitation Workshop will be held during the
project. This will enable all partners to fine-tune exploitation strategy and vision as well as to agree
upon the IPR strategy.

¢ [M01-M36] Involvement of relevant external stakeholders in the exploitation through tailored
activities initiated also to exploit the piloting activities and link to active users, as well as potential
customers created through the community. This step will be important to validate the exploitation plan
with real ‘potential clients’, secondly to gather insight from external experts tailored to the project
domain. It also positions ENDURANCE pilots not only as a validating activity, but also as a market-
oriented step for potential customers.

o [M01-M36] Potential impact of our solutions on the critical sectors and the more general public
security/safety domains will be assessed. The analysis will be performed based on the KPIs at
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objective and pilot levels. The results of this analysis will feed the exploitation strategy by
understanding which Cls would be more permeable to the proposed innovations.

Initial mapping of project results

Exploitation  activities  will
start early and follow an
exploitation path throughout
the project duration. They will
be organised in 3 phases, as
shown on the right, with the
exploitation milestones in the ! ! !
various phases. This approach will ensure a smooth Go-to-Market beyond the end of the project.

I
1
1
]
Market & Competition analysis :
1
1
1
1

Needs' analysis Finalisation of exploitable assets

Exploitation agreement Financial forecast analysis

Mapping of stakeholders Return on Investment analysis Final assessment of potential impact

13X¥YW-01-09

ENDURANCE Business Plan

Exploitation plan Plan validation with stakeholders

2.2.2.1. SWOT Analysis and Preliminary Business Plan
The initial SWOT analysis for ENDURANCE solutions is shown below.

Strengths Weaknesses Opportunities

* We emphasize COOPERATION AT ALL LEVELS, ¢ The Cl authorities and/or the operators e Cl authorities and operators have a
fostering active engagement of Cl authorities,

Threats

* We may face REGULATORY and
ETHICAL challenges related to
data and Al

¢ Possible OPPOSITION from those

may not be particularly interested in
SOPHISTICATED ICT solutions,
especially in economic crises.

real NEED for harmonizing
approaches, data, and technologies
for a joint management of risks and

operators, and other stakeholders.
* We address the interconnections of essential

SERVICES, going beyond the siloed focus on
critical assets, and we take an ALL-HAZARD
approach to assessing risks and resilience.

We deliver pragmatic solutions for enhancing CI
resilience, built in a CO-CREATIVE way with the
Cls from ALL EU MSs and sectors.

The ENGAGEMENT of Cl authorities

from all EU MSs and Cl operators from e

all critical sectors, and an effective
management of the Working Group
and its events is challenging.

The DEVELOPMENT of innovative,

resilience.

Successful adoption of our results is
REPLICABLE across all EU countries
and critical sectors.

We are taking a USER-DRIVEN
approach, enabling the identification

stakeholders who are resistant to

change or distrustful of technology.

 Very active and COMPETITIVE
market in the security (and Al)
domain.

» HETEROGENEOUS legislation and

Our solutions directly support the Cl authorities
and operators in the IMPLEMENTATION OF /
COMPLIANCE WITH the CER Directive.

Our solutions will be validated in cross-x LARGE-
SCALE EXERCISES with Cls across the EU.

We provide comprehensive TRAINING materials

data-driven solutions is complex, of concrete strategic and operational

challenges, ensuring solutions meet

policies on Cl resilience across EU
countries and sectors.
 DEPENDENCY on Al and (sensitive)
DATA requires careful
consideration of technical

time-consuming, and costly.
user and market needs.

The end users may be reluctant to

Our innovative technologies can
generate new KNOWLEDGE as well

as MARKET OPPORTUNITIES on
data management, risk assessment,

cross-x risk assessment despite the
use of advanced privacy-enabling and robustness, ethical implications,
and alignment with the EU

guidelines.

and services empowering Cl employees in security-ensuring approaches and

effectively managing disruptions. technologies. cybersecurity, Al, and more.

A particular business and marketing plan will be developed including all the major steps for the definition
of the strategy to maximize the potential project outcomes take-up after the end of the project. The
ENDURANCE strategy to maximise the business impact comprises the following key elements:

e Results: Clearly define exploitable outcomes and targeted audiences, differences with other
systems, IPRs.

e Awareness: Ensure attractiveness of the outcomes and benefits are well-known to all key
stakeholders.

e Validation: Ensure the solutions developed are validated (pilots) and viable for longer term
exploitation.

e Roadmap: Develop a project roadmap to 2030, outlining the path for long-term funding and
continuation of the ENDURANCE works on the potential for further exploitation of the project
results.

e Exploitation Team: Define who will be the major actors towards the outcomes’ exploitation, their
commercialist on interests as well as their business strategies and previous knowledge.

e Exploitation Maximising: Ensure that the potential exploiters of the ENDURANCE outcomes are
made aware of the support networks, tools, and grants available within the EU and details on how
to access them.

e Risk Assessment: Provide financial, commercial and production risks.

2.2.2.2. KEAs and Preliminary Business Model Canvas (BMC)

The partners have distinct exploitation interests according to their core activities. New technologies
produced in the project will enable rich joint and individual exploitation opportunities. Exploitation
leads who will coordinate the business development aspects of the Key Exploitable Assets (KEAS) with
the support of other partners are:

° European Strategy for Disruption Resilience: ALL partners.

o [€=VI Trusted UE CER Data Space: ENG (lead), EVI-RO/-DE, SYN, SBT, ICCS.

e (=¥ Digital Twins for Interconnected Essential Services: EVI-RO (lead), EVI-DE, ENG, SYN,
ICCS.
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o [W=V! Data Exchange & Federated Processing Services: SYN (lead), EVI-RO/-DE, ENG, SBT,
ICCS, ICS.

o [W=\s Risk & Resilience Assessment Services: SBT (lead), EVI-RO/-DE, ENG, SYN, ICCS, ICS.
=\ Simulation & Training Services: EVI-RO (lead), EVI-DE, ENG, SYN, SBT, ICCS.
o [€F.¥{ Know-how, best practices, recommendations: ALL partners.

With these KEAs, the ENDURANCE industry partners / universities & research organisations / public end
users will:

e Enlarge solutions portfolios. / Increase research portfolios. / Increase levels of digitalisation &
automation.
Improve existing offerings. / Improve research results. / Improve existing public services.
Build capacity and skills of workers. / Enhance knowledge basis and create new teaching
opportunities. / Empower and equip policy makers and public authority employees.
Initiate new business collaborations. / Enhance participation in research projects. / Strengthen
collaboration within and across sectors (within and across borders).
Enter new markets. / Enter new scientific communities. / Form new cross-border/country
collaborations.

The initial KEA-specific exploitation plans are presented below in the ENDURANCE Business Model
Canvas (BMC). It will be regularly assessed, refined, and improved to ensure high impact fast. The final
WP11 report (D11.4) will include an ownership list and sustainability plans by which all partners will ensure

longevity of results.

Key Partners S
- EU MS Cl authorities

- Cl operators

- Industry experts

- Policy makers

- Technology developers
- Scientific communities
and academics

- Advisors and
consultants (legal,
ethical, marketing)

Cost Structure

Key Activities v
- Cooperation with the Cl stakeholders

- R&D and integration of our solutions

- Validation (stress tests) with end users (Cls)
- User training

- Knowledge sharing, promotion, business

development, networking, recommendations

Key Resources 3\"
- Insights from the Cl end users and experts

- Data sources and technology infrastructure
- Relevant standards, architectures

- Policies, regulations, and ethics standards

- Researchers, SW engineers, SSH experts

- Initial financial investment

- R&D (personnel), maintenance, new features, consultancy
- Commercial data and IT infrastructure (cloud compute and storage)

Value Proposition ik
- KEA1: A harmonised approach across
the EU for CER Directive implementation
and Cl resilience

- KEA2, KEA4, KEAS: A comprehensive,
joint risk assessment and effective CER
implementation / compliance

- KEA3: Increased situational awareness
about cross-x interdependencies and
risks to essential services

- KEAG: Trained, skilled, aware personnel
- KEA7: Thorougly-tested ideas, best
practices, and recommendations for new
standards, policies, regulations

Revenue Streams

- Revenues generated through SW licences, maintenance, training, upgrades, consultancy

Customer Relationships v
- Partnerships with EU MS authorities Ci
operators (end users)

- Collaboration with industry experts, SW
developers, researchers, SSH (partners)

- Relevant Cl resilience communities

- B2B relationships

Customer Channels )
- Existing business networks and public-
private partnerships

- Special community events, industry
events, ENDURANCE workshops

- Marketing campaigns and publications

- Open-source communities

- Dynamic pricing per service per client

Customer Segments S22
- EU MS Cl authorities

- EU MS Cl operators

- Technology providers

- Academia and research
institutions

- Stakeholders of other
complex systems (e.g.,
smart cities)

- IT/service/consultancy
providers

- Investors

- Business development, marketing, sales, legal and ethical compliance fees - Training and certification program revenues

2.2.3. Communication and Collaboration

The ENDURANCE communication activities will focus on raising awareness among a wide range of non-
specialist audiences of the project and the societal, economic, and environmental benefits it generates.
The key to ensure mass uptake of the project’s results will be to establish communications partnerships
with pre-existing communities, networks, and associations in the CI domain. The planned communication
activities are presented in the table below.

Planned Communication Activities and Targets

Activity #1: High-quality communications collateral including logo, brand Target groups: Related
guidelines, leaflet, poster, and public presentation made available on our website. projects, enablers, facilitators.
Measurable Result: Brand guidelines and communications collateral pack including poster, leaflet, infographic,
and presentation design with continuous updates, equipped with a QR code leading to the ENDURANCE website.
NOTE: Most of the material will be offered in digital format to limit the environmental footprint.

Activity #2: Dedicated website with project and case study Target groups: General public interested in
information, objectives, results, partners, events, contact societal resilience, ICT and security research
information, links to other ENDURANCE channels. community, facilitators.

Measurable Result: Website with continuous updates, biweekly project news updates and at least 10,000 visits
by M36. Live for 5 years after the lifetime of the project.

Activity #3: Press releases disseminated to national, Target groups: Media and EC support services
European, and international media, including TV, radio, industry as intermediary targets, facilitators, general
magazines and newspapers. public.
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Measurable Result: 6+ press releases disseminated to EU / national media with 15+ instances of media
coverage.

Activity #4: Targeted events incl. conferences, workshops, Target groups: ICT and security research and
webinars, training sessions, cluster liaison, and a final eventto  tech community, policy makers, Cl
engage wider stakeholders and foster uptake of the results. stakeholders, related projects, industry actors.

Measurable Result: 3 end user community / thematic / innovation workshops, 1 webinar, 10 meetings with
related projects (e.g., ECSCI cluster), 10 interview sessions with pilot representatives, participation in 20
conferences, 15 trade fairs/exhibitions; participation in 2 workshops/year, and 1 final ENDURANCE event.
Activity #5: Project newsletters contributing to the Cl resilience debate incl. Target groups: Policy makers;
newsletter on ENDURANCE activities, communicated to relevant stakeholders. general public, Cl stakeholders.
Measurable Result: 6 editions of the newsletter with 200+ readers.

Activity #6: Active presence on social media (Twitter, LinkedIn, Target groups: General public, related
YouTube, podcasts) to engage stakeholders with dedicated content. projects, industry, research community.

Measurable Result: 500 Twitter/X followers, 500 LinkedIn followers, 10 videos on YouTube with more than 1,000
views, 1 podcast/audio episode, weekly social media posts.

The preliminary key messages to be used in our communication activities are briefly presented below.

Selected Key Messages

Message Target Groups
ENDURANCE empowers European Cl stakeholders to navigate the complexities of disruption  Cl authorities
resilience and to implement the CER and NIS2 Directives effectively. and operators.
ENDURANCE delivers tools and services that allow ClI stakeholders to securely manage data, Tech/research
continuously identify and anticipate threats, and assess risks and resilience in real-time. community.
ENDURANCE provides a harmonised pan-European Disruption Resilience Strategy to Policy makers

ensure continuity of essential services and safeguard the well-being of EU communities.

Advisory Board: We will establish an Advisory Board (AB) with experts in security, critical infrastructure,
law and ethics, standardisation, and policy making who can provide valuable insights, guidance, and
feedback on various aspects of the project, and can thus enhance its quality, rigor, and impact. Thematic
(remote) workshops will be organised with the AB after key project milestones (in the scope of T1.1&T2.1
and T12.1).

2.2.4. IPR Management

The consortium recognises that management of knowledge and IPR are fundamental for the smooth
collaboration among the consortium members the successful exploitation and sustainability of
ENDURANCE outcomes during and after the project end. Through knowledge management and the
protection of partners’ individual interests, we will avoid information bottlenecks related to confidentiality,
and thus maximise the chances for elevated market visibility and successful exploitation of the project
results. Management of knowledge and IPR will be integrated within the framework of the
Consortium Agreement (CA), drawn to be aligned with the policies and context for EC funded projects
under HEU and will be further addressed by the IPR Management Plan (included in D11.2).

Highlights: For scientific papers, “green” open access model will be adopted, making the papers
available through the project website and through other repositories (e.g., Zenodo). The protection of the
IPR created in the project will be performed through patent submission. It will look for opportunities of
successfully implementing appropriate creative ideas emerging from the project, with a view on both
market and technical aspects.
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2.3. Summary
SPECIFIC NEEDS EXPECTED RESULTS D & E & C MEASURES

e We need to enhance e Increased cooperation and Dissemination, Standardisation, Policy-
cooperation and unity of european Cls with 12 Making:
collaboration at all levels: national and 3 European e 10+ papers in high-rank journals and/or
among the (national, regional, =~ workshops with 20+ industry magazines with 50+ citations.
sectorial) authorities, (public attendees in each, and with a ¢ 30+ presentations at industry fairs,
and private) operators, as well ~ Working Group on . scientific events, and/or policy events.
as innovators, scientists, and Disruption Resilience with ¢ 4 MSc and 1 PhD theses, 2+
;(r)::ultants working in the \1((:)%0+ members by the end of seminarslyear.

. : e Standardisation (through, e.g., ISO, CEN).

e We need to harmonise the e A comprehensive, pragmatic, 4 Policy making (through, e.g., Gaia-X, IDSA,
definitions, methodologies, and harmonised European ECSCI, CERIS, CERG, NIS2-CG).
strategies, guidelines, and Strategy for Disruption 3+ whitepabers (oolicy briefs. repor
policies on resilience across Resilience validated by 30+ ; loitati P g .(po Céb els, epo t.s).
the EU MS to directly EU MS authorities and 60+ c| Exploitation, Business Development: _
support Cls in compliance operators, and then adopted A Structured exploitation roao]map including:
with the resilience-relevant by 20+ EU MS authorities. ~ ® ENDURANCE stakeholders’ community.
legislation (CER, NIS2). e Data Space with EU MS e Stakeholder and market analysis.

e We need to closely analyse critical entities, essential e 3exploitation workshops.
the functioning of the services, interdependencies, ® Market impact and business model
interconnected essential and types of associated analysis.
services and surpass the threats, hazards, and risks e Cost/benefit and Rol analysis.
sole focus on critical assets. (covering 6+ sectors, 6+ e Business and sustainability plan including

e We need an all-hazard entities, 4+ countries and SWOT, PEST, Five Forces.
approach to assessment of integrating 10+ data sources). ¢ Exploitation agreement among the project
risks that arise from nature, e A setof TRL7 tools and partners for individual / joint exploitation.
environment, technologies, services for secure data Communication, Collaboration:
health, and humans. exchange, cross-xriskand o \Wepsite with bi-weekly updates, blogs

e We need high-quality data, resilience assessment, and news and 10.000+ visits by M36.
interoperable tools, and user- ~ joint large-scale training e Social/digital media accounts: Twitter/X
friendly services for joint, exercises, validated by 13+ (500+ followers), LinkedIn (500+ followers),
cross-x risk and resilience grzf/i'r’:)::ﬁgn?perat'onal YouTube (10 videos with 1.000+ views), 1
assessment. ' podcast / audio episode.

e We need stress test o 30+ stress test designs and o \edia outreach: 6+ press releases with
scenarios, plans, and execution plans (covering all 15+ instances of media coverage.
technologies for collaborative, ~identified hazards, sectors, o pro 1 tional material: Continuously
cross-x, large-scale and EU MS) run in 15 cross-x updated poster, leaflet, infographics. 6
disruption resilience ;nxeedrlcui;ne-élarge-scale newsletter editions with 200+ readers.
training. .

TARGET GROUPS OUTCOMES (See Section 2.1.1) IMPACTS (See Section 2.1.2)

e 7 EU MS authorities and |e Better strategic cooperation at all Scientific:

6 Cl operators (project levels across the EU, within and e Advancements in the state of the art in
partners) from different across sectors and countries risk management, security,

sectors (digital, energy, (measured in the size of the Working cybersecurity, data science, computer
health, public admin., Group: 100+ members by M36). science, SSH.

drinking and wastewater e 7 EU MS authorities (AKOS, URS'V, o Better connection and cross-
management) across DNSC, MoH, FVG, RDFA, RDFW) fertilisation between security research
Europe. and >30% of authorities from the and SSH disciplines (ethics, law).

e Other EU MS authorities Working Group adopt the Strategy  Economic:

and Cl operators from the by M36. e Reduction in time required for

remaining sectors (as e 6 Cloperators (TS, ELES, DGPI, : : i
defined by CER Ditective) ~ CGDM, INS, EYDAP) and >L0 other fejovony dete dnd'forcross x isk
and EU countries. operators adopt the Tools and assessment.

° Oper_a_tors of security- Services by M36. e Greater effectiveness in personnel
sensitive or complex e 6 Cloperators (TS, ELES, DGPI, training
infrastructure (e.g. CGDM, INS, EYDAP) and >30% of ClI ' . ,
stadiums, smart cities). operators from the Working Group ® Greater cost-effectivenessin

e |T/service/consultancy align their resilience plans with the compliance to resilience legislation
suppliers for Cls (within Strategy and services by M36. (CER, NIS2)
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the consortium and e 2 research institutes and universities e Creation of new market opportunities
beyond). (ICCS, ICS) improve their research in the security, cybersecurity, data

e Scientific community in outcomes by adopting science.
the field of Cl resilience, ENDURANCE. Societal:
cybersecurity, security, e 7 SMEs and large enterprises (EVl, e Greater awareness (>70%) of cross-x
and data science (Within ENG, SYN, SBT, TLX, DBC, CCL) interdependencies and Comp|ex risks.
the consortium and enhance their portfolios and market

e Better preparedness (>70%) to large-
scale disruptions.

e Enhanced resilience and availability
of essential services.

beyond). opportunities.
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3. Quality and Efficiency of the Implementation

3.1. Work Plan and Resources

3.1.1. Overall Structure of the Work Plan

Project activities are organised in seven complementary Work Packages (WPs), as illustrated below:

is devoted to enhancing strategic cooperation and collaboration among relevant Cl authorities,
operators, and other stakeholders. will set up the ENDURANCE concept through a detailed
analysis of requirements, design of the solutions, setup of the CI/CD infrastructure, and establishment of
the development and integration roadmap. We will (1) manage the data and develop the methodologies,
technologies, capabilities, and enablers for the ENDURANCE services, and (2) develop the services
together with the dashboards for authorities and operators in and W%, respectively. The
results will be utilised, tested, demonstrated, and evaluated through different joint, large-scale exercises
P9 10}

By adopting an agile innovation approach, the research, development, and validation activities conducted
in WP3-WP10 will provide a circular feedback loop to WP1&WP2, thus enabling continuous improvements
of the ENDURANCE methodologies, technologies, strategies, and exercises. To achieve the defined
impacts, ENDURANCE innovations will be continuously promoted and prepared for exploitation in {Y[z2Kl.
Project coordination is performed in Y.

UNITY

l USE CASES, INSIGHTS, STRATEGY FOR DISRUPTION RESILIENCE

WP7 SERVICE DESIGN: Disruption

'WP3 Foundational Oversight for
Technology and Strategy & WP4
Endgame of Technical and Strategic
Direction

Activities: Consolidate requirements,

analyze SotA, manage data plan, design
solutions, oversee CI/CD.

Results: Requirements, solution designs,
data management plan, development &
integration roadmap.

PREPAREDNESS

WPS5 Initiation Enablers for Resilience & WP6 Final-
Phase Resilience Boosters

Activities: Identify essential services and critical entities,
analyze interdependencies, risks, and cascading effects.

Manage EU CER data, implement databases and
interfaces, establish structure for data governance.
Develop digital twins for the interconnected essential
services. Analyze existing and design new means for
development of skills and raising awareness.
Results: Trusted EU CIR Data Space, Digital Twin for
essential services, training material.

Resilience Services & WP8 SERVICE
IMPLEMENTATION: Disruption Resilience
Services

Activities: Develop methodologies,
technologies, services, interfaces, and
dashboards for secure data exchange,
federated processing, risk and resilience
assessment (incl. definition of metrics),
disruption simulation, and resilience
training.

Results: Services, interfaces, and advanced

dashboards for Cl authorities and operators.

REQUIREMENTS, DESIGNS, ROADMAP, CI/CD DATA, SERVICE ENABLERS, TRAINING MATERIAL

STRATEGY, SERVICES FEEDBACK

WP9 PILOTS DEFINITION: Large-Scale & Cross-X Exercises (reaching TRL5) & WP10 PILOTS: Large-Scale & Cross-X Exercises (reaching TRL7)
Activities: Design tests, plan exercises, set up pilot environments, coordinate exercises, evaluate solutions.

Results: Evaluation results, exercise and training feedback.

RESOLVE

WP12 MANAGEMENT: Project Coordination

Activities: Project steering, administrative and financial coordination, quality assurance,
risk management, security management, analysis of relevant legal and ethic aspects.
Results: Effective and efficient collaboration, quality and timely project implementation,
compliance.

WP11 Impact Generation (towards Awareness & Engagement and towards Exploitation
& Sustainability)

Activities: Brand establishment, communication, dissemination, standardization, policy
making, exploitation, IPR and innovation management.
Results: Awareness, engagement, sustainability.

To reduce any research, development, or integration risks, we will follow an agile approach with three
overlapping development and integration cycles, maturing results from TRL4 to TRL7, as illustrated
and discussed below.

Path to TRL5 [M01-M18]: We will start with the exploration of existing networks and identification of
experts working on the CI resilience topics to be engaged in the ENDURANCE Working Group
(T1.1&T2.1). We will engage members from the consortium and beyond. Then, we will organise several
local / national workshops (WL1 by M03) to elaborate country-specific challenges, discuss current
practices, and identify opportunities for improvements through concrete use cases. With this information
at hand, we will organise a European workshop (WE1 by MO06) to identify challenges, practices, and gaps
on a European level. We will analyse current strategies and policies for disruption resilience and business
continuity plans. The workshops’ reports and results of the analysis will be reported at M09 in D1.1, which
will serve as a baseline for the development of the ENDURANCE Strategy (in T1.4&T2.4) and
technologies (in WP3-WP8). The initial draft of the strategy will be provided by M15 (D2.1), aligning
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with the development of the initial service prototypes, and evaluated with Cl stakeholders in local
workshops (WL2 at M18).

After the first local workshop at M03, when the use cases and Cls’ challenges are refined, we will start
the technical work (WP3-WP8). First, we will define, consolidate, and prioritize requirements, analyse
the SotA, identify available and needed datasets (DMP at M06 as D3.1), design the technologies, and
establish a development and integration plan, presented at M12 in D3.2. In parallel, we will start with the
development of the ENDURANCE enabler building blocks (WP5&6) and services (WP7&8), presenting
the initial technological prototypes at M15 (D5.1 and D7.1).

After the first European workshop at M6, when also the cross-border challenges and goals are refined, we
will start designing small-scale tests for MICRO pilots / large-scale exercises for MESO and MACRO
pilots (presented in D9.1 at M12) and setting up the necessary environment (e.g., the infrastructure,
specific data, protocols, required authorisations, etc.). The initial (Ilab/local) joint exercises / pilots will be
run by M18, testing the designed procedures and basic functionalities of the ENDURANCE services,
bringing them to TRL5. Results will be presented in D9.2&D9.3.

In parallel, we will thoroughly analyse relevant (European, national, sectorial) legal and ethical
frameworks (T12.3) to provide compliance guidelines for the developers of the ENDURANCE Strategy
and Services (D12.2 at M18).
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1 4 & 3 10 11 12 13 14 15 16 17 12 18 20 21 22 22 24 25 2 27 28 28 20 21 22 22 29 25 26
T1.1 Resilience Disruption Networks & Working Groups
T1.2 Resilien ca Management Definitions & Practices
T1.3 il Gaps & Chall.
1.4 Strategy Defi
T2.1 Expertise Alliance Ent
72.2 Refinement of Resilience Approach
T2.3 Use Cases Consolidation
T2.4 Enhancement of Harmonised Disruption Resilience Strategy
T3.1 Definition of Requirements
3.2 Analysis of the Current State of Affairs
T2.3 Data Needs & Availabilities Definition
T3.4 Design of the ENDURANCE Solutions
2.5 Integration, Deploy and Readmap Pathway
T4.1 Consolidation of Requirements
4.2 State of Affairs Consolidation
4.3 Dataset Readiness
T4.4 ENDURANCE Architacture Finetuning
T4.5 Roadmap Calibration & CIfCD
75.1 All-Hazard-Oriented Risks & Cross-X Impacts
T5.2 Trusted EU CER Data Space
T5.3 Primary Digital Twins for Interconnacted Essential Services
75.4 Means for Awareness Raising & Skills Development
76.1 Risks & Cross-X Results Refinement
T6.2 Performance Finetuning for Trusted EU CER Data Space
T6.3 Implementation of Digital Twins for Interconnected Essential Services
T6.4 Awareness & Skill Refinement Capstone
WP7: SERVICES: Disruption Resilience Services (Phase 1) D7.1
77.1 Architecting Secure Data Exchange & Federated Processing Services
T7.2 Definition of Multi-Dil ional Risk & il Servicas
7.3 Collaborative Large-Scale Simulation & Resilience Training Servicas
T7.4 Dashbeards for CI Authorities & Operators
\WPB: SERVICES: Disruption Resilience Servises (Phase 2) D8.1&D8.2
T8.1 I ion of Secure Data Exch: & Fed. d Processing Services
18.2 Impl. ion of Multi-Di ional Risk & Resili Servisas
8.3 Implementation of Simulators & Training Services
T8.4 Advanced Dashboards for Cl Authoritias & Operators
T9.1 MACRO Pilot EUROPE: European Cross-X Disruption Resilience
T5.2 MESO Pilot SLOVENIA: Disruption Resilianca in Digital & Energy
T9.3 MESO Pilot ROMANIA: Disruption Resilience in Digital & Health
T9.4 MICRO Pilot ITALY: Disruption Resilience in Public Administration
T9.5 MICRO Filot GREECE: Disruption Resilience in Water Management

'WP10: PILOTS: Large-Scale & Cross-X Exercises (Phase 2 - reaching TRL7) D10.1&D10.2 D10.3810.4

n: MACRO Pilot EUROPE

ion: MESO Pilot SLOVENIA

T10.3 Implemertation: MESO Pilot ROMANIA

T10.4 Implement MICRO Filot ITALY
T10.5 Implemertatior:

WP1L: IMPACT: Impact Generation (Phase 1 & Phase 2) D11.1 D11.2 D11.2 D114

T11.1 IPR & Innovation Managemeant

[711.2 Brand & Communication Management
T11.3 Disseminati isation & Policy Making
[711.4 Define Exploitation & il

[T11.5 Continous Impact Assessment

WP12 MANAGEMENT: Project Coordination p12.1 D122 D123
[712.1 Day-To-Day, Administrative & Financial Coordination
T12.2 Quality Assurance & Risk Management

[712.3 Ethics & Legal Aspects

'WP13: Ethics requirements D131
[T13.1 Ethics Aspects

Dpizz
MS2-CONCEPT  MS3-ROADMAP MS4-PROTOTYPES
13t EU workshop| Technical roadmap Strategy draft|
1st local workshops| Use cases| Stress test designs| Initial data space| Compliance guide| Updated roadmap| Approved strategy, final data space Fully-fledged services|
Website, SM DWIP Impact strategy| Service prototypes| Updated impact strategy| Reference desighs & policy recommendations| Sustainability plan

Project setup| 3rd workshops|
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Path to TRL6 [M19-M27]: When feedback from the local CI stakeholders will be gathered about the
ENDURANCE strategy draft, we will organise the second European workshop with an extended Working
Group (WE2 at M21) and make an evaluation exercise focusing on the cross-border disruption
anticipation, management, coordination, and communication. The insights from this workshop (and the
results of the initial pilot exercises) will be used for the improvement of the Strategy, which will then be
evaluated on a local level (WL3 at M27).

Building upon the discussions, research, developments, and validation in WP1-WP10, we will refine the
use cases and associated requirements for reaching TRL6, update the technology designs, and adjust the
technical and strategic roadmap relevant for reaching TRL6 (D4.1 at M21). This will be a baseline for all
improvements in WP5&6 and WP7&8, which will enable the second large-scale tests / joint exercises
in WP9&10, bringing the ENDURANCE Services to TRL6. Results will be presented in D10.1&D10.2 at
M27.

Path to TRL7 [M28-M36]: Building on the results of the second round of pilots (WP9&10), and on the new
inputs of the extended Working Group from the final European workshop (WE3 at M30), we will finalise
the ENDURANCE Strategy (D2.2 at M32). This will help to define reference designs for the ENDURANCE
Services and refine our roadmap towards TRL7 (D4.2. at M32) and will guide the last phase of the
developments and improvements in WP5&6 and WP7&8, resulting in the final data space, final versions
of other enablers, and in the final implementation of the ENDURANCE Services (D6.1 and D8.1&D8.2 at
M34). These will be used for the final large-scale tests / joint exercises in WP9&10, bringing the
ENDURANCE Services to TRL7. Results will be presented in D10.3&D10.4 at M36.

The developments, deployments, and validation activities will be assessed from the compliance
perspective, and the results will be reported in D12.3 at M32, which will include policy
recommendations.

Path to impact [M01-M36]: WP11 will start with the set-up of the project brand and communication
channels by M03 (D11.1). By M12, WP11 will release the refined impact generation strategy (D11.2).
Afterwards, based on this strategy and by following the maturity of the project results, WP 11 will focus on
promoting project activities and results, disseminating knowledge, contributing to relevant standardisation
activities and European policy making, defining result-specific business models and business plans, and
developing a sustainability roadmap. Updated strategy and reports from these outcomes will be reported
at M21 (D11.3) and M36 (D11.4).

In T11.5, we will define an approach for the evaluation of the ENDURANCE impacts (presented in D11.2)
and then use this approach to continuously quantify and qualify the impacts made by the project activities
and results (presented in D11.4). All the impact generation activities will provide guidance to developments
in WP1-WP10.

Coordination [M01-M36]: After the project kick-off, we will prepare the project handbook (D12.1 by M03)
to formalise the organisational structure of the project, specify management procedures, present internal
and external project bodies, and define their responsibilities. The consortium will contribute regularly to
progress reports (as per the rules set in the Grant Agreement). Under the umbrella of T12.1, the
consortium will regularly synchronise to (1) ensure alignment of the project work with the roadmap set in
T3.5&T4.5, (2) ensure a high quality of project outcomes as defined in T12.2, and (3) effectively manage
risks identified in T12.2. Moreover, WP13 oversees management of any relevant security issues and
requirements (including security reviews and clearances; T12.2). Finally, as already mentioned above,
WP12 includes continuous ethical and legal analysis of the project to help guide the partners in their
innovation activities. This includes organising a research ethics and compliance workshop (during MO1-
MO03) to establish guidelines for research ethics and compliant data management.

3.1.2. Summary of Costs

‘Subcontracting costs’ items
Participant Number/Short Name

Cost (EUR) Description of tasks and justification

Subcontracting Not applicable Not applicable
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3.2. Capacity of Participants and Consortium as a Whole

3.2.1. Competencies and Complementarity

The consortium includes 22 beneficiaries and 1 affiliated entity with interdisciplinary knowledge from
7 EU MS (Belgium, Germany, Greece, Ireland, Italy, Romania, Slovenia), which will facilitate strong
international collaboration. Partners bring together important skills on various disciplines that include SSH
(ethics, law, sociology, economy, business development, communication; see Section 1.2.5) and open
science practices (see Section 1.2.7).

The topics addressed by ENDURANCE integrate a variety of concepts and thus require a combination of
specific skills. The consortium includes partners that have the exact set of all needed competences to
achieve the defined objectives and impacts. The entire Innovation Team also has extensive experience
with INFRA and CS projects, not only as participants but as partners with significant roles such as the
project coordinator, technical coordinator, large-scale pilot lead, impact generation lead, and/or policy
making lead.

Further, all consortium partners have a documented track record in different areas relevant for the project
as well as previous collaborations, which will ensure timeliness and quality of results within the allocated
budget, as well as their high exploitation potential and wide impact. Partners’ competencies (illustrated
below) are deeply integrated within individual WPs, but also span across all WPs, ensuring strong
collaboration and cooperation and enabling partner interchangeability to reduce potential
performance risks.
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E EVI-DE| X X X X XX XX X X|xixix X XX X XX X X
E s ENG| x X X X X X | XX X X X Xix ixX[xix xixix xix X Xix X X
> E SYN| X X X X X X | XX X X X X X[ XX X X X X XX X X
g SBT| x X X X X XiX X X X X | X x XX X X X X
4 Iccs| x X X X XiX XX X X | X x:ix X X X X X
Ics| x X X X X X XX X X X XX x X X
AKOS| x X X X | X X X | X X X X
URSIV| x X X X | X X X X X X X
TS| x X X X X X X X X X
ELES| X X X X X XX X X
DNSC| X X X X X X XX X X X
s MoH| x X X X X X X X X X X
=} E DGPI| X x| «x X | X XX X: x
CGDM|__x X X X X X X X X
FVG| x X X X X X XX X X X
INS[ x X X X X X X X X X X X X X X X
RDFA| x X X X | X X X | X X X X
RDFW| x X X X X X X X X X X
EYDAP| X X X X | X X | X X X
T 2 TLX| x X X X X X X XX X X X
& E DBC| x X X X X X X X! X X X
CCL| X X XiX: X X X

3.2.2. Roles and Resources

The consortium comprises multidisciplinary partners with a variety of skills needed to achieve project
objectives. Each partner has a clear role in the project to conduct their planned work.

The project will be overseen and guided by the Project Steering Committee (PSC) comprising the
following roles: Project Coordinator (EVI-RO), Technical Coordinator (ENG), Data Manager (SYN),
Cooperation Manager (ICS), Ethics and Compliance Manager (TLX), and Impact Strategy Manager
(DBC). The PSC will oversee and steer the administrative, financial, technical, and strategic project
coordination in line with FAIR data management principles, applicable ethical standards, and relevant
regulatory frameworks, while maximising the impact. Their vast expertise and know-how in complex
research projects will (i) ensure active and continuous engagement of all the relevant Cl stakeholders,
(ii) facilitate scientific, technical, and strategic synergies and alignments across WPs, (iii) ensure
effective, legal, and compliant data management, (iv) ensure timely delivery and high quality of project
outcomes, and (v) facilitate fast and wide exploitation of project results.
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Partners with expertise in Cl resilience (partners #1-#6) will form the Innovation Team. Their main
contributions will be in developing the ENDURANCE strategy, tools, and services. In doing so, they will be
supported by the end users (partners #7-#19), the group of Cl authorities and operators forming the so-
called Cl Team, who will share their experience, best practices, needs, and expectations, and will evaluate
and validate the ENDURANCE results. The SSH experts (partners #20-#22), forming the SSH Team, will
help ensure that the project results adhere with the highest ethical standards and regulatory frameworks,
address the needs of our society, consider impacts to our economy (to ensure sustainable growth), and
are continuously promoted and disseminated to target audiences.

Specific roles and responsibilities of the ENDURANCE Teams are presented in the table below.
Note: All Teams will support the PSC in co-designing, refining, and implementing the technical and
strategic roadmap, as well as in the evaluation and uptake of project results.

The consortium will aim to achieve a good gender balance in the R&D teams, will ensure inclusion, and
will create equal opportunities for women, men, and gender-diverse individuals, as a universal remedy
against taking hard-to-identify sex/gender biased decisions and approaches during implementation of the
project.

INNOVATION TEAM Cl TEAM SSH TEAM
Role (partners #1-#6)  (partners #7-#19) (partners #20-#22)
Cross-organisation / -sector / -border cooperation and collaboration enhancement. X X X
Methods, models, and technologies for the analysis of cross-x interdependencies, vulnerabilities, threats, hazards, risks. X X X
Development of disruption assessment, anticipation, and preparedness strategies, i.e., business continuity planning. X X X
Organisation and coordination of cross-x, large-scale stress tests and exercises. X X
Methods, models, and technologies for data preparation (cleaning, modelling, harmonising, protecting). X
Architectures and technologies for data space integration and utilisation (data space, connectors, APIs). X
Techniques and tools for efficient, scalable, secure data management (DataOps). X
Methods, models, and technologies for secure data exchange and federated data processing (including Al-based). X
Frameworks for transparent, holistic, and proactive data governance. X
Metrics, methodologies, and technologies for dynamic, cross-x risk & resilience assessment. X
Techniques, scenarios, and technologies for immersive education and training on Cl resilience. X
Cl resilience policy design, awareness, and improvement (ethics, law, standards, policy). X X X
Socio-economic assessment of project outcomes and impacts. X X X
Results demonstration (including user training), promotion, and uptake (including IPR management). X X X

In terms of the key resources, the Innovation Team and the Cl Team will provide all the necessary
technological resources, hamely (i) data (related to the Cls, essential services, interdependencies, risks),
where proprietary data will be provided by the Cl Team and open data will be explored and gathered by
the Innovation Team, (ii) computing infrastructure, where the CI/CD environment for the research,
developments, and pre-pilot testing will be provided by ENG, cloud resources for local pilot deployments
by CI operators, and other equipment and services (servers, sensors, SW licences, etc.) will be purchased
and ensured by partners needing them, and (iii) project management tools (collaborative platform,
communication tools, etc.) will be provided by EVI-RO. The SSH Team will design, develop, print, and
distribute the promotion material (brochures, posters, videos, website, etc., see Section 2.2).

All partners will contribute with their knowledge, experience, and relevant networks required to reach
excellence of project outcomes and achieve the expected impacts.

3.2.3. Industrial / Commercial Involvement

ENDURANCE has a large industrial commitment with 3 large enterprises (EVI-RO/-DE, ENG) and 5
European technology and consultancy SMEs (SYN, SBT, TLX, DBC, CCL) contributing to the R&D
efforts and driving the industrial exploitation and commercialisation of results. They will be supported by 7
EU MS authorities (AKOS, URSIV, DNSC, MoH, FVG, RDFA, RDFW) and 6 CI operators (TS, ELES,
DGPI, CGDM, INS, EYDAP) from the public and private domain who will co-design project results, and
thus significantly contribute to their maturity, usability, and scalability across different sectors and EU
countries.

Large enterprises cover the key parts of the ENDURANCE value chain. They are visible global players
with large customer bases, which will ensure great visibility and successful exploitation of project
results: EVI-RO/-DE is the global leader in digital transformation and a key player in the cybersecurity
market. EVI-RO will coordinate the project (WP12) and will lead the second phase of the ENDURANCE
services development (WP7&WP8). ENG is a leading European IT solutions and services group with
strong international presence and expertise, offering innovative and added-value solutions to a wide range
of public and private organisations. ENG, being the Technical Coordinator, will drive the technical and
strategic roadmap (WP3&WP4).
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SMEs will drive the technical developments in the project, thereby ensuring that all R&D activities are
focused on the market needs and that the results mature quickly, are flexible and competitive: SYN
is a technology provider that innovates, implements, and explores industry’s most advanced technologies
(including in data science, machine learning, and cryptography), and translates them into value for
customers. SYN will act as the Data Manager (T5.1&T6.1) and will lead the second phase of the
ENDURANCE enablers development (WP5&WP6). SBT is a leading brand in the field of comprehensive
risk management in Slovenia. SBT will bring to the project their risk management platform, one of the
key project technologies, and will lead the first phase of the ENDURANCE services development
(WP7&WP8). TLX is a leading niche law firm specialised in the legal aspects of information technology,
privacy and data protection (GDPR), intellectual property, and media and electronic communications.
Striving to match law and innovation, TLX will, as Ethics and Compliance Manager, support the analysis
of and adherence with relevant laws (T12.3). DBC is a business consulting firm offering advisory services
to global private and public organizations in all sectors. DBC will, as the Impact Strategy Manager,
coordinate the project efforts in exploiting and managing IPR of project results (T11.1,T11.4). Finally, CCL,
as one of Ireland’s longest-running communications companies, has become a household brand name for
media, public relations, communications, and business / management training, and development. CCL will
coordinate the communication and dissemination efforts (T11.2, T11.3).

Cl authorities and operators will be the co-creators, first adopters, and promoters of ENDURANCE. From

their hands-on experience, they will provide the consortium invaluable insights, making it easier for the
developed technology to be put to practice in real-world scenarios and scale across Europe.

3.2.4. Affiliated Entities

Eviden Germany GmbH, part of the Eviden Group and a subsidiary of the Atos Group, stands out as a
European leader in data-driven, trustworthy, and sustainable digital transformation. With an Eviden group
annual revenue of approximately EUR 5 billion, the company specializes in digital transformation and
offers a comprehensive range of solutions across various sectors, including cybersecurity, cloud
computing, and advanced computing. This strategic positioning highlights its commitment to advancing
digital infrastructure and services across Europe.

Eviden Germany GMBH is part of the same group as the project coordinator Eviden Technologies SRL.

The role of Eviden Germany GmbH in the project will be related to leading the activity of Digital Twins for
Interconnected Essential Services.

The total cost for the affiliated entity is 146,875 EUR, corresponding to a grant amount of 102,812.50 EUR.

3.2.5. Role and budget of Associated Partners
Not applicable.

4. Ethics self-assessment

4.1. Ethical dimension of the objectives, methodology and likely impact

The ENDURANCE proposal comprises certain ethical challenges, which are in part due to the general
concept of applying systematic and automated risk monitoring measures to activities that can impact EU
citizens, and in part due to the planned pilot scenarios.

The general concept behind ENDURANCE is to extend the cooperation and collaboration mechanisms
between CI stakeholders, thus enhancing the maturity of cybersecurity and cyber resilience strategies,
and strengthening the protection of interconnected essential services. With respect to ethical impacts, the
pilots were selected for their societal relevance and impact, since successful piloting can contribute to the
availability and quality of critical infrastructure and the services that rely on them, including with respect to
environment, disaster management and personal health. The ethical benefits are thus clear.

However, as a part of the methodology for achieving this anticipated impact, ENDURANCE also aims to
develop datasets, registries, methodologies, technologies, and services for secure sharing and federated
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processing of CER-relevant data, joint assessment of relevant risks and resilience, and large-scale stress-
testing of preparedness. The focus of ENDURANCE is not on increasing the monitoring of EU citizens,
but rather to ensure that data monitoring practices are improved, streamlined, and effectively secured.
None the less, information collecting sharing is expected to be enhanced, which implies that the ethical
risks inherent to this objective must be monitored and managed.

Specifically, these risks include (1) an unintended increase of the levels of monitoring and evaluation of
EU citizens, which can impact their privacy in a manner that was not intended; (2) needlessly extensive
data sharing of personal data with stakeholders that do not strictly require it; (3) ineffective use of
pseudonymization and anonymization techniques in manner that needlessly exposes personal data; (4)
insufficient control over personal data usage by recipients, resulting in usage that is no longer strictly
limited to the ENDURANCE proposal's remit; and (5) unintended profiling and decision-making that
negatively impacts EU citizens, as a result of the misapplication of Al technologies.

It should be noted that none of the risks above are expected to materialize in practice, since the
ENDURANCE project is emphatically not intended to focus on personal data. Wherever possible — and
this will be nearly universally the case in the context of the ENDURANCE project — collected and
exchanged data will focus on data pertaining to technical systems, networks and infrastructure, at the
exclusion of any data that could be linked to individual persons (i.e. the targeted data sets focus on non-
personal data, where data protection and privacy issues cannot reasonably occur). The project partners
have no interest in obtaining access to each other’s personal data, nor to engage in data collection that is
outside of their legal remit.

None the less, the partners will identify and manage these risks in the course of the project. This is
particularly important in the meso and micro pilots. As was explained in the proposal, the targeted scope
of the pilots includes Public Administration and (Drinking & Waste) Water Management, as well as Digital,
Energy, and Health. The focus of the pilots is never on individual (personal) citizen data, but rather on
infrastructural data and on CER/risk related data. ENDURANCE does not require or envisage that personal
data in the pilots is exchanged between partners.

However, the pilots do require an examination of available data at the pilot sites, and the source datasets
could contain personal data. While that personal data is not the focus of ENDURANCE, this does create
a data protection risk to be managed: personal data (e.g., related to a household’s energy consumption,
a patient's health records, or their waste production) may not be processed contrary to the GDPR.

ENDURANCE will favour piloting on the basis of non-personal data exclusively wherever possible; and
where the objectives of a pilot inherently require a processing of personal data, priority will be given to
using fake or synthetic data where possible, so that no impacts on actual persons can be expected. Only
as a matter of last resort will actual personal data used, and in those instances, the safeguards referenced
below will be applied to ensure compliance with the GDPR and other legal frameworks.

Multiple methodological safeguards will be implemented in the ENDURANCE action, both at the level of
the framework as a whole, and at the level of individual scenarios. Two specific tasks are defined to identify
and manage risks:

- T12.2 Quality Assurance & Risk Management. This includes the preparation of templates,
guidelines, protocols, and tools for quality assurance, risk management, and security management,
and the continuous management of quality assurance, risks, and security.

- T12.3 Ethics & Legal Aspects. This includes an analysis of relevant legal and ethics aspects,
drafting of legal and ethical compliance guidelines, and consulting, assessing, and monitoring
alignment with legal and ethics requirements.

These tasks will run throughout the project, and will ensure a consistent and homogenous approach to
ethics and fundamental rights. Within ENDURANCE, data protection by design and by default will be
applied as guiding principles in all pilots. Each pilot will undergo a data protection impact assessment and
a human rights assessment, to determine fundamental risks rights, and to ensure that appropriate
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mitigation measures are taken. All piloting activities will be supervised by a designated, identified and duly
qualified data protection officer (DPQO) that satisfies the legal requirements of the GDPR. In this way,
accountability is built into ENDURANCE.

4.2. Compliance with ethical principles and relevant legislations

ENDURANCE is fully aware of the underlying ethical, privacy, safety and trust issues that arise in CI
protection, and addresses these both organizationally, and via dedicated tasks.

Organizationally, ENDURANCE has foreseen continuous ethics and privacy monitoring measures, via the
creation of a specific ethics and legal compliance task (12.3). This task is charged with establishing ethics
guidelines and procedures, including prior approval requirements before piloting can initiate. An Advisory
Board will be created under T12.1, so that the project’'s execution will also be guided by external
recommendations.

By establishing clear procedures early on and integrating external evaluation, ENDURANCE aims to give
ethics compliance a central place in the project and expects to tackle any potential ethics issues. This will
include traditional measures, such as creating informed consent forms, procedures for collecting consents,
procedures for selecting participants in the scenarios, and so forth.

Beyond these organizational approaches, more targeted measures will also be required, such as the
completion of a data protection impact assessment (DPIA) that satisfies the requirements of the GDPR,;
and this will be enriched with a broader human rights impact assessment (HRIA) that will factor in impacts
on other fundamental rights than privacy and data protection — such as e.g., human dignity and autonomy.
At the use case level, specific safeguards will also be examined to ensure that the project is acting in a
way that is both ethically sound and legally compliant. This also entails the identification of legal
compliance requirements beyond those of the GDPR, including e.g., for emerging rules under the proposal
for an Al regulation (the proposed EU Al Act) and the proposed Regulation on the European Health Data
Space, the Data Governance Act, and other proposed legislation such as the Data Act, that may impose
specific requirements on data collection and data sharing.

A specific dedicated legal partner will continuously monitor legislative changes at the EU level as a part of
Task 12.3, and propose harmonized approaches across piloting scenarios, as well as scenario-specific
recommendations to address scenario-specific concerns.

Finally, formal data protection compliance assurances also need to be established, including privacy
policies, data processing agreements, and anonymization/pseudonymization policies, taking into account
available guidance from data protection authorities. The issue of transfers of personal data outside of the
EU also should be evaluated at the use case level. In principle, this task should not be excessively
daunting, as it is likely that the project can be executed without exporting pilot level personal data outside
of the EU. In the eventuality that this proves infeasible, use will be made of Commission-approved
Standard Contractual Clauses, tailored to the project. Data transfers will be monitored to ensure
compliance.

At the use case level, we will also evaluate whether there are any applicable additional ethical or legal
requirements in specific countries, including e.g., data localization requirements or prior
approvals/authorisations from ethical committees or specialized authorities; and where needed bespoke
legal agreements will be established to cover pilot specific issues such as car safety, medical device
regulations, and copyrights.

Beyond the legal aspects, the operational provision of safety, security and trustworthiness is explicitly
foreseen in the ENDURANCE workplan (T12.1 — Quality Assurance & Risk Management), so that ethical
assurances are not only dealt with at the legal and policy level. Indeed, a core objective of ENDURANCE
is ensuring that ethics is embedded into the technology itself.
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5. Summary of the Project Security Issues

The project concerns critical infrastructure, invoking real-life scenarios for the continuity of the
interconnected essential services, including analysis of threat assessments, thereby raising security
concerns.

5.1. Sensitive Information with Security Recommendation

Public versions of the deliverables, D8.2 ENDURANCE Services (formerly D4.2), D9.3 First Pilot Report
(formerly D5.2), D10.2 Second Pilot Report (formerly D5.3), D10.4 Final Pilot Report (formerly D5.4)
should be approved by the SAB prior to dissemination.

Sensitive information with security recommendation

Number and name of the deliverable Name of | Date of Name of
the lead | productio | entity
participa | n authorised
nt for access

D3.2 Roadmap Towards TRL5 (formerly D2.2), D4.1 ENG M12 / M21 | All partners

Roadmap Towards TRL6 (formerly D2.3), D4.2 Roadmap / M32 (on a need-

Towards TRL7 (formerly D2.4): These reports will present to-know

the requirements, designs, strategic and technical roadmap basis), EC

towards TRL5 / TRL6 / TRL7. The last iteration (D4.2) will

include reference designs of the ENDURANCE solutions.

D5.1 Enablers Prototypes (formerly D3.1): This report will ICCS M15 All partners

present the initial prototypes of the ENDURANCE enablers. (on a need-

to-know
basis), EC

D6.1 ENDURANCE Enablers(formerly D3.2): This report will | SYN M34 All partners

present the final prototypes of the ENDURANCE enablers (on a need-

(data space, SW components and modules, interfaces). to-know

basis), EC

D7.1 Service Prototypes (formerly D4.1): This report will EVI-DE M15 All partners

present the initial prototypes of the ENDURANCE services. (on a need-

to-know
basis), EC

D8.2 ENDURANCE Services (Sensitive, formerly D4.2): EVI-RO M34 All partners

This report will present the final prototypes of the (on a need-

ENDURANCE services (for data sharing, risk management, to-know

and training and simulations) and advanced dashboards. basis), EC

D9.1 Test Designs and Plans (formerly D5.1): This report INS M12 All partners

will present the designs of / plans for stress tests and large- (on a need-

scale exercises. to-know
basis), EC

D9.3 First Pilot Report (Sensitive, formerly D5.2), D10.2 INS M18 / M27 | All partners

Second Pilot Report (Sensitive, formerly D5.3), D10.4 Final / M36 (on a need-

Pilot Report (Sensitive, formerly D5.4) : These reports will to-know

provide high-level summaries from the three pilot execution basis), EC

cycles for all pilots.
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